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About This Guide

How To Use This Guide

This manual contains the following sections:

e Chapter 1, “DO Command Reference.” Describes the DO commands. These commands
allow you to perform certain tasks, such as manually dialing and hanging up calls, chang-
ing your security level, and accessing the terminal server interface.

e Chapter 2, “Status Window Reference.” Describes the Status windows. These windows
display important information about the MAX system and calls.

« Chapter 3, “MAX Alphabetic Parameter Reference.” Describes the MAX parameters.

e Chapter 4, “MAX Diag Command Reference.” Describes the system diagnostic com-
mands, which allow you to backup and restore the MAX configuration, reset the system,
or update the MAX with the latest RADIUS configuration information.

e Chapter 5, “MAX Profile Reference,” Lists the menus and profiles in the MAX interface.

What you should know

This guide is intended for the person who will configure and maintain the MAX, such as, a net-
work manager. To configure the MAX as telecommuting or ISP hub, you need to understand
the following:

* Internet or telecommuting concepts
* Wide area network (WAN) concepts
e Local area network (LAN) concepts, if applicable

Documentation conventions

This section shows the documentation conventions used in this guide.

Convention M eaning

Monospace t ext | Represents text that appears on your computer’s screen.

Bol df ace nono- | Represents characters that you enter exactly as shown (unless the
space text characters are also italics—  seelItalics, below).
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Manual Set

Convention

M eaning

Italics

Represent variable information. Do not enter the words themsely

es in

the command. Enter the information they represent. In ordinary text,

italics are used for titles of publications, for some terms that wou
otherwise be in quotation marks, and to show emphasis.

Sans serif text

Signifies a command or file name, or other proper name, in some
manuals. In most Ascend manuals, command and file names ar¢

simply capitalized, just like any other name. But if your manual

d

includes names that are case sensitive on some platforms, they jare not

capitalized. Instead, they are shown in a sans serif typeface.

[]

Square brackets indicate an optional argument you might add to ja

command. To include such an argument, type only the informatig
inside the brackets. Do not type the brackets unless they appear

type.

Separates command choices that are mutually exclusive.

Points to the next level in the path to a parameter. The paramete

n
n bold

r that

follows the angle bracket is one of the options that appears when you

select the parameter that precedes the angle bracket.

Keyl-Key2

Represents a combination keystroke. To enter a combination

keystroke, press the first key and hold it down while you press one or
more other keys. Release all the keys at the same time. (For example,

Ctrl-H means hold down the Control key and press the H key.)

Press Enter

Means press the Enter, or Return, key or its equivalent on your|
computer.

Note:

Introduces important additional information.

A

Caution:

Warns that a failure to follow the recommended procedure could result

in loss of data or damage to equipment.

/N

Warning:

Warns that a failure to take appropriate safety precautions could
in physical injury.

Manual Set

The MAX documentation sets consists of the following manuals:

e Getting Sarted Guide. Explains how to install the MAX hardware. It also includes the
MAX technical specifications.

result
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Contacting Ascend Customer Service

e ISP and Telecommuting Configuration Guide. Explains how to configure the MAX soft-
ware using the VT-100 interface.

e RADIUS Configuration Guide. Explains how to configure the MAX software using a
Remote Authentication Dial In User Service (RADIUS) server.

e Security Supplement. Explains how to configure the MAX software using a Remote
Authentication Dialin User Service (RADIUS) server.

*  MAX 200PIlus Administrator's Guid&xplains how to use the MAX Console software to
configure basic features on your MAX.

Contacting Ascend Customer Service

When you contact Ascend Customer Service, make sure you have thisinformation:
e The product name and model

e The software and hardware options

e The software version

e Whether you are routing or bridging with your Ascend product

e The type of computer you are using

e A description of the problem

How to contact Ascend Customer Service

If you need Technical Assistance, contact Ascend in one of the following ways:

Telephone in the United States 800-ASCEND-4 (800-272-3634)
Telephone outside the United States 510-769-8027 (800-697-4772)
- UK (+33) 492 96 5671

- Germany/Austria/Switzerland (+33) 492 96 5672

- France (+33) 492 96 5673

- Benelux (+33) 492 96 5674

- Spain/Portugal (+33) 492 96 5675

- ltaly (+33) 492 96 5676

- Scandinavia (+33) 492 96 5677

- Middle East and Africa (+33) 492 96 5679

E-mail support@ascend.com

E-mail (outside US) EMEAsupport@ascend.com
Facsimile (FAX) 510-814-2312

Customer Support BBS by modem  510-814-2302
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Contacting Ascend Customer Service

You can also contact the Ascend main office by dialing 510-769-6001, or you can write to
Ascend at the following address:

Ascend Communications
One Ascend Plaza

1701 Harbor Bay Parkway
Alameda, CA 94502-3002

Need information on new features and products?

We are committed to constantly improving our products. You can find out about new features
and product improvement as follows:

* For the latest information on the Ascend product line, visit our site on the World Wide
Web:
http://ww. ascend. com

« For software upgrades, release notes, and addenda to this manual, visit our FTP site:
ftp.ascend. com

vi
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DO Command Reference

This chapter describes the context-sensitive DO commands. It covers these topics..

USiNg DO COMMANGS. .+« oo v o vttt ettt e e et e et e e e ettt 1-2
DO command referencein alphabeticorder ........... ... 1-3
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DO Command Refer
Using DO commands

ence

Using DO commands

The DO menu is acontext-sensitive list of commands that appears when you press Ctrl-D. The
commands in the DO menu vary depending on the context in which you invoke it. For
example, if you press Ctrl-D in a Connection profile, the DO menu looks similar to this:

To type a DO command, press and release the Palmtop’s DO key or the vt100 interface Ctrl-D
combination, and then press and release the next key in the sequence; for example, press 1 to
invoke the DO 1 (Dial) command. The PF1 function key on a vt100 monitor is equivalent to

>0=ESC
1=Di al
P=Passwor d
S=Save
E=Ter nserv
D=D agnostics

the DO key or Ctrl-D.

List of supported commands

Table 1-1 lists the DO commands. Different commands are available in the DO menu
depending on your location in the vt100 menus and your permission level.

Table 1-1. DO commands

Command

Description

Answer (DO 3)

Answer an incoming call.

Beg/End BERT (DO 7)

Begin/End a byte-error test.

Beg/End Rem LB (DO 6)

Begin/End a remote loopback.

Beg/End Rem Mgm (DO 8)

Begin/End remote management.

Close TELNET (DO C)

Close the current Telnet session.

Contract BW (DO 5)

Decrease bandwidth.

Diagnostics (DO D)

Access the diagnostic interface.

Dial (DO 1)

Dial the selected or current profile.

ESC (DO 0)

Abort and exit the DO menu.

Extend BW (DO 4)

Increase bandwidth.

Hang Up (DO 2)

Hang up from a call in progress.

Load (DO L)

Load parameter values into the current profile.

Menu Save (DO M) 8

Save the vt100 interface menu layout.

Resynchronize (DO R)

Resynchronize a call in progress.

Save (DO S)

Save parameter values into the specified profi

Password (DO P) 9

Log into or out of the MAX.

Termmserv (DO E)

Access the terminal server interface.

1-2
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Table1-1. DO commands

Command Description

Toggle (DO T) Toggle the Palmtop Controller.

Example use of DO commands to place and clear a call

To manually place acall, the Connection profile for that call must be open or selected inthe list
of profiles. To clear acall, you can either open the Connection profile for the active
connection, or tab over to the status window in which that connection is listed. (See Chapter 2,
“Status Window Reference.”) For example:

1 Open the Connection profile for the destination you want to call.
2 Press Ctrl-D to invoke the DO menu.

>0=ESC
1=Di al
P=Passwor d
S=Save
E=Ter nserv
D=D agnostics

3 Press 1 (or select 1=Dial) to invoke the Dial command.

4 Watch the information in Sessions status window. You should see the number being called
followed by a message that the network session is up.

To manually clear a call:

1 Open the Connection profile or tab over to the status window that displays information
about the active session you want to clear.

2 Press Ctrl-D to open the DO menu.
When you open the DO menu for an active session, it looks similar to this:

10- 200 1234567890
>0=ESC
2=Hang Up
P=Passwor d
S=Save
E=Ter nserv
D=D agnostics

3 Press 2 (or select 2=Hang Up) to invoke the Hang Up command.

The status window will indicate when the call has been terminated.

DO command reference in alphabetic order

This section describes the DO commands in detail. The commands are listed in alphabetic
order.

MAX 200Plus Reference Guide 1-3
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Answer (DO 3)

This command answers an incoming call. You can apply this command only from a menu
specific to a serial host port. You cannot answer an incoming call if acall is currently in
progress. It applies when Answer=Terminal at the serial host port and an incoming call is
ringing at that port. It is not available from the secondary seria host port of a dual-port pair.

Beg/End BERT (DO 7)

The DO Beg/End BERT command starts and stops a channel-by-channel byte error test
(BERT). Thetest runs over the currently called circuits from end-to-end. It reports the total
number of byte errors found, and breaks the errors down according to DSO channel. Theresults
are displayed in the Session Err window.

When you select DO Beg/End BERT, these events take place:
1 Thelocal device sends a known data pattern over the network.

2 Theresponding end goesinto a DS0-by-DS0 loopback mode of operation.

The signal at the remote end of the test is looped back at the application-MAX interface,
rather than at the network-MAX interface.

3 By monitoring the data being received against the transmitted pattern, the local device
counts the errors it receives by individual DSO channels.

If asingle byte has two or more errors, it is still recorded as asingle error.

The call status letter T, for Test, appears in the upper right-hand corner of the display of both
the local and remote MAXes to indicate that aBERT isin progress. To resume normal
operation, end the BERT by selecting DO 7 or Ctrl-D 7.

Keep this additional information in mind:
* No user data transfer takes place in either direction during a BERT.

< All commands that affect the call are disabled, except the command that ends the BERT.

* You must be in a port-specific edit menu or status window to use the DO Beg/End BERT
command.

* You can run the BERT in only one direction at a time; that is, only one side can be the
requester.

e To allow the MAX time to complete handshaking, you must wait at least 20 seconds
between toggling the BERT on and off.

* The DO Beg/End BERT command does not appear if you are not logged in with opera-
tional privileges.

For related information, see the Operations parameter in Chapter 3, “MAX Alphabetic
Parameter Reference,” and the Line Errors, Session Err, Port Info, Call Status, and Statistics
sections in Chapter 2, “Status Window Reference.”

Beg/End Rem LB (DO 6)

The DO Begin/End Rem LB command begins and ends a loopback at the serial host port at the
remote end of the call.
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To begin aremote loopback, select DO Beg/End Rem LB. The call status character L appears
in the upper right-hand corner of the screen at the local and remote device. A remote |oopback
tests the entire connection from host interface to host interface. These events take place:

1 Theseria host interface of the local MAX begins the remote loopback test.

2 Thedataloops at the seria host interface of the remote MAX, and comes back to the local
MAX.

This|loopback is also known as a remote data loopback because the loopback occurs at the
DTE/DCE interface. To end aremote loopback, select DO 6 or Ctrl-D 6. Unplugging the
Palmtop Controller also terminates a remote |oopback.

Keep this additional information in mind:

* Aremote loopback disables data flow from the remote host, but the call remains online.
« Aremote loopback disables Dynamic Bandwidth Allocation.

e Only switched and nailed-up channels active during the current call are looped back.

* Drop-and-Insert channels are not looped back.

* You must be in a port-specific edit menu or status window to use the DO Beg/End LB
command.

e To allow the MAX time to complete handshaking, you must wait at least 20 seconds
between toggling the remote loopback on or off.

e There are no remote loopback limitations when the remote end of the call is connected by
a current Ascend inverse multiplexer, but some limitations exist when the remote end of
the call is connected by other equipment.

When the remote device is a not an Ascend inverse multiplexer, you cannot set up a
remote loopback if the network connection occurs over an ISDN line and any of these set-
tings appears in the Call profile:

e Call Type=1 Chnl or 2 Chnl
e Call Type=AIM or BONDING and Call Mgm=Static or Mode 1

If the remote device is an ISDN TA (Terminal Adapter), the MAX cannot usually perform

a remote loopback. ISDN TAs cannot recognize the loopback signal. However, most
switching CSU/DSUs (Channel Service Units/Data Service Units) recognize the remote
loopback signal that the MAX sends, and remote loopbacks are usually possible with these
types of equipment.

 The MAX uses a proprietary loopback message when the AIM management subchannel is
present (Call Mgm=Manual, Dynamic, or Delta in a Call profile).

e The MAX uses the CCITT V.54 loopback pattern when no management subchannel is
present (Call Type=1 Chnl or 2 Chnl and Call Mgm=Static in a Call profile).

« If the MAX fails to set up a remote loopback, it establishes a loopback at the local host
interface calling for the loopback.

e The DO Beg/End LB command does not appear if you are not logged in with operational
privileges.

For related information, see the Call Mgm, Call Type, and Operations in Chapter 3, “MAX
Alphabetic Parameter Reference.”
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Beg/End Rem Mgm (DO 8)

The DO Beg/End Rem Mgm command begins and ends remote management of the device at
the remote end of an AIM call. When you enter this command, the vt100 interface displays the
following message at the top of its screen:

REMOTE MANAGEMENT VI A <port >

In this message, <port> specifies the serial host port through which you are conducting remote
management. To end an AIM remote management session, enter DO 8 or Ctrl-D 8. You cannot
exit remote management from a port other than the port from which you began remote
management. When the message at the top of the vt100 screen disappears, you are viewing the
screens associated with the local MAX.

Note: Ascend strongly recommends that you perform remote management using only the
vt100 interface. The Palmtop Controller provides no indication asto whether you arein remote
management or local management.

Keep this additional information in mind:

During an AIM call, remote management adds 20 kbps to the 0.2% overhead of the call,
and to that small extent reduces the bandwidth provided to serial host devices using the
connection.

The DO Beg/End Rem Mgm command is available for connections with Call profile set-
tings of Call Type=FT1-AIM, FT1-B&O, or AIM (but not Call Mgm=Static).

This error message indicates you have tried to control a MAX that is not configured to
allow remote management:

Renote Mgmt Deni ed

You cannot remotely manage a device configured with the value No for the Remote Mgmt
parameter in the System profile.

You cannot begin remote management if you do not have an online call to the remote
device; furthermore, you must select the DO Beg/End Rem Mgm command from a menu
specific to that call.

The DO Beg/End Rem Mgm command does not appear if you are not logged in with oper-
ational privileges.

For related information, see the Call Mgm, Call Type, Operations, and Remote Mgmt
parameters in Chapter 3, “MAX Alphabetic Parameter Reference.”

Close TELNET (DO C)

The DO Close TELNET command closes the current Telnet session. You must be running a
Telnet session from the MAX unit’s terminal server interface.

Contract BW (DO 5)

The DO Contract BW command decreases the bandwidth by the amount specified in the Dec
Ch Count parameter of the current Call profile. If the specified amount is not available, the
MAX removes the maximum number of channels possible without clearing the call.

Keep this additional information in mind:

1-6
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« The DO Contract BW command is available only from a menu specific to an online call
with at least two channels.

« The command is available for inverse-multiplexed calls using switched circuits.
« The command does not appear if you are not logged in with operational privileges.

For related information, see the Dec Ch Count and Operations parameters in Chapter 3, “MAX
Alphabetic Parameter Reference.”

Diagnostics (DO D)

Dial (DO 1)

The DO D command invokes diagnostics mode. The user must have sufficient privileges in the
active Security profile. In diagnostics mode, the vt100 interface displays a command-line
prompt:

>

Use the Help Ascend command to display a list of diagnostic commands.

> hel p ascend

To exit diagnostics mode and return to the vt100 interface, type quit.

> quit

The DO Dial command dials a selected Call or Connection profile. Before you dial a Call
profile, the selector (>) must be in one of the following positions:

* Infront of a Call profile in the Directory menu.
e At any parameter within a Call profile.

« Infront of or within any port-specific menu, but not at any specific Call profile.

Because the current Call profile contains the parameters of the last call made from a port,
this option redials that call.

Dial automatically performs a DO Load of the selected profile, overwriting the current Call
profile, including any Call profile parameters you might have edited. However, edited
parameters are not overwritten if the current Call profile is protected by Security profiles.

Before you bring a specific session online, the cursor must be in front of the associated
Connection profile in the Connections menu.

Keep this additional information in mind:
« Dial is not available when the link is busy.
* You cannot place a call from the secondary port of a dual-port pair.

« The DO Dial command does not appear if you are not logged in with operational privi-
leges.

* You cannot dial if you have not selected the correct profile, if Dial # does not appear in the
profile, or if no IP address is set for the profile when IP routing is enabled.

For related information, see the Operations parameter in Chapter 3, “MAX Alphabetic
Parameter Reference.”
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Esc (DO 0)

The DO ESC command exits the DO menu.

Extend BW (DO 4)

The DO Extend BW command increases the bandwidth by the amount specified in the Inc Ch
Count parameter of the current Call profile. If the specified amount is not available, the MAX
adds the maximum number of channels available to the call.

You must apply this command from a menu specific to an online serial host port. This
command is available only from connections whose bandwidth can be incremented.

Keep this additional information in mind:

e The DO Extend BW command is available for AIM and BONDING calls using switched
circuits, but is not available for MP+ or MP calls.

« The DO Extend BW command does not appear if you are not logged in with operational
privileges.

For related information, see the Inc Ch Count and Operations parameters in Chapter 3, “MAX
Alphabetic Parameter Reference.”

Hang Up (DO 2)

The DO Hang up command ends an online call. Either the caller or the receiver can terminate
at any time.
Keep this additional information in mind:

e The DO Hangup command works only from the caller end of an Nailed/MPP connection
(when Call Type=Nailed/MPP in a Call profile).

* You must be in a menu specific to an online serial host port or session to use this com-
mand.

« The DO Hangup command does not appear if you are not logged in with operational priv-
ileges.

For related information, see the Call Type and Operations parameters in Chapter 3, “MAX
Alphabetic Parameter Reference.”

Load (DO L)
The DO Load command loads a saved or edited profile onto the current profile. Loading a
selected profile overwrites the values of the current profile. For example, suppose you have
saved a profile named Memphis in the Directory location 21-102:
21-100 Directory
21-1 Factory
21-101 Tucson
>21-102 Menphis
When you execute DO Load, this screen appears:
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Load profile...?
0=Esc (Don't load)
1=Load profile 102

If you choose the first option by entering O (zero), the MAX aborts the load operation. If you
choose the second option by entering 1, this status window appears:
Status #116

profile loaded
as current profile

The Directory menu shows the results of the load operation:
21-100 Directory
21-1** Memphis
21-101 Tucson
>21-102 Memphis

The DO Load command does not appear if you are not logged in with operational privileges.
For more information, see the Operations parameter in Chapter 3, “MAX Alphabetic
Parameter Reference.”

Menu Save (DO M)

The DO Menu Save command saves the entire current vt100 interface layout. The current
layout replaces the default layout.

Keep this additional information in mind:

e The DO Menu Save command appears only if the cursor is in front of the Sys Config
menu.

« The command always places Sys Config in the default Edit display.
To change the default Edit display, you must configure the Edit parameter in the System
profile after using the DO Menu Save command.

« Menu Save does not apply to Palmtop Controllers, nor does it apply when your vt100 is
plugged into an RPM or Palmtop port.

For related information, see the Edit parameter in Chapter 3, “MAX Alphabetic Parameter
Reference.”

Password (DO P)

The DO password command enables you to log into the MAX.

During login, you select and activate a Security profile. The Security profile remains active
until you log out or replace it by activating a different Security profile, or until the MAX
automatically logs you out. The MAX can have several simultaneous user sessions and,
therefore, several simultaneous Security profiles. The following sections explain the login and
logout procedures.

To log into the MAX, use the command DO P. You can log into or log out from any menu.
Whenever you select the DO P command, a list of Security profiles appears. Select the desired
profile with the Enter or Right Arrow key and enter its corresponding password when
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prompted. If you enter the correct password for the profile, the security of the MAX isreset to
the Security profile you have selected.

If you select the first Security profile, Default, simply press Enter or Return when prompted for
apassword. The password for this profileis aways null.

If you are operating the MAX locally and you want to secure the MAX for the next user, use
the DO P command and select the first profile, Default. Typically, the default Security profile
has been edited to disable al operations you wish to secure.

The MAX logs you out to the default Security profile if any one of these situations occurs:

* You end a console session.

* You exceed the time set by the Idle Logout parameter in the System profile.

* You are connected to a Palmtop control port and you disconnect your terminal.

e Auto Logout=Yes in the System profile and you are connected to the vt100 control port.

A single Security profile can be used simultaneously by any number of users. If both you and
another user enter the same password, you both get the same Security profile and can perform
the same operations. If you log in using different passwords, each of you gets a separate
Security profile with separate lists of privileges.

If you edit a Security profile, the changes do not affect anyone logged in using that profile.
However, the next time someone logs in using that profile, security for the user will be limited
according to the changes you have made.

For related information, see the Auto Logout and Idle Logout parameters in Chapter 3, “MAX
Alphabetic Parameter Reference.”

Resynchronize (DO R)

Save (DO S)

The DO Resynchronize command causes the MAX to resynchronize a call in progress between
serial hosts by performing a handshake with the remote end. A handshake is an exchange of
data over the management subchannel that verifies that the transmission is reliable on both
ends of the call.

Keep this additional information in mind:
* You must be in a serial host port edit menu or status window to use this command.

« Resynchronize is not available for all call management types specified by the Call Mgm
parameter in the Call profile.

« Resynchronize is not available when the host port is idle or when the host port is the sec-
ondary port of a dual-port pair.

* Resynchronize does not appear if you are not logged in with operational privileges.

For related information, see the Call Mgm and Operations parameters in Chapter 3, “MAX
Alphabetic Parameter Reference.”

The DO Save command saves the current parameter values into a specified profile.
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Keep this additional information in mind:
« If a profile is protected by a Security profile, you might not be able to overwrite it.
e Save does not appear if you are not logged in with operational privileges.

For more information, see the Operations parameter in Chapter 3, “MAX Alphabetic
Parameter Reference.”

Termserv (DO E)

The DO E command invokes the terminal-server command-line interface. The user must have
sufficient privileges in the active Security profile. In terminal server mode, the vt100 interface
displays a command-line prompt, by default the prompt is:

ascend%

Use the Help command to display a list of terminal-server commands.

ascend% hel p

For examples that use terminal-server commands, s&¢AKdSP & Telecommuting
Configuration Guide. To exit terminal server mode and return to the vt100 interface, use the
Quit command:

ascend% qui t

Toggle (DO T)

This command applies only to the Palmtop Controller. It is equivalent to pressing the Toggle
Stat key.
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This chapter describes the MAX unit’s status windows. It covers these topics:

Using the MAX status WINAOWS . . . .. ... i e e e e i

Status window reference in alphabeticorder. .. ....... ... ... .. .. . L
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Using the MAX status windows

Eight status windows are displayed on the right side of the screen in the MAX configuration
interface (. These status windows provide a great deal of read-only information about what is
currently happening in the MAX. This section gives an overview of the information contained

in the eight status windows.

Oo=200 17134355

#M31 Line Ch
LAM zession down
mlewitt

A0-100 Sezsions
» 2 Hctiwe

0 lalley

0 Markspipe?h

0-400 Ether Stat

30-200 WAN Stat

#0 Default
G 00,00
LAM Actiwve

Nual Good 002532
Gk 1 channels
CLU  oF ALY 542

#Rx Pktz 2211972 B Pht: BOYRE"

Tx Pkt FRE1T Tx Pkt: 253300

Col: ] CRC: 21w
F0-200 Routes Harkzpiperh

0-600 Ether Opt
#Enet. I/F; UTP
Adrs: O0cO07bl23456

Figure2-1. Satuswindows

Navigating the status windows

Qo0-100 Syz Option
#Security Prof: 1
Software +5,0Ae0+
Up: 01:02:11:14

o

W

To scroll the information in a status window or execute a context-specific DO command, you
must make the status window active by pressing the TAB key until that window is highlighted
by athick border. The TAB key moves the active window in sequence from left to right, top to
bottom, and then returns to the Edit window (the menu).

Some of the status windows contain more information than can be displayed in the small
window. If alowercase v appearsin the lower-right corner of awindow, it meansthereis more
information available. To scroll through additional information in awindow, use the TAB key

to move to that window.

Status window reference in alphabetic order

This section describes the contents of each status window in detail. The windows are listed in

alphabetic order.
e Dyn Stat window
e Ether Opt window

2-2
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e Ether Stat window

* Routes window

e Sessions window

e Syslog window

e Sys Options window

e System status window
«  WAN Stat window

Dyn Stat window

The Dyn Stat window shows the name, quality, bandwidth, and bandwidth utilization of each
online multi-channel PPP connection with dynamic bandwidth management. This screen
shows the Dyn Stat display for the Ethernet module in slot 9:

90-500 Dyn St at

Qual Good 00: 02: 03
56K 1 channel s
CLU 12% ALU 23%

Note: Press the Down Arrow key to see additional online multi-channel PPP connections.

The first line of the Dyn Stat window shows the window number and the name of the current
Connection profile. If no connection is currently active, the window name appears instead
(Dyn Stat).

The second line lists the quality of the link and the amount of time the link has been active.
When a link is online more than 96 hours, the MAX reports the duration in number of days.
The link quality can have one of the following values:

e Good (The current rate of CRC errors is less than 1%).

e Fair (The current rate of CRC errors is between 1% and 5%).

* Marg (The current rate of CRC errors is between 5% and 10%).
e Poor (The current rate of CRC errors is more than 10%).

e N/A (The link is not online).

The third line of the Dyn Stat window shows the current data rate in kbps, and how many
channels this data rate represents.

The last line displays these values:

e CLU (Current Line Utilization)
CLU is the percentage of bandwidth currently being used by the call for transmitted data,
divided by the total amount of bandwidth available.

e ALU (Average Line Utilization)

ALU is the average amount of available bandwidth used by the call for transmitted data
during the current history period as specified by the Sec History and Dyn Alg parameters.
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Ether Opt window

The Ether Opt window lists the type of Ethernet interface specified in the Ethernet I/F
parameter, and its MA C address. The following illustration shows the Ether Opt display for the
Ethernet modulein slot 9:

90- 600 Et her Opt

>/ F. COAX
Adrs: 00c07b322bd8

Theinterface type may be AUI, UTP, or COAX. The MAC address is a 6-byte hexadecimal
address assigned to the Ethernet controller by the manufacturer. For related information, see
the Ethernet I/F parameter in Chapter 3, “MAX Alphabetic Parameter Reference.”

Ether Stat window

The Ether Stat window shows the number of Ethernet frames received and transmitted and the
number of collisions at the Ethernet interface. For example, this screen shows the Ether Stat
display for the Ethernet module in slot 9:

90- 400 Et her Stat

>Rx Pkt : 9433106
Tx Pkt : 43578
Col : 0

This screen shows the following fields:

« Rx Pkt (the number of Ethernet frames received on the Ethernet interface)

e Tx Pkt (the number of Ethernet frames transmitted over the Ethernet interface)
e Col (the number of collisions detected at the Ethernet interface)

The counts return to 0 (zero) when the MAX is switched off or reset; otherwise, the counts
continuously increase up to the maximum allowed by the display.

Routes window

The Routes window displays the current routing table. This screen shows a Routes window:

50- 200 Routes

>D: 223.0.100.129
G 223.0.100.129
LOCOP Active

Note: Press Down-arrow to view the next route, or Up-arrow to view the previous one.

The second line in a Routes window contains the destination address. The destination can be a
network address or the address of a single station. If this route is the default route, the word
Default replaces the address.

The third line shows the address of the router.
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The fourth line can have one of the values listed in Table 2-1.

Table 2-1. Routes window values

Value Description
LAN Active This active route has a destination on the local subnet.
WAN Active This active route has a destination off the local subnet.

LOOP Active This active route has this MAX as arouter and destination. No data
packets are propagated.

LAN Inactive This inactive route has a destination on the local subnet.

WAN [nactive This inactive route has a destination off the local subnet.

A route becomes inactive if taken out of service. Whether adiaed-up link in aroute has been
connected does not affect the active or inactive status of the route

Sessions window

The Sessions status window indicates the number of active bridging/routing links or remote
terminal server sessions. An online link, as configured in the Connection profile, constitutes a
single active session. A session can be PPP encapsulated. The MAX treats each multichannel
MP+ or MP link as a single session. This screen shows the display when the Ethernet module
isinstalled in slot 5:

00- 100 Sessi ons
> 5 Active N
0 gary-gw
0 neko. Ascend. COM v

Thefirst line specifies the number and name of the window. The second line shows the number
of active sessions. The third and all remaining lines use the following format:

status remotedevice

where status is a status indicator and remotedevice is the name, address, or number of the
remote device. Table 2-2 lists the session status characters that can appear.

Table 2-2. Session status characters

I ndicator Mnemonic Description

Blank Nothing No calls exist and no other MAX operations are being
performed

R Ringing Anincoming call isringing on theline, ready to be
answered.

A Answering The MAX isanswering an incoming call.

C Calling The MAX isdialing an outgoing call.

0] Online A call isup on theline.

H Hanging up The MAX isclearing the call.
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Syslog window

Note: For remote terminal server sessions, the third and following lines of the Sessions win-
dow appear in the format Modem <slot>:<position>, where <dlot> specifies the slot of the
active digital modem, and <position> indicates the position of the modem in that slot.

Sydogisnot aMAX status display, but an IP protocol that sends system status messagesto a

host computer, known as the syslog host. This host is specified by the Log Host parameter in

the Ethernet profile. The log host saves the system status messagesin asyslog file. These
messages are derived from two sources—the Message Log display and the CDR display.

Note: See the UNIX man pages on logger(1), syslog(3), syslog.conf(5), and syslogd(8) for
details on the syslog daemon. The syslog function requires UDP port 514.

Level 4 (warning) and Level 5 (informational) syslog messages

The data for level 4 (warning) and level 6 (informational) syslog messages is derived from
the Message Log displays. Level 4 and 6 messages are presented in this format:

ASCEND:dlot-n port-n | line-n, channel-n, text-1, text-2

The device address (slot, port or line, and channel) is followed by two lines of text, which
are displayed on lines 3 and 4 of the Message Log window.

The device address is suppressed when it is not applicable or unknown.

Text-2 specifies the system name, IP address, or MAC address of the remote end of a ses-
sion for the “LAN session up” and “LAN session down” messages (text-1).

Level 5 (notice) syslog messages

The data for level 5 (notice) syslog messages is derived from the CDR display, lines 3 and
4. Level 5 messages are presented in this format:

ASCEND: call-event-1D event-description slot-n port-n data-svcK phone-n

— The call-event-ID specifies the event ID in the CDR display.

— The event description is a description of the CDR event.

— The slot-n port-n address indicates the AIM port, which is suppressed when it is not
applicable or unknown.

— Data-svcK indicates the data service in use.

— Phone-nis the phone number.

Because the syslog host adds the date, type, and name of all syslog messages from the
MAX, that data is not included in the message format. Some example syslog entries fol-
low:

Cct 21 11:18:07 marcsnax ASCEND: slot O port O, line 1, channel 1, \
No Connecti on

Cct 21 11:18:07 marcsnax ASCEND: slot 4 port 1, Call Ternmi nated

Cct 21 11:19: 07 marcsnax ASCEND: slot 4 port 1, Qutgoing Call, 123

In this example, three messages are displayed for the system “marcsmax.” Notice that the
back-slash (\) indicates the continuation of a log entry onto the next line.

Disconnect cause codes and progress codes

If the syslog option is set, a call-close (CL) message is sent to the syslog daemon when-
ever a connection is closed. Additional information about the user name, disconnect rea-
son, progress code, and login host is appended to each CL message. The disconnect cause
code uses this format:

2-6
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[name,]c=xxxx, p=yyyy,[ip-addr]

Nameisthe name of aprofile. It can contain up to 64 characters. A hame containing more

than 64 characters is truncated, and '+’ is added to the truncated name. The name appears
for incoming calls only.

Xxxx is the disconnect cause code.
Yyyy is the connection progress code.
Ip-addr is the login host’s IP address for Telnet and raw TCP connections (if applicable).

Table 2-3 lists the Ascend progress codes.

Table 2-4 lists the Ascend disconnect cause codes.

Table 2-3. Ascend Progress codes

Code Explanation

0 No progress.

1 Not applicable.

2 The progress of the call is unknown.

10 The call is up.

30 The modem is up.

31 The modem is waiting for DCD.

32 The modem is waiting for result codes.

40 The terminal server session has started up.

41 The MAX is establishing the TCP connection.

42 The MAX is establishing the immediate Telnet connection.

43 The MAX has established a raw TCP session with the host. This code does
not imply that the user has logged into the host.

44 The MAX has established an immediate Telnet connection with the hast.
This code does not imply that the user has logged into the host.

45 The MAX is establishing an Rlogin session.

46 The MAX has established an Rlogin session with the host. This code does
not imply that the user has logged into the host.

50 Active modem outdial call.

60 The LAN session is up.

61 LCP negotiations are allowed.

62 CCP negotiations are allowed.
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Table 2-3.  Ascend Progress codes (continued)

Code Explanation

63 IPNCP negotiations are allowed.

64 Bridging NCP negotiations are allowed.
65 LCPisinthe Open state.

66 CCPisinthe Open state.

67 IPNCP isin the Open state.

68 Bridging NCP isin the Open state.

Codes 69 through 77 are LCP progress codes. Refer to the RFC 1331 state transition table.

69 LCPisinthe Initial state.

70 LCPisinthe Starting state.

71 LCPisinthe Closed state.

72 LCPisinthe Stopped state.

73 LCPisinthe Closing state.

74 LCPisin the Stopping state.

75 LCPisinthe Request Sent state.
76 LCPisinthe ACK Received state.
77 LCPisinthe ACK Sent state.

80 IPXNCP isin the Open state.

81 AT NCPisin the Open state.

82 BACP session is being opened.

83 BACP is opened.

90 V.110 is up.

91 V.110 isin the Open state.

92 V.110isin the Carrier state.

93 V.110 isin the Reset state.

94 V.110isin the Closed state.

100 ID Authentication is successful and the MAX is configured for callback.
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Table 2-3.  Ascend Progress codes (continued)

Code Explanation

101 ID Authentication failed.

102 During ID Authentication the RADIUS server did not respond.

120 Frame Relay LMI negotiationsin progress.

121 Frame Relay link has end-to-end connectivity and PV Cs can pass data.

Table 2-4. Ascend Disconnect cause codes

Code Description

0 No reason.

1 The event was not a disconnect.

2 The reason for the disconnect is unknown. This code can appear when

the remote connection goes down.

3 The call has disconnected.

4 ID authentication has failed.

5 RADIUS timeout during ID authentication.

6 The MAX disconnected because callback is configured.

7 The Send Disconnect timer in the Line profile has been triggered.

These codes can appear if adisconnect occurs during the initial modem connection.

9 No modems available.

10 The modem never detected DCD.

1 The modem detected DCD, but became inactive.
12 The result codes could not be parsed.

These codes are related to immediate Telnet and raw TCP disconnects during aterminal
Server session.

20 The user exited normally from the terminal server.

21 The user exited from the terminal server because the idle timer
expired.

22 The user exited normally from a Telnet session.
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Table 2-4. Ascend Disconnect cause codes (continued)

Code Description

23 The user could not switch to SLIP or PPP because the remote host had
no | P address or because the dynamic pool could not assign one.

24 The user exited normally from araw TCP session.

25 The login process ended because the user failed to enter a correct
password after three attempts.

26 Theraw TCP option is not enabled.

27 The login process ended because the user typed Ctrl-C.

28 The terminal server session has ended.

29 The user closed the virtual connection

30 The modem outdial virtual connection has ended.

31 The user exited normally from an Rlogin session

32 The user selected an invalid Rlogin option.

33 The MAX has insufficient resources for the terminal server session.

35 The MAX did not receive an M PP keepalive packet and closed down
the session.

These codes concern PPP connections.

40 PPP LCP negotiation timed out while waiting for a response from a
peer.

41 There was afailure to converge on PPP L CP negotiations.

42 PPP PAP authentication failed.

43 PPP CHAP authentication failed.

44 Authentication failed from the remote server.

45 The peer sent a PPP Terminate Request.

46 L CP got aclose request from the upper layer while LCP wasin an
open state. Thisisanormal, graceful LCP closure.

47 L CP closed because no NCPs were open.

48 L CP closed because it could not determine to which MP bundle it
should add the user.

49 L CP closed because the MAX could not add any more channelsto an
MP session.
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Table 2-4.  Ascend Disconnect cause codes (continued)

Code

Description

These codes are rel

specific information that the Telnet and TCP codes listed earlier in this table.

ated to immediate Telnet and raw TCP disconnects, and contain more

50

The Raw TCP or Telnet internal session tables are full.

51

Internal resources are full.

52

The |P address for the Telnet host isinvalid.

53

The MAX could not resolve the hostname.

54

The MAX detected a bad or missing port number.

The TCP stack can
session.

return these disconnect codes during an immediate Telnet or raw TCP

60

The host reset the TCP connection.

61

The host refused the TCP connection.

62

The TCP connection timed out.

63

A foreign host closed the TCP connection.

64

The TCP network was unreachable.

65

The TCP host was unreachable.

66

The TCP network was administratively unreachable.

67

The TCP host was administratively unreachable.

68

The TCP port was unreachable.

These are additional disconnect codes.

100

The session timed out because there was no activity on a PPP link.

101

The session failed for security reasons, such as an invalid incoming
user.

102

The session ended for callback.

115

Far-end device has hung up.

120

One end refused the call because the protocol was disabled or
unsupported.

150

RADIUS requested the disconnect.

151

Call disconnected by local administrator.

MAX 200Plus Reference Guide
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Table 2-4. Ascend Disconnect cause codes (continued)

Code Description

152 Call disconnected by local SNMP command.

160 The maximum allowed retries for V.110 synchronization have begn
exceeded.

170 PPP authentication has timed out.

180 The call disconnected as the result of a local hangup.

185 The call disconnected because the remote end hung up.

190 The call disconnected because the T1 line that carried it was quiesced.

195 The call disconnected because the call duration exceeded the
maximum amount of time allowed by the Max Call Mins or Max DS0
Mins parameter on the MAX.

* The backoff queue error message in the syslog file

Accounting records are kept until they are acknowledged by the accounting server. Unac-
knowledged records are stored in the backoff queue. If the unit never receives an acknowl-
edgment to an accounting request, it will eventually run out of memory. In order to keep
this situation from the occurring, the unit deletes the accounting records and displays this
error message in the syslog file:

Backoff Q full, discarding user <usernanme>
This error generally occurs for one of two reasons:

— You enabled RADIUS accounting on the MAX, but not on the RADIUS server.
— You are using the Livingston server instead of the Ascend server.

Syslog messages generated by packets seen by a Secure Access Manger firewall

Syslog messages may be generated for packets seen by the firewall if specified by SAM.
By default, SAM will cause a syslog message to be generated for all packets blocked by a
firewall. Syslog messages created by firewalls will use the standard format:

<date> <tine> <router nane> ASCEND:. <interface> <nessage>
— <date> indicates the date the message was logged by syslog.

— <time> indicates the time the message was logged by syslog.

— <router name> indicates the router this message was sent from.

— <interface> is the name of the interface (ie0, wan0O, and so on) or ‘call’ if the packet is
logged by the call filter as it brings up the link.

— The <message> format has a number of fields, one or more of which may be present.
The message fields appear in this order:
<protocol > <l ocal > <directi on> <renpte> <l ength> <frag> <l og> <tag>

— <protocol> is the 4 hexadecimal digit Ether Type, or one of the following network
protocol names: arp, rarp, ipx, appletalk. For IP protocols, it is either the IP protocol
number (up to 3 decimal digits) or one of the following names: ip-in-ip, tcp, icmp,
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Sys Options windo

udp, esp, ah. In the special case of icmp, it will also include the ICMP Code and Type
([Code]/[ Type]/icmp).

For non-IP packets, <local> is the source Ethernet MAC address of transmitted pack-
ets and the destination Ethernet MAC address of received packets. On a non-bridged
WAN connection, the two MAC addresses will be all zeros.

For IP protocols, it is the IP source address of transmitted packets and the IP destina-
tion address of received packets. In the case of TCP or UDP, it will also include the
TCP or UDP port number ([IP-address];[port]).

<direction> is an arrow (<- or ->) showing the direction in which the packet was trav-
eling (receive and send, respectively).

For non-IP protocols, <remote> has the same format as <local> non-IP packets but
shows the destination Ethernet MAC destination address of transmitted packets and
the source Ethernet MAC address of received packets. For IP protocols, it has the
same format as <local> but shows the IP destination address of transmitted packets
and the IP source address of received packets.

<length> is the length of the packet in octets (8-bit bytes).

<frag> is used to report “frag” if the packet has a non-zero IP offset or the IP More-
Fragments bit is set in the IP header.

<log> is used to report one or more messages based upon the packet status or packet
header flags. The packet status messages include:

corrupt—the packet is internally inconsistent

unreach—the packet was generated by an “unreach="rule in the firewall
Ipass—the packet was blocked by the data firewall

bringup—the packet matches the call firewall

Ibringup—the packet did not match the call firewall

TCP flag bits that will be displayed include syn, fin, rst.

syn is will only be displayed for the initial packet which has the SYN flag and not the
ACK flag set.

<tag> contains any user defined tags specified in the filter template used by SAM.

w

The Sys Options window provides a read-only list that identifies your MAX and names each of
the features with which it has been equipped. This screen shows the Sys Options window:
00-100 Sys Options
>Security Prof:1 N

Software +1.0+
S/ N: 42901

The Sys Options window can contain the following information:

Table 2-5.  Sys Options information

Option

Description

Prof: 2

Security Prof: 1, Security| Indicates which of the nine Security profiles is active.
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Table 2-5.  Sys Options information (continued) (continued)

A4

of

yS

Option Description
Software Defines the version and revision of the system ROM codg
S/IN Displays the serial number of the MAX. The serial number
your MAX can also be found on the model number/serial
number label on the MAX unit's bottom panel.
Up uptime Indicates the system uptime in this format:
Up: days:hours:minutes:seconds
For example:
Up: 13:12:18:26
The Days value “turns over” every 999 days. If the unit st3
up continuously for 1000 days, the initial field will contain &
and will begin incrementing again.
Load Indicates the software load name. Ascend software releases

are distributed in software loads, which vary according to
functionality and target platform for the binary.

Switched Installed or
Switched Not Inst

Indicates if the MAX can place calls over switched circuits|.

MAX Link Installed or
MAX Link Not Inst

Indicates if the MAX Link option is installed.

Sec Acc Installed or
Sec Acc Not Installed

Indicates if the Secure Access Firewalls option is installed.

Dyn Bnd Installed or
Dyn Bnd Not Inst

Indicates if Dynamic Bandwidth Allocation functionality is
available.

ISDN Sig Installed or
ISDN Sig Not Inst

Indicates whether or not ISDN signaling is installed.

MAX Dial Installed or
MAX Dial Not Inst

Indicates if the MAX Dial client software option is installed|.

AuthServera.b.c.d

he

Indicates the IP address of the current RADIUS authentication

server for this unit.

AcctServera.b.c.d

Indicates the IP address of the current RADIUS accounting

server for this unit.

System status window

The system message log provides alog of up to 32 of the most recent system events. Use the
arrow key to scroll up (previous messages) or down (later ones). The Delete key clearsall the
messages in the log. The message log window is organized as follows:

The first line shows the menu number and the time the most recent logged event occurred.
The second line identifies the log entry number (M00-M31) and, if applicable, the line and

channel on which the event occurred.

The third line contains the text of the message.

2-14
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Status window reference in alphabetic order

For example:
Call Terminated means an active call disconnected normally.
LAN session up means that an incoming connection has been established.
No Connection means the remote device did not answer the call.
e The fourth line contains a message qualifier, such as a name or phone number that quali-
fies the message displayed.

00-200 16:07: 18

>MB1 Line Ch
LAN Session Up
usi ngh- gw

WAN Stat window

The WAN Stat window shows the current count of received frames, transmitted frames, and
frames with errors for each active WAN link. It also indicates the overall count for all data
packets received or transmitted across the WAN. When this window is active, you can scroll
down to see these three statistics for each link. The first line of each per-link count shows the
name, IP address, or MAC address of the remote device.

50-300 WAN St at

>Rx Pkt : 729390697
Tx Pkt: 64595101
CRC. 1350v

The first line displays the window number and name of the window. You can press the Down-
arrow key to get per-link statistics. The first line of a per-link display indicates the name, IP
address, or MAC address of the remote device. The per-link count is updated every 30 seconds;
the overall count is updated at the end of every active link.

The second and third lines show the number of frames received and transmitted, respectively.
The fourth line indicates the number of CRC errors. An CRC error indicates a frame
containing at least one data error.
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The MAX supports a variety of software loads which are customized to particular purposes.
Theinstalled software may not support al of the parameters described in this reference.

NUMBIIC . . et e e e 3-2
A 34
B e 3-18
G 3-22
Dttt 3-29
B 3-37
F o 3-39
G 3-42
o 3-43
D e 3-45
K e e 3-55
L e 3-56
M 3-63
N 3-68
O 371
P 3-72
R 3-82
1 2 3-87
P 3-102
U e 3-108
N 3-110
WV 3-112
X e 3-113
e 3-114
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Numeric

Numeric

2nd Adrs
Description: Assignsasecond IP addressto the Ethernet interface. It givesthe MAX alogical
interface on two networks or subnets on the same backbone, a feature called “dual IP.”
Usage: Specify a valid IP address on the remote subnet. The default value is 0.0.0.0/0.
Example: 2nd Adrs=10.65.212.56/24
L ocation: Ethernet>Mod Config>Ether Options
See Also: IP Adrs

3rd Prompt

3rd Prompt Seq

Description: Specifies an optional third prompt for a terminal server login. If this value is null,

no third prompt is displayed. If the connection is RADIUS-authenticated, the information
entered by the user at the third prompt (up to 80 characters) is passed to the server as the value
of the Ascend-Third-Prompt attribute. What the RADIUS server does with this information
depends upon how the server is configured.

Usage: Specify up to 20 characters. The default is null.
Example: 3rd Prompt=Password2>>

With this example setting, the terminal server displays these prompts:

Logi n:
Passwor d:
Passwor d2>>

Dependencies: This parameter is not applicable when terminal services are disabled or if the
Auth parameter is set to a value other than RADIUS or RADIUS/LOGOUT.

L ocation: Ethernet>Mod Config>TServ Options

See Also: TS Enabled, Auth

Description: Specifies whether the 3rd Prompt appears before or after the login and password
prompts.

Usage: Specify one of the following values:

e Last (the default)
If terminal server security is set to Partial or Full and 3rd Prompt Seq=Last, the Ascend
unit sends the user’s input to the additional prompt to RADIUS as a part of the authentica-
tion request. The user’s input for this prompt is not echoed, since it is treated like an extra
password.

+ First
If terminal server security is set to Partial or Full and 3rd Prompt Seq=First, the string
specified in the Third Prompt parameter appears when the user connects and the user’s
input is echoed. After the user enters a Login name and Password, the input in response to
the third prompt is passed to RADIUS as part of the authentication request.
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Example: 3rd Prompt Seg=L ast

Dependencies: This parameter is not applicable when terminal services are disabled or if the
Auth parameter is set to avalue other than RADIUS or RADIUS/LOGOUT.

L ocation: Ethernet>Mod Config>T Serv Options

See Also: TS Enabled, Auth

7-Even
Description: Specifies whether the MAX uses 7-bit even parity on datait sends toward adial-
interminal server user.

In 7-bit communication, each device sends only the first 128 charactersin the ASCI| character
set, because each of these characters can be represented by seven bits or fewer. Parity isaway
for adeviceto determine whether it has received data exactly asthe sending device transmitted
it. Each device must determine whether it will use even parity, odd parity, or no parity.

The sending device adds the 1sin each string it sends and determines whether the sum is even
or odd. Then, it adds an extra bit, called a parity bit, to the string. If even parity isin use, the
parity bit makes the sum of the bits even; if odd parity isin use, the parity bit makes the sum of
the bits odd. For example, if a device sends the binary number 1010101 under even parity, it
adds a 0 (zero) to the end of the byte, because the sum of the 1sisaready even. However, if it
sends the same number under odd parity, it adds a 1 to the end of the byte in order to make the
sum of the 1s an odd number.

The receiving device checks whether the sum of the 1sin a character is even or odd. If the
deviceis using even parity, the sum of the 1sin a character should be even; if the deviceis
using odd parity, the sums of the 1s in a character should be odd. If the sum of the 1s does not
equal the parity setting, the receiving device knows that an error has occurred during the
transmission of the data.

For special ASCII characters (128—-256), eight bits are necessary to represent the data. In 8-bit
communication, no parity bit is used.

Usage: Specify Yes or No. No is the default and should be used for most applications.
e Yes turns on the use of 7-bit even parity on data sent to dial-in terminal server users.
* No turns off 7-bit even parity.

Example: 7-Even=No
Dependencies: This parameter is not applicable if terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options

See Also: TS Enabled
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Acct
Description: Specifiesthe type of accounting service to use for incoming and outgoing bridg-
ing/routing calls, and for incoming terminal server calls. When you enable accounting using
RADIUS or TACACS+, you must specify the address of the server using the Acct Host param-
eter.
Usage: Specify one of the following values:
* None (the default) specifies that no accounting takes place.
 RADIUS enables RADIUS accounting.
« TACACS+ enables TACACS+ accounting.

Example: Acct=RADIUS
Dependencies: RADIUS accounting is disabled if you set Auth=RADIUS/LOGOUT.
L ocation: Ethernet>Mod Config>Accounting

See Also: Acct Host #N, Auth

Acct Host

Description: Specifies the IP address of a connection-specific accounting server to use for
information related to this link.

Usage: Specify the IP address of an accounting server.
Example: Acct Host=10.2.3.4/24

Dependencies. This parameter does not apply unless the Acct Type parameter specifies that a
connection-specific server will be used.

L ocation: Ethernet>Connections>Accounting

See Also: Acct Type

Acct Host #N (N=1-3)
Description: Each of these parameters specifies the | P address of an external accounting
server. The MAX first triesto connect to server #1. If it receives no response, it triesto connect
to server #2. If it receives no response, it tries server #3. If the MAX connectsto a server other
than the server #1, it continues to usethat server until it failsto service requests, even if thefirst
server has come online again.

Note: The addresses must all point to servers of the same type, as specified in the Acct param-
eter (either TACACS+ or RADIUS).

Usage: Specify an |P addressin dotted-decimal format, separating the optional netmask with a
slash character. The default value is 0.0.0.0; this setting indicates that no authentication server
exists.

Dependencies. The Acct Host #N parameter does not apply when Acct=None.

L ocation: Ethernet>Mod Config>Accounting
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Acct-ID Base

Acct Key

Acct Port

See Also: Acct

Description: Specifies whether the numeric base of the RADIUS Acct-Session-ID attribute is
10 or 16. It controls how the Acct-Session-1D attribute is presented to the accounting server;
for example, abase-10 session ID is presented as 1234567890, and a base-16 1D as 499602D2.
You can set this parameter globally and for each connection.

The Acct-Session-ID attributeis defined in section 5.5 of the RADIUS accounting
specification. See the MAX RADIUS Configuration Guide for more information.

Note: Changing the value of this parameter while accounting sessions are active resultsin
inconsistent reporting between the Start and Stop records.

Usage: Specify one of the following values:
e 10 (decimal) specifies that the numeric base is 10. This is the default.
« 16 (hexadecimal) specifies that the numeric base is 16.

Example: Acct-ID Base=10

Dependencies: This parameter is applies only to RADIUS accounting. (It does not apply to
TACACS+.) Also, this parameter applies in a Connection profile only if the Acct Type parame-
ter specifies that connection-specific accounting information will be used.

L ocation: Ethernet>Mod Config>Accounting, Ethernet>Connections>Accounting

See Also: Acct, Acct Type

Description: Specifies a RADIUS or TACACS+ shared secret. A shared secret acts like a
password between the MAX and the accounting server.

Usage: Specify the text of the shared secret. The value you specify must match the value
assigned in the RADIUS clients file or the TACACS+ configuration file.

Example: Acct Key=Ascend

Dependencies. This parameter applies in a Connection profile only if the Acct Type parameter
specifies that connection-specific accounting information will be used.

L ocation: Ethernet>Mod Config>Accounting, Ethernet>Connections>Accounting

See Also: Acct, Acct Host #N, Acct Type

Description: Specifies the UDP port number that the Ascend unit uses in accounting requests.

Usage: Specify e a UDP port number that matches the port number the accounting daemon
uses. For RADIUS, the default value is 1646. For TACACSH+, the default value is 49.

Example: Acct Port=1545

Dependencies: This parameter applies in a Connection profile only if the Acct Type parameter
specifies that connection-specific accounting information will be used.
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Acct Src Port

Acct Timeout

Acct Type

L ocation: Ethernet>Mod Config>A ccounting, Ethernet>Connections>A ccounting

See Also: Acct, Acct Host #N, Acct Type

Description: Specifies the source port used to send a RADIUS or TACACS+ accounting
request. You can specify the same source port for authentication and accounting requests.

Usage: Specify a port number between 0 and 65535. The default value is O (zero); if you
accept this value, the MAX can use any port number between 1024 and 2000.

L ocation: Ethernet>Mod Config>Accounting

See Also: Auth Src Port

Description: Setsthe amount of time the MAX waits for aresponse to aRADIUS accounting
request. You can set this parameter globally and for each connection.

If it does not receive aresponse within that time, the MAX sends the accounting request to the

next server’s address (for example, server #2). If all RADIUS accounting servers are busy, the
MAX stores the accounting request and tries again at a later time. It can queue up to 154
requests.

Usage: Specify a number from 1 to 10. The default global value is 0. The default in a Connec-
tion profile is 1.

Example: Acct Timeout=3

Dependencies: This parameter applies only to RADIUS accounting. Because TACACS+ uses
TCP, it has its own timeout method. Also, this parameter applies in a Connection profile only if
the Acct Type parameter specifies that connection-specific accounting information will be
used.

Location: Ethernet>Mod Config>Accounting, Ethernet>Connections>Accounting

See Also: Acct, Acct Type

Description: Specifies whether to use a connection-specific accounting server for accounting
related to this link.

Usage: Specify one of the following values:

* None (the default)
The MAX logs information to the accounting server specified in the Ethernet profile.

 User
The MAX logs information to the accounting server specified in this Connection profile.

* User+Default
The MAX logs accounting information to both servers.

Example: Acct Type=User
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Active

Add Pers

Dependencies: Connection-specific accounting options rely on the setup in the Accounting
subprofile of the Ethernet profile.

L ocation: Ethernet>Connections>Accounting

Description: Activates a profile (making it available for use) or aroute (adding it to the rout-
ing table). A dash appears before each deactivated profile or route.

Usage: Specify Yesor No. No isthe default.
* Yes activates the profile or feature, making it available for use.
* No disables the profile or feature, making it unavailable for use.

Example: Active=Yes

L ocation: Ethernet>Names / Passwords

Description: Specifies the number of seconds that average line utilization (ALU) must persist
beyond the target utilization threshold before the MAX adds bandwidth from available chan-
nels. When adding bandwidth, the MAX adds the number of channels specified in the Inc Ch
Count parameter.

Usage: Specify a number between 1 and 300. The factory default value is 5.
Example: Add Pers=10

Dependencies: This parameter is not applicable unless Encaps=MPP.

Location: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options

See Also: Encaps

Adv Dialout Routes

Description: Specifies whether the MAX should stop advertising (“poison”) its IP dialout
routes if no trunks are available.

Note: This parameter is intended for use when two or more Ascend units on the same network
are configured with redundant profiles and routes. It solves a problem that occurred when two
or more Ascend units on the same network were configured with redundant profiles and routes.
If one of the redundant MAX units lost its trunks temporarily, it continued to receive outbound
packets that should have been forwarded to the redundant MAX.

Usage: Specify one of the following values:

« Always (the default) to always advertise IP routes. Use this setting unless you have redun-
dant MAXs or don't use dialout routes.

« Trunks Up to stop advertising (“poison”) its IP dialout routes if it temporarily loses the
ability to dial out.

Example: Adv Dialout Routes=Always

Dependencies: This parameter is not applicable unless the MAX is being used in a redundant
configuration.

MAX 200Plus Reference Guide 3-7



MAX Alphabetic Parameter Reference

A

Alarm

Allow as Client

L ocation: Ethernet>Mod Config

Description: Specifies whether the MAX traps alarm events and sends a traps-PDU (Protocol

Data Units) to the SNMP manager. The following alarm events defined in the Ascend Enter-

prise MIB. (See the Ascend Enterprise MIB for the most up-to-date information.)

e coldStart (RFC-1215 trap-type 0)
A coldStart trap signifies that the MAX sending the trap is reinitializing itself so that the
configuration of the SNMP manager or the unit might be altered.

e warmStart (RFC-1215 trap-type 1)
A warmStart trap signifies that the MAX sending the trap is reinitializing itself so that nei-
ther the configuration of SNMP manager or the unit is altered.

e linkDown (RFC-1215 trap-type 2)
A linkDown trap signifies that the MAX sending the trap recognizes a failure in one of the
communication links represented in the SNMP manager’s configuration.

e linkUp (RFC-1215 trap-type 3)
A linkUp trap signifies that the MAX sending the trap recognizes that one of the commu-
nication links represented in the SNMP manager's configuration has come up.

« frDLCIStatusChange (RFC-1315 trap-type 1)

A DLCIStatusChange trap signifies that the MAX sending the trap recognizes that one of
the virtual circuits (to which a DLCI number has been assigned) has changed state; that is,
the link has either been created, invalidated, or it has toggled between the active and inac-
tive states.

e eventTableOverwrite (ascend trap-type 16)

A new event has overwritten an unread event. This trap is sent only for systems that sup-
port Ascend's accounting MIB. Once sent, additional overwrites will not cause another
trap to be sent until at least one table’s worth of new events have occurred.

Usage: Specify Yes or No. Yes is the default.

* Yes causes the MAX to generate alarm-event traps and send the trap-PDF to the SNMP
host.

« No means alarm-events traps are not generated.
Example: Alarm=Yes

Location: Ethernet>SNMP Traps

DNS
Description: Specifies whether the local DNS servers should be made accessible to PPP con-
nections if the client DNS servers are unavailable.

Client DNS configurations define DNS server addresses that will be presented to WAN
connections during IPCP negotiation. They provide a way to protect your local DNS
information from WAN users. Client DNS has two levels: a global configuration that applies to
all PPP connections, and a connection-specific configuration that applies to that connection
only. The global client addresses are used only if none are specified in the Connection profile.

This parameter acts as a flag to enable the MAX to present the local DNS servers to the WAN
connection when all client DNS servers are not defined or available.
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Usage: Specify Yesor No. No isthe default.
* Yes allows clients to use the local DNS servers.
* No prevent clients from using the local DNS servers.

Example: Allow as Client DNS=No
L ocation: Ethernet>Mod Config>DNS

See Also: Client Assign DNS, Client Pri DNS, Client Sec DNS

AnsOrig
Description: Specifies whether the MAX will enable incoming calls, outgoing calls, or both,
for this connection.
Usage: Specify one of the following values:
« Both specifies that the MAX can initiate calls to the destination specified in the Connec-
tion profile, and that the MAX can receive calls from that destination as well.
Both is the default.
< Call Only specifies that the MAX can dial out to the destination specified in the Connec-
tion profile, but cannot answer calls from that destination.
« Ans Only specifies that the MAX can receive calls from the destination specified in the
Connection profile, but cannot initiate calls to that destination.
Example: AnsOrig=Both
Dependencies: This parameter is not applicable for leased connections.
L ocation: Ethernet>Connections>Telco Options
See Also: LAN Adrs, Station
APP Host

Description: Specifies the IP address of the host that runs the APP Server Utility. Enigma
Logic SafeWord AS and Security Dynamics ACE authentication servers are examples of APP
servers.

Usage: Specify the IP address of the authentication server.

The address consists of four numbers between 0 and 255, separated by periods. Separate the
optional netmask from the address using a slash. The default value is 0.0.0.0/0. The default
setting specifies that no APP server is available.

Example: APP Host=200.65.207.63/29

Dependencies: This parameter applies only to outgoing calls using security card authentica-
tion. You must set Send Auth=PAP-Token and APP Server=Yes for the APP Host parameter to
have any effect. The APP Server utility must be running on a UNIX or Windows workstation

on the local network.

L ocation: Ethernet>Mod Config>Auth

See Also: APP Server, Send Auth
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APP Port
Description: Specifies the UDP port number monitored by the APP server identified in the
APP Host parameter.
Usage: Specify a UDP port number. Valid port numbers range from 0 to 65535. The default
value is 0, which indicates that no UDP port is being monitored by the APP server.
Example: APP Port=35
Dependencies: This parameter applies only to outgoing calls using security card authentica-
tion. You must set Send Auth=PAP-Token and APP Server=Yes for the APP Port parameter to
have any effect. The APP Server utility must be running on a UNIX or Windows workstation
on the local network.
L ocation: Ethernet>Mod Config>Auth
See Also: APP Server, Send Auth
APP Server
Description: Enables responses to security card password challenges by using the APP Server
utility on a UNIX or Windows workstation.
Usage: Specify Yesor No. No is the default.
e Yes enables the MAX to respond to password challenges via the APP Server utility run-
ning on a local host.
* No disables the use of the APP Server utility
Example: APP Server=Yes
Dependencies. This parameter applies only to outgoing calls using security card authentica-
tion. You must set Send Auth=PAP-Token and APP Server=Yes for the APP Port parameter to
have any effect. The APP Server utility must be running on a UNIX or Windows workstation
on the local network.
L ocation: Ethernet>Mod Config>Auth
See Also: Send Auth
AppleTalk

Description: Specifies whether the MAX enables a minimal AppleTalk stack to support ARA
(AppleTalk Remote Access) connections.

Usage: Specify Yes or No. No is the default.
* Yes enables AppleTalk to support ARA connections.
* No disables AppleTalk

Example: AppleTalk=Yes
L ocation: Ethernet>Mod Config

See Also: ARA, Encaps

3-10
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ARA

Assign Adrs

ATMP Gateway

Description: Specifies whether the MAX allowsincoming ARA (AppleTalk Remote Access)
cals.

Usage: Specify Yesor No. Yesisthe default.

* Yes allows the MAX to answer incoming ARA calls, provided they meet all other connec-
tion criteria.

¢ No means the MAX will not answer incoming ARA calls.

Example: ARA=Yes

Dependencies: This parameter is not applicable if AppleTalk is not enabled.
L ocation: Ethernet>Answer>Encaps

See Also: AppleTalk, Encaps

Description: Enables or disables dynamic IP address assignment for incoming calls.

Usage: Specify Yes or No. No is the default.

* Yes enables the MAX to assign an IP address to an incoming PPP call that requests
dynamic assignment, provided it has access to a pool of designated IP address.

*  No disables dynamic IP address assignment.
Example: Assign Adrs=Yes

Dependencies: The MAX must have at least one configured pool of IP addresses, either
locally or on a RADIUS server.

Location: Ethernet>Answer

See Also: Encaps, LAN Adrs, Pool # Count, Pool # Start, Recv Auth, WAN Alias

Description: Instructs the MAX to send data it receives back from the home network on this
connection to the mobile node.

Usage: Specify Yes or No. No is the default.

* Yes enables the MAX to send data it receives back from the home network on this connec-
tion to the mobile node.

* No disables this function.

Example: ATMP Gateway=Yes

Dependencies: This parameter is not applicable unless the MAX is configured as an ATMP
home agent in gateway mode.

L ocation: Ethernet>Connections>Session Options

See Also: ATMP Mode, Password, Type, UDP Port
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ATMP Mode
Description: Specifieswhether ATMP (Ascend Tunnel Management Protocol) is enabled and,
if so, whether this unit is a home agent, aforeign agent, or both.
Usage: Specify one of the following values:
« Disabled (the default) specifies that ATMP is not enabled.
* Home specifies that this unit is a home agent.
« Foreign specifies that this unit is a foreign agent.
« Both specifies that the MAX will function as both a home agent and foreign agent on a
tunnel-by-tunnel basis.
Example: ATMP Mode=Home
Dependencies: If you set ATMP Mode=Disabled, all other fields in the ATMP Options menu
are not applicable.
L ocation: Ethernet>Mod Config>ATMP Options
See Also: ATMP Gateway, Password, Type, UDP Port
Attributes
Description: Specifies which RADIUS attributes will be required to identify a session when
Session Key is enabled.
Usage: Specify one of the following values:
e Any (the default)
Any Attribute can be used to identify the session. If multiple attributes are sent, the order
in which they are checked is (1) session key, (2) session id, (3) user name, (4) IP address.
e Session
Only the session key attribute is checked for identification.
- Al
All Attributes that are applicable must be present and pass validation before any operation
is performed on the connection. For example, if a session has a user name, IP address, ses-
sion id and session key, than all four attributes must be sent. As another example, if a ses-
sion has a user name, session id and session key, than these attributes must be sent; the IP
address is not required.
Example: Attributes=Any
Dependencies. This parameter does not apply if Session Key is disabled.
Location: Ethernet>Mod Config>RADIUS Server
See Also: Session Key
Auth

Description: Specifies the type of external authentication server to access for incoming con-
nections. For details on RADIUS, see MAX RADIUS Configuration Guide. See théVIAX
Security Supplement for details on other authentication servers.

Usage: Specify one of the following values:
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* None (the default) to disable the use of an authentication server.
« TACACS
Access a TACACS server. TACACS supports PAP, but not CHAP authentication.
« TACACS+

Access a TACACS+ server. TACACS+ supports PAP, but not CHAP authentication and
provides more extensive accounting statistics and a higher degree of control than
TACACS authentication.
« RADIUS
Access a RADIUS server. In a RADIUS query, the MAX provides a user ID and password
to the server. If the validation succeeds, the server sends back a complete profile; this pro-
file specifies routing, packet filtering, destination-specific static routes, and usage restric-
tions for the user. RADIUS supports PAP and CHAP, and terminal server validation.
 RADIUS/LOGOUT
This setting is identical to RADIUS, except that when you select radius-logout, the MAX
sends a request to the RADIUS server to initiate logout when the session ends.
« Defender
Access a Digital Pathways Defender authentication server.

e SECURID
Access a SecurlD ACE server.

Note: If the MAX is configured to use SecurlD ACE authentication, all authenticated users are
given service only according to the parameters of the TServ Options submenu for the Ethernet
profile. There currently is no way to get user-specific configuration information from the Secu-
rID ACE server, except by using RADIUS.

Example: Auth=RADIUS
Dependencies: This parameter requires a server address in an Auth Host # parameter.
Location: Ethernet>Mod Config>Auth

See Also: Auth Host, Auth Key, Auth Port, Auth Timeout, Encaps

Auth Host #N (N=1-3)
Description: Each of these parameters specifies the | P address of an external authentication
server. The MAX first triesto connect to server #1. If it receives no response, it triesto connect
to server #2. If it receives no response, it tries server #3. If the MAX connectsto a server other
than the server #1, it continues to usethat server until it failsto service requests, even if thefirst
server has come online again.

Note: The addresses must all point to servers of the same type, as specified in the Auth param-
eter (RADIUS, TACACS, or TACACSH). If you are using Defender or Securl D authentication,
only Auth Host #1 is applicable, because the MAX can access only one of those servers.

Usage: Specify an |P addressin dotted-decimal format, separating the optional netmask with a
slash character. The default value is 0.0.0.0; this setting indicates that no authentication server
exists.

Example: Auth Host #1=10.207.23.6

Dependencies: This parameter does not apply if authentication services are disabl ed.
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L ocation: Ethernet>Mod Config>Auth

See Also: Auth, Auth Key, Auth Port, Auth Timeout
Auth Key

Description: Specifies an authentication key, which is typically a shared secret with the

authentication server.

* For RADIUS, this is a string up to 22 characters. Because the MAX can act both as a cli-
ent to external servers and as an on-board server responding to client commands, this
parameter is configured in two places for RADIUS.

e Ifthe MAX s acting as a TACACS or TACACS+ client, this is a password supplied by the
MAX to the server.

- If the MAX is acting as a Defender client, this is a DES secret key shared between the
MAX and the Defender authentication server. This key is also used for authentication by
the MAX in its role as a Defender authentication agent.

« Ifthe MAX is acting as a SecurID client, this parameter is not applicable. See SecurlD
DES Encryption and SecurlD Node Secret for details.

Usage: Specify the authentication key.

Example: Auth Key=Ascend

Dependencies: This value of this parameter depends on the setting of the Auth parameter. If

Auth is set to SECURID, this parameter is not applicable.

L ocation: Ethernet>Mod Config>Auth

See Also: Auth, Auth Host, Auth Port, Auth Timeout, SecurlD DES Encryption, SecurlD

Node Secret

Auth Pool

Description: Enables or disables dynamic address assignment for RADIUS-authenticated IP

routing connections. The RADIUS server must be configured with at least one pool of

addresses for assignment, and must be running the Ascend daemon.\&&¢ RADIUS

Configuration Guide for details.

Usage: Specify Yes or No. No is the default.

e Yes means dial-in callers can obtain an IP address dynamically from the RADIUS server.

* No disables dynamic IP address assignment for RADIUS-authenticated connections.

Example: Auth Pool=Yes

L ocation: Ethernet>Mod Config>Auth

See Also: Auth

Auth Port

Description: Specifies the UDP or TCP port to use to communicate with the external authenti-
cation server. It must match the port specified for use in the server’s configuration.

« If the MAX is acting as a RADIUS client, this is the UDP destination port to use for
authentication. The UDP port used by RADIUS daemons is specified in the /etc/services
file (UNIX).
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Auth Req

- Ifthe MAX is acting as a TACACS or TACACS+ client, it specifies the UDP destination
port to use for authentication (49 by default).

« Ifthe MAX is acting as a RADIUS server, this is the UDP port to use for the on-board
RADIUS server. (The on-board server is a mechanism that allows the MAX to respond to
messages from the radius daemon, as described MAKERADIUS Configuration
Guide)) It is set to 1700 by default.

« Ifthe MAX s acting as a Defender client, this is the TCP port to use to communicate with
the server. It is set to 2626 by default.

« Ifthe MAX is acting as a SecurID client, this is the TCP port to use to communicate with
the server. It is set to 5500 by default.

Note: Make sure that the number you specify matches what is actually in use by the authenti-
cation server daemon.

Usage: Specify the port number used by the server.
Example: Auth Port=1565
L ocation: Ethernet>Mod Config>Auth

See Also: Auth, Auth Host, Auth Key, Auth Timeout

Description: Specifies how the MAX acts if an authentication request times out after a call has
been CLID-authenticated. If set to Yes, calls that have passed CLID-authentication are dropped
if the external authentication request times out. If set to No, CLID-authentication connections
are allowed even if there is no response form the external server.

Usage: Specify Yes or No. Yes is the default.

* Yes means the MAX drops a call if the authentication requests times out after the call has
been CLID-authenticated.

* No means the MAX attempts external authentication, but if the request times out, it allows
the session to be established based solely upon CLID authentication.

Example: Auth Reg=Yes
Dependencies: This parameter is not applicable unless CLID authentication is required.
L ocation: Ethernet>Mod Config>Auth

See Also: Auth, Auth Host # Auth Key, Auth Pool, Auth Port, Auth Timeout

Auth Send Attr 6,7

Description: Specifies whether the MAX sends values for RADIUS attributes 6 and 7. Typi-
cally, it generates appropriate values for RADIUS attribute 6 (user-service) and 7 (framed-pro-
tocol) and includes them in authentication requests for incoming calls. To support RADIUS
servers that should not receive that information, you can disable this behavior.

Note: When this parameter is set to No, the system cannot differentiate between terminal
server users, async PPP users that authenticate via the terminal server, and SLIP users that
authenticate via the terminal server.

Usage: Specify Yes or No. Yes is the default.
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Auth Src Port

Auth Timeout

* Yes causes attributes 6 and 7 to be sent to the RADIUS Server in the authentication
request. Use this setting if you want to control access to PPP and SLIP via the terminal
server explicitly by the RADIUS response, or if you use a MERIT RADIUS server.

* No excludes attributes 6 and 7 from authentication requests.
Example: Auth Send Attr 6,7=Yes
Dependencies: This parameter applies only to RADIUS authentication.

L ocation: Ethernet>Mod Config>Auth

Description: Specifies the source port used to send a remote authentication requests. You can
define a source port for all the external authentication services the MAX supports. You can
specify the same source port for authentication and accounting requests.

Usage: Specify a port number between 0 and 65535. The default value is 0 (zero); if you
accept this value, the MAX can use any port number between 1024 and 2000.

Example: Auth Src Port=0
Dependencies: This parameter does not apply if external authentication is not in use.
L ocation: Ethernet>Mod Config>Auth

See Also: Acct Src Port

Description: Specifies the number of seconds between retries to the external authentication
server.

« If the MAXis acting as a RADIUS, TACACS, or TACACS+ client, the MAX waits the
specified number of seconds for a response to an authentication request. If it does not
receive a response within that time, it times out and sends the authentication request to the
next authentication server (for example, Auth Host #2).

« If the MAXis acting as a Defender or SecurlD client (which support only one server
address), the MAX waits the specified number of seconds before assuming that the server
has become nonfunctional. For more information about SecurlD timeouts, see SecurlD
Host Retries.

Note: Because remote authentication is tried first if the Local Profiles First parameter set to
No, the MAX waits for the remote authentication to time out before attempting to authenticate
locally. This timeout may take longer than the timeout specified for the connection and could
cause all connection attempts to fail. To prevent this, set the authentication timeout value low
enough to not cause the line to be dropped, but still high enough to permit the unit to respond if
it is able to. The recommended time is 3 seconds.

Usage: Specify a number from 1 to 10. The default is 1.
Example: Auth Timeout=20
Dependencies. This parameter applies only when using an external authentication server.

L ocation: Ethernet>Mod Config>Auth
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Auth TS Secure

Auto Logout

Aux Send PW

See Also: Auth, Auth Host, Auth Key, Auth Port, SecurlD Host Retires.

Description: Specifies whether remote dialin users will be dropped if the immediate login ser-
viceis TCP-Clear or Telnet and ahost is not specified in the RADIUS user profile.

Usage: Specify Yesor No. Yesisthe default.

* Yes means the connection is dropped if no login host is specified for a terminal-server
connection whose immediate service is set to TCP or Telnet.

*« No means the caller will have access to the terminal-server interface instead.

Example: Auth TS Secure=Yes

Dependencies: This parameter does not apply if terminal services are disabled or if RADIUS
authentication is not in use.

L ocation: Ethernet>Mod Config>Auth

See Also: Auth, TS Enabled

Description: Specifies whether the MAX automatically logs a user out when a device discon-
nects from the MAX unit’s control port or when the MAX loses power.

Usage: Specify Yes or No. No is the default.

e Yes causes the MAX to log out the current user and go back to default privileges when a
device disconnects from the MAX unit's control port or when the MAX loses power.

* No disables auto-logout.
Example: Auto Logout=Yes

L ocation: System>Sys Config

Description: Specifies the password the MAX sends when it adds channels to a multichannel
PPP call that uses PAP-TOKEN-CHAP authentication. The MAX obtains authentication of the
first channel of this call from the user’s hand-held security card.

Usage: Specify a password. This password must match the one set up for your MAX in the
RADIUS users file on the NAS (network authentication server).

Example: Aux Send PW=Ascend
Dependencies: This parameter applies only to multichannel PPP calls.
L ocation: Ethernet>Connections>Encaps Options

See Also: Send Auth
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BN Prt/Grp (N=1-2)
Description: Specifies a port number to be used with the B N Slot parameter for call routing
purposes. In effect, it reserves the channel for callsto and from that port.

Usage: Specify a number.

Dependencies. When specifying a port number for call routing purposes, you must also spec-
ify the slot number using B N Slat.

Example: B1 Prt/Grp=5
Location: PC Card BRI>Line Config

See Also: BN Slot, Group

BN Usage(N=1-2)
Description: Specifies the B channel’s usage.

Usage: Specify one of the following values:

« Switched (the default) specifies that the channel supports switched connectivity.
» Nailed specifies that the channel is used for a leased connection.

« Unused specifies that the MAX does not use the channel.

Example: B1 Usage=Switched
Location: PC Card BRI>Line Config

See Also: B2 Usage

Backup
Description: Specifies the number of a backup Connection profile for a nailed connection. It is
intended as a backup if the far-end device goes out of service, in which case the backup call is
made. It is not intended to provide alternative lines for getting to a single destination.
Note: A Connection profile’s number is the unique portion of the number preceding the pro-
file’'s name in the Connections menu.
Usage: Specify the Connection profile number. The default value is null.
Example: Backup=22
L ocation: Ethernet>Connections>Session Options
See Also: Name

BACP

Description: Enables or disables the Bandwidth Allocation Control Protocol (BACP). If
enabled, connections encapsulated in MP (RFC 1717) use BACP to manage dynamic band-
width on demand. Both sides of the connection must support BACP.

Note: BACP uses the same criteria as MP+ connections for managing bandwidth dynamically.
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Usage: Specify Yesto enable BACP. No is the defaullt.

Example: BACP=Yes

Dependencies: This parameter applies only to connections encapsulated in MP (RFC 1717).
L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options

See Also: Encaps, Dyn Alg, Sec History, Target Util, Add Pers, Sub Pers, Base Ch Count, Min
Ch Count, Max Ch Count, Inc Ch Count, Dec Ch Count

Banner
Description: Specifies the text to be used as the terminal server login banner.

Usage: Specify the banner text. You can enter up to 84 alphanumeric characters. The default is
** Ascend MAX Terminal Server **.

Example: Banner="Welcome to ABC Corporation”

Dependencies: This parameter is not applicable if terminal-services are disabled or if the ter-
minal-server obtains its login setup from RADIUS.

L ocation: Ethernet>Mod Config

See Also: Remote Conf, TS Enabled

Base Ch Count
Description: Specifies the number of channels to use to set up a session initially. If it is a fixed
session using MP (RFC 1717), Base Ch Count specifies the total number of channels to be
used for the call.

Usage: Specify a number of channels to be used as the base channels of a session. The default
is 1.

Example: Base Ch Count=2
Dependencies: This parameter does not apply for leased connections.
L ocation: Ethernet>Connections>Encaps Options

See Also: Data Svc

Baud Rate
Description: Specifies the communication speed between the MAX and the PC Card modem.

Usage: Specify one of the following values:

e 2400

* 4800
9600
19,200
» 38,400

« 57,600
115,200
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Dependencies. Baud Rate is not applicable if Strings=Defaullt.
L ocation: PC CARD Modem>Mod Config

Bill #

Description: Specifies atelephone number to be used for billing purposes. If anumber is spec-

ified, it is used either as abilling suffix or the calling party number.

If the calling party uses the billing-number parameter instead of its phone number asitsID, the

CLID used by the answering side is not the true phone number of the caller. This situation

presents a security breach if you use CLID authentication. Further, be aware that if you specify

avalue for the billing-number parameter, there is no guarantee that the phone company will
send it to the answering device.

Usage: Specify the billing number provided by the carrier. You can enter up to 24 characters.

The default valueis null.

Example: Bill #=666

L ocation: Ethernet>Connections>Telco Options

See Also: Calling #, Clid Auth

Bridge

Description: Enables or disables link-level packet bridging for this connection. If you disable

bridging, you must enable routing. Enabling bridging in the Answer profile enables the MAX

to answer acall that contains packets other than the routed protocols (1P or 1PX).

Usage: Specify Yesor No. No isthe default.

* Yes enables the MAX to bridge packets across this connection based on the packet's desti-
nation MAC address (if specified in a Connection profile) or to answer incoming bridged
connections (if specified in the Answer profile).

* No disables link-level bridging.

Example: Bridge=Yes

Dependencies: This parameter does not apply unless Bridging is enabled in the Ethernet pro-

file.

L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections

See Also: Bridging, Encaps, Route IP, Route IPX

Bridging

Description: Enables or disables packet-bridging system-wide. It causes the MAX unit’s
Ethernet controller to run in promiscuous mode. In promiscuous mode, the Ethernet driver
accepts all packets regardless of address or packet type and passes them up the protocol stack
for a higher-layer decision on whether to route, bridge, or reject the packets.

Note: Running in promiscuous mode incurs greater processor and memory overhead than the
standard mode of operation for the Ethernet controller. On heavily loaded networks, this
increased overhead can result in slower performance, even if no packets are actually bridged.

Usage: Specify Yes or No. No is the default.
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* Yes enables the MAX to bridge packets based on MAC addresses by running its Ethernet
controller in promiscuous mode, which causes it to accept all packets regardless of packet
type or address.

* No disables packet bridging and turns off promiscuous mode in the Ethernet controller.
Example: Bridging=Yes
L ocation: Ethernet>Mod Config

See Also: Bridge

Buffer Chars
Description: Specifies whether to buffer characters in a terminal server session or to process
each character as it is received. If enabled, this feature causes the MAX to buffer input charac-
ters for 100 milliseconds.

Usage: Specify Yes or No. Yes is the default.
e Yes causes the MAX to buffer characters for 100 msecs in terminal server sessions.
* No causes the MAX to process each character as it is received.

Example: Buffer Chars=Yes
Dependencies: This parameter is not applicable when terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options

See Also: Immed Telnet, TS Enabled
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Callback

Call Filter

Description: Enables or disables the callback feature. When you enabl e the callback feature,
the MAX hangs up after receiving an incoming call that matches the one specified in the Con-
nection profile. The MAX then calls back the device at the remote end of the link using the
Did # specified in the Connection profile.

You can use the Callback parameter to tighten security, as it ensures that the MAX aways
makes a connection with a known destination.

Usage: Specify Yesor No. No isthe default.

* Yes enables the callback feature, causing the MAX to hang up and dial out the caller when
it receives an incoming call that matches the Connection profile.

* No disables callback.
Example: Callback=Yes

Dependencies. This parameter does not apply to leased connections. If it is enabled on a
switched connection, the Connection profile must both answer the call and call back the device
requesting access. By the same token, any device calling into a Connection profile set for call-
back must be configured to both dial calls and answer them.

L ocation: Ethernet>Connections>Telco Options

See Also: AnsOrig, Call Type, Dial #

Description: Specifies the number of a filter used to determine if a packet should cause the
idle timer to be reset or a call to be placed. If both a call filter and data filter are applied to a
connection, the MAX applies a call filter after applying a data filter. (Only those packets that
the data filter forwards can reach the call filter.)

Usage: Specify a number between 0 and 199. The number you enter depends on the whether
you are applying a filter you created using the vt100 interface, or a firewall you created using
Secure Access Manager (SAM).

If you are applying a filter created using the vt100 interface, enter the last 2 digits of the filter
number as it appears in the Filters menu.

If you are applying a firewall created with SAM, add 100 to the last 2 digits of the firewall
number as it appears in the Firewalls menu. For example, if the number of your firewall is 90-
601, specify 101. Refer to your SAM documentation for information on downloading firewalls
to the MAX. The numbering scheme for filters and firewalls is:

e Oindicates that no filtering is being used (this is the default)
* 1-99indicates that a filter created using the vt100 interface is being used
e 100-199 indicates that a filter created using SAM is being used.

Example: Call Filter=7

L ocation: Ethernet>Answer>Session Options, Ethernet>Connections>Session Options
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Call Type

Called #

Calling #

See Also: DataFilter, Filter

Description: Specifies atype of connection, or in the case of codecs, the architecture of the
connection. These two different usages for this parameter are specified in two Usage sections
below.

Usage: Specify one of these values:

« Switched (a link that consists of switched channels)
This is the default in a Connection profile.

« Perm/Switched (Connection profile only)

A permanent switched connection is an outbound switched call that attempts to remain up
at all times. If the unit or central switch resets or if the link is terminated, the permanent
switched connection attempts to restore the link at 10-second intervals, which is similar to
the way a nailed connection is maintained. A permanent switch connection conserves con-
nection attempts but causes a long connection time, which may be cost effective for some
customers. For the answering device at the remote end of the permanent switched connec-
tion, we recommend that the Connection profile be configured to answer calls but not
originate them. If the remote device initiates a call, the MAX simply does not answer it.
This situation could result in repeated charges for calls that have no purpose. To keep the
remote device from originating calls, set AnsOrig to Ans Only for that device.

Dependencies: A call type of Nailed makes parameters related to switched connections (such
as callback) inapplicable, and a call type of Switched makes parameters related to nailed con-
nections (such as the Group parameter) inapplicable. Because a call type of Perm/Switched is
always outbound, the following parameters are inapplicable for permanent switched connec-
tions: AnsOrig, Callback, Idle, Backup.

L ocation: Ethernet>Connections>Telco Options

See Also: AnsOrig, Backup, Callback, Call Mgm, Data Svc, DLCI, FR DLCI, Group, Idle,
Max Ch Count, Min Ch Count, Nailed Grp

Description: Specifies the number called to establish this connection, which is typically the
number dialed by the far end. It is presented in an ISDN message as part of the call when DNIS
(Dial Number Information Service) is in use. In some cases, the phone company may present a
modified called number for DNIS. This number is used for authentication and to direct

inbound calls to a particular device from a central rotary switch or PBX. SEEAXi&ecurity
Supplement for details.

Usage: Specify the number to be used for Called Number authentication.
Example: Called #=5551234
Location: Ethernet>Connections

See Also: Id Auth

Description: Specifies the calling number (the far-end device's number). Many carriers
include the calling number (the far-end device's number) in each call. Calling # is the caller ID
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number displayed on some phones and used by the MAX for CLID (Calling Line ID) authenti-
cation.
CLID authentication enables you to prevent the MAX from answering a connection unless it
originates at the specified phone number. The number you specify in this parameter may also
be used for callback security if you configure callback in the per-connection telco options.
Usage: Specify the called number to be used for authentication purposes.
Example: Calling #=555-6787
L ocation: Ethernet>Connections
See Also: Id Auth

Clear Call
Description: Specifies whether the dial-in connection is cleared when an interactive Telnet,
Rlogin, or TCP session terminates. If set to No, the user is returned to the terminal server menu
when the Telnet, Rlogin, or TCP session terminates.
Usage: Specify Yesor No. The default is No.
* Yes means the MAX clears the call when a Telnet, Rlogin, or TCP session terminates.
* No means the MAX returns the user to the terminal server menu when a Telnet, Rlogin, or

TCP session terminates.

Example: Clear Call=Yes
Dependencies: This parameter is not applicable when terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options

CLID Fail Busy

Description: Specifies whether to return Busy when Caller ID authentication fails for reasons
other than a RADIUS timeout. This parameter is not RADIUS-specific.

Usage: Specify Yes or No. No is the default.
e Yes means the Cause Element in the DISCONNECT message specifies User Busy.
* No means the DISCONNECT message specifies Normal Call Clearing.

L ocation: Ethernet>Mod Config>Auth

See Also: CLID Fail Busy, Auth

CLID Timeout Busy

Description: When Caller ID authentication times out on an ISDN connection, the MAX
sends a DISCONNECT message. CLID Timeout Busy specifies whether to return User Busy
when Caller ID authentication fails due to a RADIUS timeout.

Usage: Specify Yes or No. No is the default.

e Yes means the Cause Element in the DISCONNECT message specifies User Busy.

* No means the DISCONNECT message specifies Normal Call Clearing.

Example: CLID Timeout Busy=Yes
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Dependencies: Thisfield applies only to RADIUS-authenticated calls.

L ocation: Ethernet>Mod Config>Auth

See Also: CLID Fail Busy, Auth

Client #N (N=1-9)
Description: Specifies up to nine |P address of clients permitted to make RADIUS requests.
Each client address can support arange of addresses instead of a single client |P address, for
example:

* Client #1= 125.65.5.0/24

This enables RADIUS requests from any hosts on the 125.65.5 subnet.
* Client #2=125.5.0.0/16

This enables RADIUS requests from any hosts on the 125.5 subnet.

* Client #3= 135.50.248.76/32
This enables requests from the host whose address is 138.50.248.76.

Note: If no mask bits are supplied, the software supplies a default netmask based on the
“class” of the address.

Usage: Specify an IP address. The default is 0.0.0.0, which disables the associated client field.
At least one of the fields must contain an IP address other than 0.0.0.0 for the server to be
active.

Dependencies: This parameter does not apply if the on-board RADIUS server is disabled.
Location: Ethernet>Mod Config>RADIUS Server
See Also: Server, Server Key, Server PavtAX RADIUS Configuration Guide

Client Assign DNS
Description: Specifies whether client DNS server addresses will be presented while this con-
nection is being negotiated.

Usage: Specify Yes (to use client DNS servers) or No. No is the default.
Example: Client Assign DNS = no
L ocation: Ethernet>Connections>IP Options

See Also: Client Pri DNS, Client Sec DNS

Client Gateway
Description: Specifies a connection-specific default route to be used for forwarding packets
received on this connection. The MAX uses this default route instead of the system-wide
Default route in its routing table. This route is connection-specific, so it is not added to the
routing table.

Note: The MAX must have a direct route to the address you specify.

Usage: Specify the IP address of a next-hop router. The default value is 0.0.0.0; if you accept
this value, the Ascend unit routes packets as specified in the routing table, using the system-
wide default route if it cannot find a more specific route.
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Example: Client Gateway=10.1.2.3

L ocation: Ethernet>Connections>IP Options

Client Pri DNS

Description: Specifiesaprimary DNS server address to be sent to any client connecting to the
MAX. Client DNS has two levels: aglobal configuration that applies to all PPP connections,
and a connection-specific configuration that applies to that connection only. The global client
addresses are used only if none are specified in the Connection profile. You can also choose to
present your local DNS serversif no client servers are defined or available.

Usage: Specify the IP address of aDNS server to be used for all connectionsthat do not have a
DNS server defined. The default value is0.0.0.0.

Example: Client Pri DNS=10.9.8.7/24

L ocation: Ethernet>Mod Config>DNS, Ethernet>Connections>IP Options

Client Sec DNS
Description: Specifies a secondary DNS server address to be sent to any client connecting to
the MAX. Client DNS has two levels: aglobal configuration that appliesto al PPP connec-
tions, and a connection-specific configuration that applies to that connection only. The global
client addresses are used only if none are specified in the Connection profile. You can also
choose to present your local DNS serversif no client servers are defined or available.

Usage: Specify the |P address of a secondary DNS server to be used for al connections that do
not have a DNS server defined. The default value is 0.0.0.0.

Example: Client Sec DNS=10.9.8.7/24

L ocation: Ethernet>Mod Config>DNS, Ethernet>Connections>IP Options

Clr Scrn

Description: Specifies whether the screen is cleared when aterminal server session begins.

Usage: Specify Yesor No. Yesisthe default.
* Yes means the MAX clears the screen when a terminal server session begins.
* No means the MAX does not clear the screen.

Example: Clr Scrn=Yes
Dependencies: This parameter is not applicable when terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options

See Also: TS Enabled

Comm
Description: Specifies the SNMP community name associated with the SNMP PDU (Protocol
Data Units). The string you specify becomes a password that the MAX sends to the SNMP
manager when an SNMP trap event occurs. The password authenticates the sender identified
by the host address.

Usage: Specify the community name, up to 31 characters. The default is “public.”
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Compare

Connection #

Example: Comm=Ascend

Dependencies: If this parameter and the Dest parameter are null, the MAX does not generate
SNMP traps.

L ocation: Ethernet>SNMP Traps

See Also: Dest

Description: Specifies the type of comparison to make between the specified value in afilter
and the specified location in the contents of a packet.

Usage: Specify one of the following values:

« Equals means the filter matches the packet when the specified value and the packet con-
tents are equal. This is a default.

« NotEquals means the filter matches the packet when the specified value and the packet
contents are equal.

Dependencies: This parameter does not apply if the filter is not Valid or if the filter type is IP.

L ocation: Ethernet>Filters>Input filters>In filterN>Generic, Ethernet>Filters>Output fil-
ters>Out filterN>Generic

See Also: Length, Mask, Offset, Value, Valid

Description: Specifies the number of a Connection profile needed to bring up a bridged or
routed connection. The MAX uses this number to locate the profile and bring up the connec-
tion needed to forward packets whose destination address is not on the local network.

If it receives a packet whose destination MAC address is not on the local Ethernet, it looks in
the bridging table for a matching MAC address and uses the specified Connection profile to
bring up a bridged connection.

If it receives an IPX packet whose destination address is not on the NetWare LAN, it checks its
IPX routing table and uses the specified Connection profile to bring up an IPX connection.

Note: The number of a Connection profile is the unique portion of the number preceding the
profile’s name in the Connections menu.

Usage: Specify a Connection profile number.
Dependencies: Bridge profiles are not used for connections that enable dial-on-broadcast.
L ocation: Ethernet>Bridge Adrs, Ethernet>IPX Routes

See Also: Dial Brdcast, Route IPX
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Contact
Description: Specifies the person or department to contact to report error conditions. This
field is SNMP readable and settable.

Usage: Specify the name of the contact person or department. You can enter up to 80 charac-
ters.

Example: Contact=rchu
L ocation: System>Sys Config

See Also: Location
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Data Filter

Data Svc

Description: Specifies the number of afilter used to determine if packets should be forwarded
or dropped. If both acall filter and datafilter are applied to a connection, the MAX appliesa
call filter after applying adatafilter. (Only those packets that the datafilter forwards can reach
the call filter.)

Usage: Specify a number between 0 and 199. The number you enter depends on the whether
you are applying afilter you created using the vt100 interface, or afirewall you created using
Secure Access Manager (SAM).

If you are applying afilter created using the vt100 interface, enter the last 2 digits of the filter
number as it appears in the Filters menu.

If you are applying afirewall created with SAM, add 100 to the last 2 digits of the firewall
number as it appears in the Firewalls menu. For example, if the number of your firewall is 90-
601, specify 101. Refer to your SAM documentation for infomation on downloading firewalls
to the MAX. The numbering scheme for filters and firewallsis:

« Oindicates that no filtering is being used (this is the default)
* 1-99indicates that a filter created using the vt100 interface is being used
e 100-199 indicates that a filter created using SAM is being used.

When you set Data Filter to 0 (zero), the MAX forwards all data packets.
Example: Data Filter=7
L ocation: Ethernet>Answer>Session Options, Ethernet>Connections>Session Options

See Also: Call Filter, Filter

Description: A data service is provided over a WAN line and is characterized by the unit mea-
sure of its bandwidth. A data service can transmit either data or digitized voice. Data Svc spec-
ifies the type of data service the link uses.

Note: Either party can request a data service that is unavailable. In this case, the MAX cannot
connect the call.

Usage: Specify one of the following values:

« 56K

The call contains any type of data and connects to the Switched-56 data service. The only
services available to lines using inband signaling are 56K and 56KR.

* 56KR

The call contains restricted data, guaranteeing that the data the MAX transmits meets the
density restrictions of D4-framed TI lines, and connects to the Switched-56 data service.
The only services available to lines using inband signaling are 56K and 56KR.

+ 64K
The call contains any type of data and connects to the Switched-64 data service.

* \oice (digital voice call)
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The cdll is an end-to-end digital voice call for transporting data when a switched data ser-
viceisnot available. If you choose this setting, the data may become unusable unless you
meet these technical requirements:
— Use only digital end-to-end connectivity; no analog signals should be present any-
where in the link.
— Make sure that the phone company is not using any intervening loss plans to econo-
mize on voice calls.
— Do not use echo cancellation; analog lines can echo, and the technology to take out
the echoes can also scramble data in the link.
— Do not make any modifications that can change the data in the link.
e Modem (digital modem call)
The call uses a digital modem. If no digital modems are available, the call is not placed.
The data rate depends upon the quality of the connections between modems and the types
of modems used. This setting requires that your MAX have digital modems installed.
Modem applies only when Encaps=MPP or PPP. Currently, multichannel modem calls are
not supported even if Encaps=MPP.
L ocation: Ethernet>Connections>Telco Options
See Also: Call Type
Date
Description: Specifies the month, day, and year. You should set this parameter when installing
the MAX.
Usage: Specify the current date in the format <month>/<day>/<year>. The default is 00/00/00.
L ocation: System>Sys Config
DBA Monitor
Description: Specifies how the MAX monitors the traffic over an MP+ connection. Only the
initiating side of the call can add or subtract bandwidth. If both sides of the link have DBA
Monitor set to None, Dynamic Bandwidth Allocation is disabled.
Usage: Specify one of the following values:
e Transmit
This setting specifies that the MAX adds or subtracts bandwidth based on the amount of
data it transmits.
Transmit is the default.
e Transmit-Recv
This setting specifies that the MAX adds or subtracts bandwidth based on the amount of
data it transmits and receives.
* None
This setting specifies that the MAX does not monitor traffic over the link.
Dependencies: DBA Monitor is only supported on MP+ calls.
L ocation: Ethernet>Connections>Encaps Options
See Also: Dyn Alg, Encaps, Idle Pct, Target Util
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Def Telnet

Dest

Dial #

Description: Specifies whether the MAX will interpret acommand that does not include a
keyword as a hostname for a Telnet command. To display the terminal server command key-
words, enter help or a question mark (?) from the terminal server command-line interface.

Usage: Specify Yesor No. Yesisthe default.

* Yes specifies that the MAX interprets any terminal server command that does not begin
with a keyword as though it began with the keyword Telnet. (That is, it interprets the
string typed at the prompt as a Telnet hostname.)

* No specifies that all terminal server commands must begin with a keyword.
Example: Def Telnet=Yes

L ocation: Ethernet> Mod Config>TServ Options

Description: In a Route profile, Dest specifies the route’s target IP address. This is the destina-
tion address that will cause the MAX to bring up this route. In a Route profile, the default null
address indicates the default route, used for all destinations that have no explicit route in the
routing table.

In an SNMP Traps profile, Dest is the IP address to which the MAX sends traps (the IP address
of the station running an SNMP management utility). The default null address means that no
traps are sent. If the Comm parameter is also null, traps are turned off altogether.

Usage: Specify the destination IP address. The default value is 0.0.0.0/0.

Example: Dest=10.207.23.1

Dependencies: This parameter does not apply if the MAX does not support IP routing.
L ocation: Ethernet>Static Rtes, Ethernet>SNMP Traps

See Also: Gateway

Description: Specifies the number used to dial out this connection. It can contain up to 24
characters, which may include a dialing prefix that directs the connection to use a trunk group
or dial plan; for example: 6-1-212-555-1212.

Note: The phone humber may contain a subaddress or trunk-group number. If the use of trunk
groups is enabled in the System profile, this parameter must specify a trunk group as the first
digit.

Usage: Specify a phone number up to 24 characters. The MAX sends only the numeric charac-
ters to place a call. You must limit the number to these characters: 1234567890()[]'z-*#|

Example: Dial #=6-1-808-555-1212
L ocation: Ethernet>Connections

See Also: Call Type, Encaps, Sub-Adr
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Dial

Dial Brdcast

Dial Query

Description: Thisstring is sent to the modem as the prefix for a dialing command. Refer to
your modem manual for information on the dial prefix string to enter.

Usage: Specify the dial prefix string.
Dependencies: Dial is not applicable if Strings=Default.

L ocation: PC CARD Modem>Mod Config

Description: Specifies whether the MAX will dial this connection when it receives Ethernet
broadcast packets. By default, the MAX does not dial-on-broadcast; it relies on itsinternal
bridging table to bring up specific bridged connections.

If dial-on-broadcast is enabled in one or more Connection profiles, the MAX brings up all of
those profiles whenever it receives Ethernet broadcast packets. It never uses a bridging table
entry for those connections, even if one exists.

Usage: Specify Yesor No. No is the default.

* Yes means that the MAX dials this connection if it is not online and the MAX receives a
frame whose MAC address is set to broadcast.

* No specifies that broadcast packets do not cause the MAX to dial this connection.

Dependencies: This parameter applies only if the Connection profile enables bridging and
allows outgoing calls.

L ocation: Ethernet>Connections

See Also: Connection #, Bridge, AnsOrig

Description: Specifies whether the MAX places a call to the location indicated in the Connec-
tion profile when a workstation on the local IPX network looks for the nearest IPX server.
More than one Connection profile can have this parameter set to Yes. As a a result, several
connections can occur at the same time.

Usage: Specify Yes or No. No is the default.

* Yes specifies that the MAX places a call to the location specified in the Connection profile
when a workstation looks for the nearest server.
Note that a workstation is likely to stop attempting to find a server before the MAX estab-
lishes any connections with the Dial Query mechanism.

* No specifies that the MAX does not place a call to the location specified in the Connection
profile when a workstation looks for the nearest server.

Dependencies: If there is an entry in the MAX unit’s routing table for the location specified by
the Connection profile, Dial Query has no effect.

L ocation: Ethernet>Connections>IPX Options
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Dialout OK

Description: Specifieswhether or not the Connection profile can be used to dial out using one
of the MAX unit’s digital modems.

Usage: Specify Yes or No. The default is No.
* Yes indicates that the Connection profile allows modem dialout.
* No indicates that the Connection profile does not allow modem dialout.

Example: Dialout OK=Yes
Dependencies: This parameter is not applicable unless Imm. Modem Access is set to User.
L ocation: Ethernet>Connections>Telco Options

See Also: Imm. Modem Access

Disc on Auth Timeout
Description: Specifies whether the MAX gracefully shuts down the PPP connection on a
external authentication server timeout.

Usage: Specify Yes or No. No is the default.
* Yes causes the MAX to hang up a PPP connection on RADIUS timeout.
* No causes it to shut down cleanly when RADIUS times out.

Dependencies: This parameter applies only to PPP connections.
L ocation: Ethernet>Answer>PPP Options

See Also: PPP

Domain Name
Description: Specifies the local DNS domain hame. The domain name is used for DNS look-
ups. When the MAX is given a hostname to look up, it tries various combinations including
appending the configured domain name. The secondary domain name (Sec Domain Name) can
specify another domain name that the MAX can search using DNS.

Usage: Specify the domain name of the MAX. You can enter up to 63 characters.
L ocation: Ethernet>Mod Config>DNS

See Also: Pri DNS, Sec DNS, Sec Domain Name

Download
Description: Enables or disables permission to download the configuration of the MAX using
the Save Cfg parameter. Passwords are not saved to file.

Note: Passwords are not saved when you download the configuration. If you upload a saved
configuration, all passwords are wiped out.

Usage: Specify Yes or No. No is the default.

e Yes means the operator can download the MAX configuration (without the password val-
ues) by using the Save Cfg command in the Sys Diag menu.

* No disables this permission.
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Dependencies: This parameter is not applicable if the Operations permission is disabled.
L ocation: System>Security
See Also: Chapter 4, “MAX Diag Command Reference.”

Dst Adrs
Description: Specifies a destination IP address. After this value has been modified by apply-
ing the specified Dst Mask, it is compared to a packet’s destination address.
Usage: Specify a destination IP address the MAX should use for comparison when filtering a
packet. The zero address 0.0.0.0 is the default. If you accept the default, the MAX does not use
the destination address as a filtering criterion.
Example: Dst Adrs=10.62.201.56
Dependencies: This parameter applies only to filters of type IP.
Location: Ethernet>Filters>Input filters>In filter N>IP, Ethernet>Filters>Output filters>Out
filter N>IP
See Also: Dst Mask

Dst Mask
Description: Specifies a mask to apply to the Dst Adrs before comparing it to the destination
address in a packet. You can use it to mask out the host portion of an address, for example, or
the host and subnet portion.
The MAX applies the mask to the address using a logical AND after the mask and address are
both translated into binary format. The mask hides the portion of the address that appears
behind each binary 0 (zero) in the mask. A mask of all zeros (the default) masks all bits, so all
destination addresses are matched. A mask of all ones (255.255.255.255) masks no bits, so the
full destination address to a single host is matched.
Usage: Specify the mask in dotted decimal format. The zero address 0.0.0.0 is the default; this
setting indicates that the MAX masks all bits. To specify a single destination address, set Dst
Mask=255.255.255.255 and set Dst Adrs to the IP address that the MAX uses for comparison.
Example: Dst Mask=255.255.255.0
Dependencies: This parameter applies only to filters of type IP.
Location: Ethernet>Filters>Input filters>In filter N>IP, Ethernet>Filters>Output filters>Out
filter N>IP
See Also: Dst Adrs

Dst Port #

Description: Specifies a value to compare with the destination port number in a packet. The
default setting (zero) indicates that the MAX disregards the destination port in this filter. Port
25 is reserved for SMTP; that socket is dedicated to receiving mail messages. Port 20 is
reserved for FTP data messages, port 21 for FTP control sessions, and port 23 for telnet.

Note: The Dst Port Cmp parameter specifies the type of comparison to be made.
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Dst Port Cmp

Dyn Alg

Usage: Specify the number of the destination port the MAX should use for comparison when
filtering packets. You can enter a number between 0 and 65535. The default setting is 0 (zero),
which means the MAX does not compare destination ports

Example: Dst Port #=25
Dependencies: This parameter applies only to filters of type IP.

L ocation: Ethernet>Filters>Input filters>In filter N>IP, Ethernet>Filters>Output filters>Out
filter N>IP

See Also: Dst Port Cmp, Src Port Cmp, Src Port #

Description: Specifies the type of comparison the MAX makes when using the Dst Port #
parameter.

Usage: Specify one of the following values:

* None specifies that the MAX does not compare the packet’s destination port to the value
specified by Dst Port #.

None is the default.

« Less specifies that port numbers with a value less than the value specified by Dst Port #
match the filter.

« Eql specifies that port numbers equal to the value specified by Dst Port # match the filter.

*  Gtr specifies that port numbers with a value greater than the value specified by Dst Port #
match the filter.

* Neq specifies that port numbers not equal to the value specified by Dst Port # match the
filter.

Dependencies: This parameter works only for TCP and UDP packets. You must set it to None
if the Protocol parameter is not set to 6 (TCP) or 17 (UDP).

Location: Ethernet>Filters>Input filters>In filter N>IP, Ethernet>Filters>Output filters>Out
filter N>IP

See Also: Dst Port #

Description: Specifies an algorithm for calculating average line utilization (ALU) over a cer-
tain number of seconds (Sec History).

Usage: Specify one of the following values:

e Quadratic (the default) gives more weight to recent samples of bandwidth usage than to
older samples taken over the specified number of seconds. The weighting grows at a qua-
dratic rate.

< Linear gives more weight to recent samples of bandwidth usage than to older samples
taken over the specified number of seconds. The weighting grows at a linear rate.

« Constant gives equal weight to all samples taken over the specified number of seconds.

Location: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options
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See Also: Add Pers, Dyn Alg, Max Ch Count, Sec History, Sub Pers, Target Util
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Edit Security

Edit System

Enabled

Encaps

Description: Enables or disables permission to edit Security profiles.

Note: Do not set the Edit Security parameter to No in all Security profiles; if you do, you will
be unable to edit any of them. Thisisthe most powerful security permission, becauseit gives
the operator the ability to modify his or her own permissions.

Usage: Specify Yesor No. Yesisthe default.
* Yes means the operator can edit Security profiles.
* No means the operator cannot edit Security profiles.

Dependencies: This parameter does not apply if the Operations permission is disabled.

L ocation: System>Security

Description: Enables or disables permission to edit the System profile and the Read Comm
and R/W Comm parameters in the Ethernet profile.

Usage: Specify Yes or No. Yes is the default.

* Yes means the operator can edit the System profile and SNMP community strings.

* No disables this permission.

Dependencies: This parameter does not apply if the Operations permission is disabled.

L ocation: System>Security

Description: Enables or disables an ISDN BRI line.

Usage: Specify Yes or No. Yes is the default.
* Yes enables the line for use.
* No means the line is not available for use.

Location: PC Card BRI>Line Config

Description: Specifies the encapsulation method to use when exchanging data with a remote
network. Both sides of the link must use the same encapsulation for the connection to be estab-
lished.

Note: When you specify an encapsulation method, the Encaps Options submenu displays a
group of parameters relevant to your selection; you must set the appropriate Encaps Options
parameters.

Usage: Specify one of the following values:
e PPP (Point-to-Point Protocol) for standard PPP
¢ MP (Multilink PPP) for fixed-bandwidth multilink PPP
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e MPP (Multilink Protocol Plus) for PPP with Ascend extensions for dynamic bandwidth
allocation. This applies only to multi-channel links between two Ascend units.
e TCP-CLEAR (raw TCP using a proprietary encapsulation, such as used by AOL)
* ARA (AppleTalk Remote Access client dialins)
Example: Encaps=MPP
Dependencies: The encapsulation type must be enabled in the Answer profile.
Location: Ethernet>Connections
See Also: MPP, MP, PPP, TCP-CLEAR, ARA
Enet Adrs
Description: In a Bridge profile, specifies the physical Ethernet address (MAC address) of a
device at the remote end of the link. The Bridge profile correlates a remote MAC address with
a Connection profile number, enabling the MAX to bring up that Connection when it receives
packets destined for the remote device.
Usage: Specify the physical address of the device on the remote network. An Ethernet address
is a 12-digit hexadecimal number. The default setting is 000000000000.
Example: Enet Adrs=0180C2000000
Location: Ethernet>Bridge Adrs
See Also: Net Adrs
Exp Callback

Description: Specifies whether the MAX expects outgoing calls to result in a call back from
the far-end device. Use this parameter when the remote device requires callback security.

Usage: Specify Yes or No. No is the default.

* Yes means the MAX expects the connection to terminate and result in a call-back from the
far-end device. This prevents problems that arise when CLID is set to Required on the
device that is expected to callback. If a call fails for any reason, regardless of whether or
not the called machine requires CLID and is attempting a callback, the call initiator will
still have to wait 90 seconds before attempting the call the same number again if Exp Call-
back is set to Yes.

* No means the MAX does not expect call-back for this connection.
Example: Exp Callback=No
L ocation: Ethernet>Connections>Telco Options

See Also: Callback

3-38 MAX 200Plus Reference Guide



MAX Alphabetic Parameter Reference
F

F

Field Service
Description: Enables or disables permission to perform Ascend-provided field service opera-
tions, such as uploading new system software. Field service operations are specia diagnostic
routines not available through MAX menus.

Usage: Specify Yesor No. Yesisthe default.

* Yes means the operator can upgrade the system software and perform other field service
operations.

* No disables this permission.
Example: Field Service=No
Dependencies: This parameter is not applicable if the Operations permission is disabled.

L ocation: System>Security

Filter
Description: Specifies the number of a data filter that plugs into the Ethernet profile. The data
filter manages data flow on the Ethernet interface. The filter examines each incoming or outgo-
ing packet, and uses the Forward parameter to determine whether to forward or discard it.

Usage: Specify a number between 0 and 199. The number you enter depends on the whether
you are applying a filter you created using the vt100 interface, or a firewall you created using
Secure Access Manager (SAM).

If you are applying a filter created using the vt100 interface, enter the last 2 digits of the filter
number as it appears in the Filters menu.

If you are applying a firewall created with SAM, add 100 to the last 2 digits of the firewall
number as it appears in the Firewalls menu. For example, if the number of your firewall is 90-
601, specify 101. Refer to your SAM documentation for infomation on downloading firewalls
to the MAX. The numbering scheme for filters and firewalls is:

« Oindicates that no filtering is being used (this is the default)
e 1-99 indicates that a filter created using the vt100 interface is being used
e 100-199 indicates that a filter created using SAM is being used.

When you set Filter to 0 (zero), the MAX forwards all data packets.
Example: Filter=7
L ocation: Ethernet>Mod Config>Ether Options

See Also: Call Filter, Data Filter

Filter Persistence
Description: Specifies whether the filter or firewall assigned to a Connection profile should
persist after the call has been disconnected.

Before Secure Access was supported, the MAX simply constructed a filter on a WAN interface
when the connection was established and destroyed the filter when the connection was brought
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Force56

Forward

down, even if the connection just timed out momentarily. This works fine for static packet
filters, but does not accommodate Secure Access firewalls. Filter Persistence is needed to
alow firewalls to persist across connection state changes, but it is not needed for filters. If you
do set it for a static packet filter, the filter persists across connection state changes. See the
MAX Security Supplement for details.

Note: Firewalls must have persistence to work correctly, but filters do not.

Usage: Specify Yesor No. No is the default.

* Yes causes the filter or firewall to persist across connection state changes. This is not
required for a data or call filter, but it is required for firewalls.

* No causes the filter or firewall to be torn down when a connection is brought down.
Example: Filter Persistence=Yes
L ocation: Ethernet>Answer>Session options, Ethernet>Connections>Session options

See Also: Call Filter, Data Filter, Name, Version, Length

Description: Specifies whether the MAX uses only the 56-kbps portion of a channel, even
when all 64 kbps appear to be available.

Use this feature when you place calls to European or Pacific Rim countries from within North
America and the complete path cannot distinguish between the Switched-56 and Switched-64
data services. This feature is not required if you are placing calls only within North America.

Usage: Specify Yes or No. No is the default.
* Yes means the MAX uses 56K of a channel that may provide up to 64K bandwidth.
* No means the MAX uses the full 64K bandwidth if it is available.

Dependencies: This parameter should not be enabled for calls within North America.
Example: Force56=No

L ocation: Ethernet>Connections>Telco Options, Ethernet>Answer

Description: Specifies whether the MAX discards or forwards packets that match the filter
specification. When no filters are in use, the MAX forwards all packets by default. When a fil-
ter is in use, the default is to discard matching packets (Forward=No).

Usage: Specify Yes or No. No is the default.
* Yes means the MAX forwards packets that match the filter.
* No means the MAX discards packets that match the filter.

Example: Forward=No

Location: Ethernet>Filters>Input filters>In filter N>IP, Ethernet>Filters>Output filters>Out
filter N>IP

See Also: Call Filter, Data Filter, Filter, More
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Frame Length
Description: Specifies the maximum number of bytes allowed in the information field by
V.120 or X.75 termina adapters that call the MAX.

Usage: For aV.120 TA, specify a number between 30 to 260. The default is 256. For an X.75
TA, Specify a number between 128 and 2048. The default value is 2048.

Example: Frame Length=256
L ocation: Ethernet>Answer>V.120 Options, Ethernet>Answer>X.75 Options

See Also: K Window Size, N2 Retransmission Count, T1 Retransmission Timer, X.75
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Gateway
Description: Specifies the IP address of the next-hop router that a packet must go through to
reach the route’s destination address. A next-hop router is either directly connected (on Ether-
net) or is one hop away on a WAN link.

Usage: Specify the IP address of the next-hop router.

Example: Gateway=200.207.23.1

Dependencies. This parameter does not apply if the MAX does not support IP routing.
L ocation: Ethernet>Static Rtes

See Also: Dest
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Handle IPX
Description: Specifies IPX server or IPX client bridging.

Note: If NetWare servers are supported on both sides of the WAN connection, we strongly rec-
ommend that you use an IPX routing configuration instead of bridging IPX. If you bridge IPX
in that type of environment, client-server loginswill be lost when the MAX brings down an
inactive WAN connection.

Usage: Specify one of the following values:
* None (the default) disables IPX server or IPX client bridging.

« Client (for IPX client bridging). IPX client bridging is used when the local Ethernet sup-
ports NetWare clients but no servers. In an IPX client bridging configuration, you want the
local clients to be able to bring up the WAN connection by querying (broadcasting) for a
NetWare server on a remote network. You also want to filter IPX RIP and SAP updates, so
the connections do not remain up permanently.

« Server (for IPX server bridging). IPX server bridging is used when the local Ethernet sup-
ports NetWare servers (or a combination of clients and servers) and the remote network
supports NetWare clients only.

Example: Handle IPX=Client
Dependencies: This parameter does not apply if IPX routing is enabled for this connection.
L ocation: Ethernet>Connections>IPX Options

See Also: Dial Brdcast, NetWare t/o

Handle IPX Type 20
Description: Specifies whether the MAX will propagate IPX type 20 packets over all its inter-
faces. Some applications (like NETBIOS) use IPX Type 20 packets to broadcast nhames over a
network. By default, these broadcasts are not propagated over routed links, since Novell rec-
ommends not forwarding these packets over links that have less than 1 Mbps throughput.
However, some applications, like NetBIOS over IPX, require these packets in order to work.

Usage: Specify Yes or No. No is the default.
e Yes enables the MAX to propagate IPX type-20 packets.
« No means these broadcasts are not propagated.

Dependencies: This parameter does not apply if the MAX does not support IPX routing.

L ocation: Ethernet>Mod Config>Ether options

Hangup
Description: Specifies the string that is sent to the modem to force a hangup. Refer to your
modem manual for information on the string to enter to hang up the modem.

Usage: Specify the string that tells the modem to hang up.

Dependencies: Hangup is not appliable if Strings=Default.
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L ocation: PC CARD Modem>Mod Config

Hop Count
Description: Specifiesthe number of hopsto the destination |PX network. From the MAX, the
local IPX network isone hop away. The IPX network at the remote end of the route istwo hops
away—one hop across the WAN and one hop to the local IPX network.

Usage: Specify a valid hop count from 1 to 15. A hop count of 16 is considered unreachable
and is not valid for static routes.

Dependencies: This parameter does not apply if the MAX does not support IPX routing.
Location: Ethernet>IPX Routes

See Also: Route IPX

Host #N Addr (N=1-4)
Description: Specifiesthe IP address of the first, second, third, and fourth hosts listed in the
terminal server menu-mode interface.

Usage: Specify the IP address of the host. The default valueis 0.0.0.0/0.
Example: Host # Addr=10.207.23.6/24

Dependencies: This parameter isignored if Remote Conf=Yes. It is not applicable if terminal
services are disabled.

L ocation: Ethernet>Mod Config>T Serv Options

See Also: Remote Conf

Host #N Text (N=1-4)
Description: Specifies atext description of the first, second, third, and fourth hosts listed in
the terminal server menu-mode interface.

Usage: Specify atext description of the host.
Example: Host # Text=Database Server

Dependencies: This parameter isignored if Remote Conf=Yes. It is not applicable if terminal
services are disabled.

L ocation: Ethernet>Mod Config>T Serv Options

See Also: Remote Conf
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ICMP Redirects
Description: Specifies whether the MAX accepts or ignores Internet ICMP Redirect packets.
ICMP was designed to dynamically find the most efficient IP route to a destination. ICMP
redirect packets are one of the oldest route discovery methods on the Internet and one of the
least secure, because it is possible to counterfeit ICMP redirects and change the way a device
routes packets.

Usage: Specify one of the following values:
» Accept (to process ICMP redirects). This is the default.
e Ignore (to drop ICMP redirects)

L ocation: Ethernet>Mod Config

Id Auth

Description: Specifies how CLID (calling line ID) or DNIS (Dial Number Information Ser-

vice) should be used for authentication.

Usage: Specify one of the following values:

* Ignore (the default)
Don't require a matching ID from incoming calls.

o Prefer
Authenticate using the CLID if available, otherwise fall back to using PAP or CHAP
authentication.

* Require
The CLID must be valid and match the value in a configured profile. If the profile also
requires password authentication, do that as well.

» Fallback
Authenticate using the CLID when RADIUS is available, otherwise fall back to using
password authentication.

e Called Require
The called number must be valid and match the Calling # value in a configured profile. If
the profile also requires password authentication, do that as well.

+ Called Prefer
Authenticate using the Calling # value in a configured profile if available, otherwise fall
back to using password authentication.

Location: Ethernet>Answer

See Also: AnsOrig, Calling #, Called #

Idle

Description: In the Answer or Connection profile, specifies the number of seconds the MAX
waits before clearing a call when a session is inactive.

Usage: Specify the number of seconds a session can remain idle without being brought down.
If you specify 0 (zero), MAX does not enforce a limit; an idle connection stays open indefi-
nitely. The default setting is 120 seconds.
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Idle Logout

Idle Pct

IF Adrs

L ocation: Ethernet>Answer>Session Options, Ethernet>Connections>Session Options

See Also: Call Type, Profile Regd

Description: Specifies the number of minutes an administrative login can remain inactive
before the MAX logs out and hangs up.

Usage: Specify a number between 0 and 60. The default setting is 0; this setting disables auto-
matic logout.

L ocation: System>Sys Config

Description: Specifies a percentage of bandwidth utilization below which the MAX clears an
MP+ call. Bandwidth utilization must fall below this percentage on both sides of the connec-
tion before the MAX clearsthe call.

If the device at the remote end of the link enters an Idle Pct setting lower than the value you
specify, the MAX does not clear the call until bandwidth utilization falls below the lower
percentage. If either end of a connection sets this parameter to O (zero), the MAX ignoresthe
parameter on both sides.

Note: When bandwidth utilization falls below the Idle Pct setting on both sides of the connec-
tion, the call disconnects regardless of whether the time specified by the Idle parameter has
expired.

Usage: Specify a number between 0 and 99. The default value is O; this setting causes the
MAX to ignore bandwidth utilization when determining whether to clear a call.

Dependencies: This parameter applies only to MP+ calls.
L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options

See Also: Call Filter, Encaps, Idle

Description: Specifies a numbered interface I P address for the MAX. Interface-based routing
allowsthe MAX to operate more nearly the way a multi-homed Internet host behaves. In addi-
tion to the system-wide I P configuration, the MAX and the far end of the link have link-spe-
cific IP addresses. The MAX address for this connection is specified in the IF Adrs parameter.
The far-end numbered interface address is specified in the WAN Alias parameter.

Usage: Specify the IP address of the numbered interface.

Example: IF Adr=10.207.23.7/24

Dependencies: This parameter does not apply if the MAX does not route IP.
Parameter Location: Ethernet>Connections>IP options

See Also: WAN Alias, Route IP
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Ignore Def Rt
Description: Specifies whether the MAX ignores the default route when updating its routing
table via RIP updates. The default route specifies a static route to another IP router, whichis
often alocal router such as a Cisco router or another kind of LAN router. When the MAX is
configured to ignore the default route, RIP updates will not modify the default routein the
MAX routing table.

Usage: Specify Yesor No. No is the default.
e Yes means the MAX ignore advertised default routes. This is recommended.
* No means the MAX may modify its default route based on RIP updates.

Example: Ignore Def Rt=Yes
Dependencies: This parameter is not applicable if the MAX does not route IP.

L ocation: Ethernet>Mod Config>Ether Options

Imm. Modem Access
Description: Specifies the type of call restriction in use for the Immediate Modem feature.

Note: Previously, you could set the Imm. Modem Pwd parameter to null to allow unlimited
access to the Immediate Modem feature—now you should set Imm. Modem Access to None
instead. However, for compatibility reasons, the system still treats the combination of Imm.
Modem Access=Global and a null Imm. Modem Pwd parameter as if Imm. Modem Access
were set to None.

Usage: Specify one of the following values:

« None
This indicates that call restriction is disabled, and that all users can place outgoing calls.
e Global

This indicates that a single password is used to verify dialout. Anyone who knows that
password can place outgoing calls. The Imm. Modem Pwd parameter specifies the pass-
word.

e User (the default)

When per-user Immediate Modem access is enabled, the MAX requests a login name
before allowing any user access to the Immediate Modem feature. It then looks for a pro-
file with that name. If it doesn’t find a matching profile, the MAX closes the Telnet ses-
sion and rejects the request for dialout. If it does find a matching profile, it request the
password (if any) associated with that profile. If the user enters the correct password, the
MAX performs an additional check: it verifies that the Dialout-OK parameter is set to Yes
in the Connection profile. The user is allowed access to a modem only if the user enters
the proper password and has Dialout-OK set to Yes. Otherwise, the MAX closes the Telnet
session and displays an appropriate message.

Example: Imm. Modem Access=User
L ocation: Ethernet>Mod Config>TServ Options

See Also: Dialout OK, Imm. Modem Pwd
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Imm. Modem Port

Description: Specifies the port number for Immediate Modem dialout. It tellsthe MAX that
all Telnet sessions initiated with that port number want modem access.

Usage: Specify a port number (5000-65535). The default is 5000.
L ocation: Ethernet>Mod Config>TServ Options
Dependencies: This parameter is not applicable if terminal services are disabled.

See Also: Immediate Modem

Imm. Modem Pwd

Description: Specifies a password required to dialout using the Immediate Modem service
when Imm. Modem Access is set to Global. If this password is non-null, users will be
prompted for a password before being allowed access to a modem and modem dialout service
will be denied if the user does not enter the proper password.

Usage: Specify a password up to 64 characters.
L ocation: Ethernet>Mod Config>TServ Options

Dependencies. This parameter is not applicable if terminal services are disabled, if Immediate
Modem is disabled, or if Inm. Modem Access is set to None or User.

See Also: Immediate Modem, Imm. Modem Access

Immed Host
Description: Specifies the host to use for terminal server users’ immediate service. Immediate
service establishes the selected session as soon as the terminal server connection is established.
Usage: If the immediate service is Telnet, Raw-TCP, or Rlogin, specify the IP address or DNS
hostname.
Example: Immed Host=hostl.abc.com
Dependencies: This parameter is not applicable if terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options
See Also: Immed Port, Immed Service

Immed Port
Description: Specifies the TCP port on which immediate Telnet, raw TCP, or Rlogin sessions
are established as soon as the terminal server connection is established.
Usage: Specify the port number on the remote device. The default zero indicates port 23.
L ocation: Ethernet>Mod Config>TServ Options
See Also: Immed Host, Immed Service
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Immed Service

Description: Enables a particular type of service for establishing an immediate host connec-
tion for dial-in terminal server connections (“immediate mode”).

Usage: Specify one of the following values:

* None (the default)
This disables immediate mode.

* Telnet

For telnet service, you can set the Telnet Host Auth parameter to bypass the terminal
server authentication and go right to a Telnet login prompt.

* Raw-TCP
* Rlogin

Dependencies: This parameter requires a host specification in the Immed Host parameter. It is
not applicable if terminal services are disabled.

L ocation: Ethernet>Mod Config>TServ Options

See Also: Immed Host, Immed Port

Immediate Modem

Init

Description: Enables or disables the Immediate Modem service. If Inmediate Modem service
is enabled, users can Telnet to a MAX to access the MAX unit’s modems, so that they can
place outgoing calls without going through MAX terminal server interface. The MAXDial
software offers the same outgoing call ability, but through a GUI interface.

Note: The MAX provides per-user control and accounting for both the Immediate Modem fea-
ture and MAXDial to control access to the modems. See Immediate Modem Access.

Usage: Specify Yes or No. No is the default.
* Yes enables Immediate Modem service.
* No disables this service.

L ocation: Ethernet>Mod Config>TServ Options
Dependencies. This parameter is not applicable if terminal services are disabled.

See Also: Imm. Modem Port, Imm. Modem Access

Dependencies: Specifies the string that will be sent to the modem during initialization and
anytime a PC CARD modem is inserted into one of the slots.

Usage: Specify the modem string. Refer to your modem manual for information on the initial-
ization string to enter.

Dependencies: Init is not applicable if Strings=Default.

Location: PC CARD Modem>Mod Config
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Initial Scrn

IP Addr Msg

IP Adrs

IP Direct

IPX Alias

Description: Specifies the type of user interface displayed at the start of adial-in terminal
server connection.

Usage: Specify one of the following values:
e Cmd (the default) to display the command-line interface (“terminal mode”).
* Menu to display the menu interface (“menu mode”).

L ocation: Ethernet>Mod Config>TServ Options

Description: Specifies a string to be printed in front of the IP address when a terminal server
user initiates a PPP session.

Usage: Specify a text string up to 20 characters. The default is “IP address is: ".
Example: IP Addr Msg=Your IP address is:
Dependencies: This parameter is not applicable when terminal services are disabled.

L ocation: Ethernet>Mod Config>TServ Options

Description: Specifies the LAN interface IP address.

Usage: Specify the IP address of the MAX on the local IP network or subnet.
Example: IP Adrs=10.2.1.1/24

Dependencies. This parameter does not apply if the MAX does not route IP.
L ocation: Ethernet>Mod Config>Ether Options

See Also: Encaps, Route IP

Description: Specifies the IP address of a host to all inbound IP packets on this link will be
directed. When you specify an address for this parameter, the MAX bypasses all internal rout-
ing and bridging tables and sends each packet received from the remote end of the connection
to the specified address. This does not affect outbound traffic.

Usage: Specify an IP address. The default is 0.0.0.0. If you accept the default, the MAX does
not redirect traffic coming from the remote end specified by the Connection profile.

Example: IP Direct=10.2.3.4/24
Location: Ethernet>Connections>Session Options

See Also: Bridge, Encaps, FR Direct, RIP, Route IP

Description: Specifies the IPX network number assigned to a point-to-point link. This param-
eter is used only when the MAX operates with a non-Ascend router that uses a numbered inter-
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IPX Enet#

IPX Frame

face. It does not apply if you are routing from one MA X to another, or to arouter that does not
use a numbered interface.

Usage: Specify an IPX network number. The default value is 00000000. FFFFFFFF isinvalid.
Dependencies: This parameter is not applicable if the MAX does not route IPX.

L ocation: Ethernet>Connections>IPX Options

See Also: Route IPX

Description: Specifiesthe IPX network number for the Ethernet interface of the MAX. The

easiest way to ensure that the number is correct isto leave the default null address. This causes

the MAX to listen for its network number and acquire it from another router on that interface.

If you enter a number other than zero, the MAX becomes a “seeding” router and other routers
can learn their IPX network number from the MAX. For details about seeding routers, see the
Novell documentation.

Usage: Specify the IPX network number in use on the Ethernet segment to which the MAX is
connected. The default 00000000 causes the MAX to learn its network number from other
routers on that interface.

Example: IPX Enet #=DE040600
Dependencies: This parameter is not applicable if the MAX does not route IPX.

Location: Ethernet>Mod Config>Ether Options

Description: Specifies the packet frame used by the majority of NetWare servers on Ethernet.
The MAX routes and spoofs only one IPX frame type (IEEE 802.2 by default), which is speci-
fied in the IPX Frame parameter. If some NetWare software transmits IPX in a frame type
other than the type specified here, the MAX drops those packets, or if bridging is enabled, it
bridges them. If you are not familiar with the concept of packet frames, see the Novell docu-
mentation.

Usage: Specify one of the following values:

e 802.2 (NetWare 3.12 or later)
This setting indicates that the IPX clients and servers on the local Ethernet cable follow
the IEEE 802.2 protocol for the MAC header. The framer contains the LLC (Logical Link
Control) header in addition to the MAC (Media Access Control) header. This is the
default.

e 802.3 (for NetWare 3.11 or earlier)

This setting indicates that IPX clients and servers on the local Ethernet cable follow the
IEEE 802.3 protocol for the MAC header, also called Raw 802.3. The frame does not con-
tain the LLC (Logical Link Control) header in addition to the MAC (Media Access Con-
trol) header.

* SNAP

This setting indicates that the IPX clients and servers on the local Ethernet network follow
the SNAP (SubNetwork Access Protocol) for the MAC header. This specification includes
the IEEE 802.3 protocol format plus additional information in the MAC header.
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IPX Net #

IPX Pool #

IPX RIP

* Enetll
This setting indicates that IPX clients and servers on the local Ethernet network follow the
Ethernet Il protocol for the MAC header.

* None disables IPX-specific features.

If you choose this setting, the MAX can bridge or route IPX, but without watchdog spoof-
ing or the automatic RIP and SAP handling.

Dependencies: This parameter is not applicable if the MAX does not route IPX.

L ocation: Ethernet>Mod Config>Ether Options

Description: Specifies the network number of the remote-end router. If specified, it creates a
static route to that device. It is needed only when the remote-end router requires that the MAX
know its network number before connecting.

Usage: Specify the remote device’s IPX network number. The default 00000000 is appropriate
for most installations. The default causes the MAXnot to advertise the route until it makes a
connection to the remote network.

Dependencies: This parameter is not applicable if the MAX does not route IPX.
L ocation: Ethernet>Connections>IPX Options

See Also: Route IPX

Description: Specifies a virtual IPX network to be assigned to dial-in NetWare clients. Dial-in
clients do not belong to an IPX network, so they must be assigned an IPX network number to
establish a routing connection with the MAX. The MAX advertises the route to this virtual net-
work and assigns it as the network address for dial-in clients.

The dial-in Netware client must accept the network number, although it can provide its own
node number or accept a node number provided by the MAX. If the client does not have a
unigue node address, the MAX assigns the node address as well.

Usage: Specify an IPX network number that is unique in the IPX routing domain. All dial-in
clients will be assigned addresses on this virtual network.

Example: IPX Pool #=FF0000037
Dependencies: This parameter is not applicable if the MAX does not route IPX.

L ocation: Ethernet>Mod Config>Ether Options

Description: IPX RIP in a Connection profile defines how RIP packets are handled across this
WAN connection. IPX RIP is set to Both by default, indicating that RIP broadcasts will be
exchanged in both directions. You can disable the exchange of RIP broadcasts across a WAN
connection, or specify that the MAX will only send or only receive RIP broadcasts on that con-
nection.

Usage: Specify one of the following values:
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« Both (send and receive RIP updates). This is the default.
e Send (send RIP updates but do not receive them).

* Recv (receive RIP updates but do not send them).

e Off (do not send or receive RIP updates).

Example: IPX RIP=Both
Dependencies: This parameter does not apply if Peer=Dialin or the MAX does not route IPX.
L ocation: Ethernet>Connection> IPX options...

See Also: IPX SAP, Peer

IPX Routing
Description: This enables IPX routing mode. When you turn on IPX routing in the MAX and
close the Ethernet profile, the MAX comes up in IPX routing mode, uses the default frame type
802.2 (which is the suggested frame type for NetWare 3.12 or later), and listens on the Ethernet
to acquire its IPX network number from other IPX routers on that segment.
Usage: Specify Yes or No. No is the default.
e Yes enables IPX routing in the MAX.
* No disables IPX routing system-wide.
Example: IPX Routing=Yes
Dependencies: If IPX routing is disabled, the MAX can still bridge IPX packets, provided that
Bridging is enabled.
L ocation: Ethernet>Mod Config
See Also: Active, Connection #, Dial Query, Hop Count, IPX Alias, IPX Enet#, Network,
Node, Route IPX, Server Name, Server Type, Socket, Tick Count

IPX SAP

Description: IPX SAP in a Connection profile defines how SAP packets are handled across
this WAN connection. IPX SAP is also set to Both by default, indicating that SAP broadcasts
will be exchanged in both directions. If SAP is enabled to both send and receive broadcasts on
the WAN interface, the MAX broadcasts its entire SAP table to the remote network and listens
for SAP table updates from that network. Eventually, both networks have a full table of all ser-
vices on the WAN. To control which services are advertised and where, you can disable the
exchange of SAP broadcasts across a WAN connection, or specify that the MAX will only
send or only receive SAP broadcasts on that connection.

Usage: Specify one of the following values:

* Both (send and receive SAP updates). This is the default.
e Send (send SAP updates but do not receive them).

* Recv (receive SAP updates but do not send them).

« Off (do not send or receive SAP updates).

Example: IPX SAP=Both
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IPX SAP Filter

Dependencies: This parameter does not apply if Peer=Dialin or the MAX does not route | PX.
L ocation: Ethernet>Connections>IPX Options

See Also: IPX RIP, Peer

Description: Appliesa SAP filter to the LAN or WAN interface. You can apply an IPX SAP
filter to exclude or explicitly include certain remote services from the MAX SAP table. If you
apply a SAP filter in a Connection profile, you can exclude or explicitly include servicesin
both directions.

Usage: Specify the unique portion of the number preceding an IPX SAP Filter profile namein
the IPX SAP Filters menu. The default zero means no filter is applied.

Example: IPX SAP Filter=4
Dependencies: This parameter does not apply if the MAX does not route |PX.

L ocation: Ethernet>Answer>Session Options, Ethernet>Connections>Session Options,
Ethernet>Mod Config>Ether Options

See Also: IPX Enet #, IPX Routing, Server Name, Server Type, Type, Valid
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K

K Window Size
Description: Thisparameter establishes the maximum number of data packets that can be out-
standing in an X.75 connection before acknowledgment is required.

Usage: Specify a number between 2 and 7. The default is 7.

L ocation: Ethernet>Answer>X.75 Options

See Also: Frame Length, N2 Retransmission Count, T1 Retransmission Timer, X.75
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L

LAN Adrs

Length

Link Type

Description: Specifies the IP address of remote-end host or router.
Usage: Specify the IP address of the remote device.
Example: LAN Adrs=200.207.23.101/24

Dependencies: This parameter does not apply if the MAX does not support I P routing. No two
calling Connection profiles should have the same LAN Adrs.

L ocation: Ethernet>Connections>IP Options

See Also: Encaps, IP Adrs, Route | P, Station

Description: InaFirewall profile, it specifies the length of the firewall uploaded to the MAX
from Secure Access Manager (SAM). In Firewall profiles, the parameter is read-only.

In afilter of type Generic, specifies the number of bytesto test in aframe, starting at the
specified Offset. The MAX compares the contents of those bytes to the value specified in the
filter's Value parameter. For example, with this specification:

Filters

Nanme=fil t er-nane
Input filters...

In filter 01
Ceneric...
For war d=No
O fset=2
Lengt h=8

Mask=0F FF FF FF 00 00 00 FO
Val ue=07 FE 45 70 00 00 00 90
Conpar e=Equal s

Mor e=No

and the following packet contents:
2A 31 97 FE 45 70 12 22 33 99 B4 80 75
The filter applies the mask only to the eight bytes following the two-byte offset.

Usage: In a Filter profile, specify a number between 0 and 8 that defines the number of bytes
to use for comparison. The default zero means no bytes are compared.

L ocation: Ethernet>Filters>Input filters>In filter N>Generic, Ethernet>Filters>Output fil-
ters>Out filter N>Generic, Ethernet>Firewalls

See Also: Offset, Mask, Value

Description: Specifies whether an ISDN BRI line is operating in point-to-point or multipoint
mode. If the MAX uses only one channel of a multipoint ISDN BRI line and another device
uses the other channel, you can set one channel to unused by setting B1 Usage or B2 Usage to
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List Attempt

List Size

Unused, and enter only one SPID. The device sharing the line must enter the other assigned
SPID.

Usage: Check with your carrier to find out the setting you should specify for this parameter.
You can specify one of the following values:

» P-T-P specifies point-to-point mode, in which the MAX requires one phone number and
no SPIDs.

e Multi-P specifies multipoint mode, in which the MAX requires two phone numbers and
two SPIDs. This is the default.

Dependencies: All switch types use multi-point except the AT&T 5ESS switch.

Location: PC Card BRI>Line Config

See Also: Pri SPID, Sec SPID, Switch Type

Description: Enables or disables the DNS List Attempt feature. DNS can return multiple
addresses for a hostname in response to a DNS query, but it does not include information about
availability of those hosts. Users typically attempt to access the first address in the list. If that
host is unavailable, the user must try the next host, and so forth. However, if the access attempt
occurs automatically as part of immediate services, the physical connection is torn down when
the initial connection fails. To avoid tearing down physical links when a host is unavailable,

you can use the List Attempt parameter to enable the user to try one entry in the DNS list of
hosts, and if that connection fails, to try the next entry, and so on, without losing the WAN ses-
sion. The List Size parameter specifies the maximum number of hosts listed.

Usage: Specify Yes or No. No is the default.

* Yes enables a user to try the next host in the DNS list if the first Telnet login attempt fails,
which may prevent the physical connection from being torn down.

« No means the connection fails if the first Telnet attempt is refused. For dial-in users, the
physical connection is torn down when the initial connection fails.

Example: List Attempt=Yes
L ocation: Ethernet>Mod Config>DNS

See Also: List Size

Description: Specifies the number of DNS addresses that will be made accessible to terminal
server users in response to a DNS query. The maximum is 35 because BSD has a limit of 35.

Usage: Specify a number between 0 and 35. The default is 6.
Dependencies. This parameter is not applicable if the List Attempt feature is disabled.
L ocation: Ethernet>Mod Config>DNS

See Also: List Attempt
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Local Echo

Description: Allows you to configure local echo mode on aterminal server session. Local
echo modeis aline-by-line mode, where the line that appears asit istyped is not actually trans-
mitted until a carriage return is entered. If local echo is enabled, the line transmitted is echoed
on thelocal MAX terminal screen.

Local echo allows MAX terminal server usersto connect to non-standard Telnet ports and
programs. If the remote server turns local echo on or off in its option negotiation for a Telnet
session, this setting will override the setting made locally.

A terminal server user can override the Local Echo setting from the command line for the
current session using the -e option of the Telnet command.

Usage: Specify Yesor No. No isthe default.
* Yes turns on local echo.
* No disables local echo.

Dependencies: This parameter is not applicable if terminal services are disabled.

Location: Ethernet>Mod Config>TServ options

Local Profiles First

Description: Specifies whether the MAX should attempt local authentication before remote
(external) authentication. By default, the MAX first attempts to authenticate the connection
using local profiles. If that fails, the MAX tries to authenticate the connection using an external
authentication server.

If this parameter set to No, the MAX first tries to authenticate the connection using a remote
authentication server. If that fails, the MAX attempts to authenticate the connection using local
profiles. In this case, some dynamic password challenges behave differently than when
authentication is local. (PAP and CHAP work the same either way.)

 PAP-TOKEN

Authentication will not produce a challenge if there is a local profile. This defeats the
security of using PAP-TOKEN.

+ PAP-TOKEN-CHAP
Brings up one channel, but all other channels fail.
« CACHE-TOKEN

If the far end of the connection has ever authenticated using a challenge, CACHE-TOKEN
will not work with local profiles. If the far end has not ever authenticated, there will be no
problem with the local profiles.

Note: Because the remote authentication is tried first if this parameter set to No, the MAX
waits for the remote authentication to time out before attempting to authenticate locally. This
timeout may take longer than the timeout specified for the connection and could cause all con-
nection attempts to fail. To prevent this, set the authentication timeout value low enough to not
cause the line to be dropped, but still high enough to permit the unit to respond if it is able to.
The recommended time is 3 seconds.

Usage: Specify Yes or No. Yes is the default.
e Yes retains the default authentication order.
* No reverses the default and attempts remote authentication first.
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Location

Log Facility

Log Host

Example: Local Profiles First=Yes

Dependencies: This parameter is not applicableif Auth is set to None. See the Note above for
related dependencies.

L ocation: Ethernet>Mod Config>Auth

See Also: Auth Timeout

Description: Thisisan SNMP-readable parameter that specifies the physical location of the
MAX. It does not affect the unit's operations.

Usage: Specify a description of the MAX unit’s location. You can enter up to 80 characters.
L ocation: System>Sys Config

See Also: Contact

Description: Specifies how the Syslog host sorts system logs. The Syslog host is the station to
which the MAX sends system logs.

All system logs using the same setting are grouped together in the host’s file system. That is,
all system logs using the LocalO facility are grouped together, all system logs using the Locall
facility are grouped together, and so on.

Usage: Specify one of the following values:
e LocalO (the default)

 Locall
 Local2
e Local3
 Local4
 Local5
e Local6
e Local7

Dependencies: This parameter applies only when Syslog=VYes.
L ocation: Ethernet>Mod Config>Log

See Also: Log Host, Syslog

Description: Specifies the IP address of the Syslog host—a UNIX station to which the MAX
sends system logs.

Usage: Specify the IP address of Syslog host. The default value is 0.0.0.0.
Example: Log Host=10.207.23.1

Dependencies: This parameter applies only when Syslog=Yes.
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Login Host

Login Port

Login Prompt

Login Timeout

L ocation: Ethernet>Mod Config>Yes

See Also: Log Facility, Syslog

Description: Specifiesthe |P address or DNS hostname of the host to which raw TCP connec-
tions will be directed.

Usage: Specify the IP address or hostname of the device.
L ocation: Ethernet>Connections>Encaps Options

See Also: Login Port

Description: Specifiesthe TCP port the raw TCP connection will use to connect to the speci-
fied host.

Usage: Specify the TCP port number on the login host. You can specify a value between 1 and
65535. The default is 1.

L ocation: Ethernet>Connections>Encaps Options

See Also: Login Host

Description: Specifies the string used to prompt for a user name when authenticationisin use

and an interactive user initiates aconnection. If the Prompt Format parameter is set to Yes, you

can include multiple linesin the login prompt by including carriage-return/line-feed (\n) and

tab (\t) characters. To include an actual backslash character, you must “escape” it with another
backslash. For example, you could enter this string:

Wel cone to\n\t\\ Ascend Renpte Server\\\nEnter your user nane:

to display the following text as a login prompt:

Wl cone to
\\ Ascend Renpte Server\\
Enter your user nane:

Usage: Specify up to 31 characters. The default value is “Login:”.
Example: Login Prompt="Enter your name:”

Dependencies. This parameter does not apply if terminal services are disabled. If the Prompt
Format parameter is set to No, this parameter is limited to 15 characters and cannot include
newlines or tabs.

L ocation: Ethernet>Mod Config>TServ Options

Description: Specifies the number of seconds a terminal-server user can use for logging in.
After the specified number of seconds, the login attempt times out. A user has the total number
of seconds indicated in the Login Timeout field to attempt a successful login. This means that
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LQM

LQM Max

LQM Min

the timer begins when the login prompt appears on the terminal server screen, and continues (is
not reset) when the user makes unsuccessful login attempts.

Usage: Specify between 0 and 300 seconds. The default is 300. A zero value disables the
timer.

Example: Login Timeout=300
Dependencies: This parameter does not apply if terminal services are disabled.

L ocation: Ethernet>Mod Config>T Serv Options

Description: Specifies whether the MAX requests Link Quality Monitoring (LQM) when
answering a PPP call. LQM counts the number of packets sent across the link and periodically
asks the remote end how many packets it has received. Discrepancies are evidence of packet
loss and indicate link quality problems.

Both sides of the link negotiate the interval between periodic link quality reports; however, the
interval must fall between the minimum interval (LQM Min) and the maximum interval (LQM
Max).

Usage: Specify Yesor No. No is the default.
e Yes enables link quality monitoring for PPP connections.
¢ No turns off LQM.

Location: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options

Dependencies: This parameter applies only to PPP and its multilink variants.

See Also: Encaps, LOM Max, LQM Min

Description: Specifies the maximum duration between link quality reports for PPP connec-
tions, measured in 10ths of a second.

Usage: Specify a number between 0 and 600. The default is 600.

Dependencies: This parameter applies only to PPP and its multilink variants. It is not applica-
ble if LQM is set to No.

Location: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options

See Also: LQM, LQM Min

Description: Specifies the minimum duration between link quality reports for PPP connec-
tions, measured in 10ths of a second.

Usage: Specify a number between 0 and 600. The default is 600.

Dependencies. This parameter applies only to PPP and its multilink variants. It is not applica-
ble if LQM is set to No.
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L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options

See Also: LQM, LOM Max
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Mask
Description: In afilter of type Generic, specifies a 16-bit mask to apply to the Value before
comparing it to the packet contents at the specified offset. You can use it to fine-tune exactly
which bits you want to compare.

The MAX applies the mask to the specified value using alogical AND after the mask and
value are both translated into binary format. The mask hides the bits that appear behind each
binary 0 (zero) in the mask. A mask of all ones (FF FF FF FF FF FF FF FF) masks no bits, so
the full Compare To value must match the packet contents. For example, with this filter
specification:
Filters
Nane=fil ter-name
Input filters...

In filter 01
Ceneric...
For war d=No
O fset=2
Lengt h=8

Mask=0F FF FF FF 00 00 00 FO
Val ue=07 FE 45 70 00 00 00 90
Conpar e=Equal s

Mor e=No

and the following packet contents:
2A 31 97 FE 45 70 12 22 33 99 B4 80 75

The mask is applied as shown below, resulting in avalue that matches the Value.

2-byte Byte Offset 8-byte Comparison

I [ |
2A 31 97 FE 45 70 12 22 33 99 B4 80 75

Mask - === mmmmmmn OF FF FF FF 00 00 00 FO
Resultof mask - - - ----. 07 FE 45 70 00 00 00 90
Valuetotest - - -------- 07 FE 45 70 00 00 00 90

The packet matches this filter. Because the Filter Action is “Discard”, the packet will be
dropped. The byte comparison works as follows:

e 2A and 31 are ignored due to the two-byte offset.

* 9inthe lower half of the third byte is ignored, because the mask has a 0 in its place. The 7
in the third byte matches the value parameter’s 7 in the upper half of that byte.

e F and E in the fourth byte match the value parameter for that byte.
e 4 and 5 in the fifth byte match the value parameter for that byte.
e 7 and 0 in the sixth byte match the value parameter for that byte.

« 12 and 22 and 33 in the seventh, eighth and ninth bytes are ignored because the mask has a
0 in those places.
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* 9in the tenth byte equals the matches the value parameter’s 9 in the lower half of that
byte. The second 9 in the upper-half of the packet’s tenth byte is ignored because the mask
has a 0 in its place.

Usage: Specify a 16-bit hexadecimal number. The default of all zeroes means the MAX uses
the data in the packet as is for comparison purposes.
Example: Mask=0FFFFFFFO00000FO0
Location: Ethernet>Filters>Input filters>In filter N>Generic, Ethernet>Filters>Output fil-
ters>Out filter N>Generic
See Also: Length, Offset, Type, Value

Max Baud
Description: Specifies the highest baud rate that V.34 digital modems on the MAX should
attempt to negotiate. Typically, the digital modems start with the highest possible baud rate
(3360) and negotiate down to the rate accepted by the far end modem. You can adjust the max-
imum rate to bypass some of the negotiation cycles, provided that no inbound calls will use a
baud rate higher than what you specify here.
Usage: Specify the maximum baud rate. The default is 3360 baud (the highest setting).
Dependencies. This parameter is not applicable if terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options
See Also: TS Enabled

Max Ch Count

Description: Specifies the maximum number of channels that can be allocated to a multilink
connection. For optimum performance, both sides of the connection should specify the same
maximum channel count.

Usage: Specify a number between 1 and the maximum number of channels your system sup-
ports. The default setting is 1.

Example: Max Ch Count=5

Dependencies: In a Connection profile or Answer profile, this parameter applies only to MPP
calls.

Location: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options
See Also: Add Pers, Base Ch Count, Call Mgm, Encaps

See Also: DSO Min Rst

Max. Time (min)
Description: Specifies the maximum connect time in minutes for the ARA dial-in. The MAX
initiates an ARA disconnect when the specified time is up. The ARA link goes down cleanly,
but remote users are not notified. Users will find out the ARA link is gone only when they try
to access a device.

Note: The Max. Time parameter is not associated with the MAX unit’s idle timer.
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MDM Trn Level

Metric

Usage: Specify a number between 1 and the maximum number of minutes the connection
should stay up. The default setting is 0 (zero); this setting indicates an unlimited connection
time.

Dependencies: This parameter applies only to ARA connections.
L ocation: Ethernet>Connections>Encaps Options

See Also: Password, ARA, AppleTak, Encaps

Description: Specifiesthe default transmit level for adigital modem. When a modem callsthe
MAX, the unit attempts to connect at the transmit attenuate level you specify. Thisisthe
amount of attenuation in decibels the MAX should apply to the line, causing the line to lose
power when the received signal is too strong. Generally, you do not need to change the trans-
mit level. However, when the carrier is aware of line problems or irregularities, you may need
to alter the modem’s transmit level.

Rockwell modem code has been modified to make the transmit level programmable, so users
can change the default setting for their specific connection. Transmitting at higher level helps
certain modems with near-end-echo problems.

Usage: Specify a value between -13 db and -18 db. The default is -13 db.

Example: MDM Trn Level=-13db
Dependencies: This parameter does not apply if terminal services are disabled.

L ocation: Ethernet>Mod Config>TServ Options

Description: In a Connection or Route profile, specifies a RIP metric (a virtual hop count)
associated with the IP route. In the Answer profile, it specifies the RIP metric of the IP link
when the MAX validates an incoming call using RADIUS or TACACS and Use Answer as
Default is enabled.

The specified metric is a virtual hop count. The actual hop count includes the metric of each
switched link in the route.

If two routes have the same preference value, the MAX chooses the route with the lowest
metric. If you enable RIP (Routing Information Protocol) across the WAN in a Connection
profile or an Answer profile, the hop count for the route can differ from the value of the Metric
parameter in the Route profile because the MAX always uses the lower hop count.

Usage: Press Specify a number between 1 and 15. The default setting is 7. The higher the num-
ber you specify, the less likely that the MAX will bring the link or route online.

Example: Metric=4

Dependencies: This parameter does not apply if the MAX does not route IP. In the Answer
profile, the Use Answer as Default parameter must also be enabled.

L ocation: Ethernet>Answer>IP Options, Ethernet>Connections>IP Options, Ethernet>Static
Rtes
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See Also: Private, RIP
Mfg
Description: Specifies the name the PC Card modem reports during initialization. You cannot
change this value.
Location: PC CARD Modem>Mod Config
Min Ch Count

Modem Dialout

More

Description: Specifies the minimum number of channels that can be established for a multi-
link call. If this number of channelsis not available, the multilink session is not established.
For optimum performance, both sides of the multilink connection should set this parameter to
the same value.

Usage: Specify anumber between 1 and the maximum channel count. The default setting is 1.
Example: Min Ch Count=1

L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options, Host/
Dual (Host/6)>PortN Menu>Directory>Time Period N

See Also: Call Mgm, Max Ch Count

Description: Specifies whether an operator can use this MAX unit’s V.34 digital modems to
dial out from the terminal server interface. Once the connection is established, the user can
issue AT commands to the modem as if connected locally to the modem’s asynchronous port.
If you set this parameter to No while users have active dialout connections, those connections
are not affected. However, no new modem dialouts will be allowed.

Usage: Specify Yes or No. No is the default.
* Yes enables terminal-server users to dial out using the MAX unit's digital modems.
» No disables modem dialout.

Dependencies: This parameter does not apply if terminal services are disabled.

Location: Ethernet>Mod Config>TServ Option

See Also: TS Enabled, Immediate Modem

Description: In a filter of type Generic, specifies whether the MAX includes the next filter
condition before determining whether the frame matches the filter. If checked, the current filter
condition is linked to the one immediately following it, so the filter can examine multiple non-
contiguous bytes within a packet. In effect, this parameter “marries” the current filter to the
next one, so that the next filter is applied before the forwarding decision is made. The match
occurs only if both non-contiguous bytes contain the specified values.

Usage: Specify Yes or No. No is the default.

* Yes links the current filter rule to the next one, so the next filter is applied before the for-
warding decision is made.
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MP

MPP

MRU

* No does not link the current filter rule. The forwarding decision is made based solely on
this rule.

Example: More=Yes
Dependencies: The next filter must be enabled.

Location: Ethernet>Filters>Input filters>In filter N>Generic, Ethernet>Filters>Output fil-
ters>Out filter N>Generic

See Also: Forward, Length, Offset, Type, Value, Valid

Description: This enables incoming Multilink PPP (MP) connections, which use the encapsu-
lation defined in RFC 1717. MP enables the MAX to interact with Multilink PPP-compliant
equipment from other vendors to use multiple channels for a call. Both sides of the connection
must support MP.

Usage: Specify Yes or No. Yes is the default.

* Yes means the MAX answers MP (RFC 1717) calls, provided that they meet all other con-
nection criteria.

¢ No means the MAX will not accept inbound MP calls.
L ocation: Ethernet>Answer>Encaps

See Also: Encaps

Description: Enables incoming MP+ (Multilink Protocol Plus) connections, which use PPP
encapsulation with Ascend extensions. MP+ enables the MAX to connect to another Ascend
unit using multiple channels.

Usage: Specify Yes or No. Yes is the default.

* Yes means the MAX answers MP+ calls, provided that they meet all other connection cri-
teria.

* No means the MAX will not accept inbound MP+ calls.
L ocation: Ethernet>Answer>Encaps

See Also: Encaps, MP

Description: Specifies the maximum number of bytes the MAX can receive in a single packet.
Usually the default is the right setting, unless the far end requires a lower number.

Usage: Specify a number between 1 and 1524.
Example: MRU=1524
L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options

See Also: Encaps
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N

N2 Retransmission Count

Name

Net Adrs

Description: Specifies the retry limit—the maximum number of times the MAX can resend a
frame on an X.75 connection when the T1 Retransmission Timer expires.

Usage: Specify a number between 2 and 15. The default value is 10. A higher value increases
the probability of a correct transfer of data. A lower value allows for quicker detection of a per-
manent error condition.

L ocation: Ethernet>Answer>X.75 Options

See Also: Frame Length, K Window Size, T1 Retransmission Timer, X.75

Description: Specifies the name of a profile, host, or user.

Note: When the Name parameter specifies an existing host, user, the MAX system itself, or a
Firewall profile, the name is case-sensitive. The name you specify must be unique within the
list of profiles of the same type. In addition, Ascend strongly recommends that you do not use
the same name for a Names / Passwords profile and a Connection profile.

Usage: Specify a hame.
« In most profiles, the name can contain up to 16 characters.

* Inthe Names / Passwords profile, Route profile, and SNMP Traps profile, the name can
contain up to 31 characters.

Example: Name=PacBell

Location: PC Card BRI>Line Config, Ethernet>Filters, Ethernet>Firewalls, Ethernet>IPX
SAP Filters, Ethernet>Static Rtes, System>Security, Ethernet>SNMP Traps, System>Sys
Config, Ethernet>Names / Passwords,

Description: In a Bridge profile, specifies the IP address of a device at the remote end of the
link. If you are bridging between two segments of the same IP network, you can use the Net
Adrs parameter in a Bridge profile to enable the MAX to respond to ARP requests while bring-
ing up the bridged connection. If an ARP packet contains an IP address that matches the Net
Adrs parameter of a Bridge profile, the MAX responds to the ARP request with the Ethernet
(physical) address specified in the Bridge profile and brings up the specified connection. In
effect, the MAX as a proxy for the node that actually has that address.

Usage: Specify the IP address of the device on the remote network.
Example: Net Adrs=10.207.23.101/24
Location: Ethernet>Bridge Adrs

See Also: Enet Adrs
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NetWare t/o
Description: Specifiesthe number of minutesthe MAX will enable clientsto remain logged in
to a NetWare server even though their IPX connection has been torn down.

NetWare servers send out NCP watchdog packets to monitor which logins are active and
logout inactive clients. Only clients that respond to watchdog packets remain logged in.

Repeated watchdog packets would cause aWAN connection to stay up, but if the MAX simply
filtered those packets, client logins would be dropped by the remote server. To prevent
repeated client logouts while allowing WAN connections to be brought down in times of
inactivity, the MAX responds to NCP watchdog requests as a proxy for clients on the other
side of an offline IPX routing or IPX bridging connection. Responding to these requestsis
commonly called watchdog spoofing.

To the server, a spoofed connection looks like a normal, active client login session, so it does
not log the client out. The timer begins counting down as soon as the link goes down. At the
end of the selected time, the MAX stops responding to watchdog packets and the client-server
connections may be released by the server. If there is areconnection of the WAN session
before the end of the selected time, the timer is reset.

Note: The MAX filters watchdog packets automatically on al IPX routing connections and all
IPX bridging connections that have watchdog spoofing enabled. The MAX appliesacall filter
implicitly, which preventsthe Idle timer from resetting when IPX watchdog packets are sent or
received. Thisfilter is applied after the standard data and call filters.

Usage: Specify a number of minutes from 0 to 65535. The default value is O (zero); when you
accept the default, the MA X responds to server watchdog requests indefinitely.

Example: NetWare t/0=30
Dependencies: This parameter does not apply if the MAX does not support IPX.
L ocation: Ethernet>Connections>IPX Options

See Also: Handle IPX

Network
Description: Specifiesthe internal network number of the server that will be reached through
this static IPX route. If you are not familiar with internal network numbers, see the Novell doc-
umentation.

Usage: Specify the NetWare server’s internal network number. The values 00000000 and
ffffffff are not valid.

Example: Network=A00100001
Dependencies. This parameter does not apply if the IPX routing is not enabled.
Location: Ethernet>IPX Routes

See Also: Route IPX
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Node

Description: Specifiesthe node address on the internal network number of the server that will
be reached through this static IPX route. If you are not familiar with internal network numbers,
see the Novell documentation.

Usage: Specify the server’s node address on its own internal network. Typically, a server run-
ning NetWare 3.11 or later has a node number of 0000000000001.

Dependencies: This parameter does not apply if the IPX routing is not enabled.
L ocation: Ethernet>IPX Routes

See Also: Route IPX, Network
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Offset

Operations

Description: In afilter of type Generic, specifies a byte-offset from the start of aframeto the
datain the packet to be tested against this filter. For example, with thisfilter specification:
Filters
Name=filter-nane
Input filters...

In filter 01
Ceneric...
For war d=No
O fset=2
Lengt h=8

Mask=0F FF FF FF 00 00 00 FO
Val ue=07 FE 45 70 00 00 00 90
Conpar e=Equal s

Mor e=No

and the following packet contents:
2A 31 97 FE 45 70 12 22 33 99 B4 80 75

Thefirst two byes in the packet (2A and 31) are ignored due to the two-byte offset.

Note: If the current filter is linked to the previous one (if More=Yesin the previous filter), the
offset starts at the endpoint of the previous segment.

Usage: Specify a number indicating a byte-offset.
Example: Offset=2

L ocation: Ethernet>Filters>Input filters>In filter N>Generic, Ethernet>Filters>Output fil-
ters>Out filter N>Generic

See Also: Length, Mask, More

Description: Enables or disables permission to view MAX profiles and to change the value of
any parameter. When it is disabled, users can view MAX profiles, but cannot change the value
of any parameter (read-only security). In addition, when this permission is disabled, users can-
not access most DO commands. Only DO Esc, DO Close Telnet, and DO password are avail-
able.

Note: If this permission isdisabled, all other permissions are disabled as well.

Usage: Specify Yesor No. Yesisthe default.
* Yes means the operator can view and edit profiles.
* No disables this permission as well as all other permissions in the Security profile.

Example: Operations=No

L ocation: System>Security
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Passwd
Description: Specifies the terminal-server password (Ethernet profile) or the password
required to authenticate a Security profile (Security profile). Thefirst Security profile, Default,
has no password.

Note: Passwords are case-sensitive.
Usage: Specify up to 20 characters.

Dependencies: In the Ethernet profile, this parameter does not apply if terminal services are
disabled.

L ocation: Ethernet>Mod Config>TServ Options, System>Security

See Also: Edit Security, TS Enabled

Passwd Prompt
Description: Specifies the prompt the terminal server displays when asking the user for his or
her password.

Usage: Specify up to 31 characters. The default value is “Password:”.
Dependencies: This parameter does not apply if terminal services are disabled.

L ocation: Ethernet>Mod Config>TServ Options

Password
Description: Specifies the password that an incoming ARA caller must supply (Connection
profile) or the password the foreign agent must specify under ATMP (Ascend Tunnel Manage-
ment Protocol) in order to access this unit (Ethernet profile).
Note: Passwords are case-sensitive.
Usage: Specify up to 20 characters.
Dependencies: In a Connection profile, this parameter is not applicable unless Encaps is set to
ARA. In the Ethernet profile, it is not applicable unless ATMP is enabled and the ATMP Mode
is Home.
L ocation: Ethernet>Connections>Encaps Options, Ethernet>Mod Config>ATMP Options
See Also: AppleTalk, ARA, ATMP Gateway, ATMP Mode, Encaps, Type, UDP Port

Peer

Description: Specifies whether the remote IPX caller is a router or a dialin client.

Usage: Specify one of the following values:
* Router (the default) specifies that the caller is an IPX router.
« Dialin specifies a dialin client.
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Pool

Dial-in NetWare clients do not have an IPX network address. To alow those clients an
IPX routing connection to the local network, the MAX must assign the client an IPX net-
work address from avirtual IPX network defined in the IPX Pool parameter.

For dialin clients, the MAX does not send RIP and SAP advertisements across the connec-
tion and ignores RIP and SAP advertisements received from the far end. However, it does
respond to RIP and SAP queries received from dial-in clients

Dependencies: This parameter does not apply if IPX routing is not enabled. It requires that a
virtual IPX network number be provided in the IPX Pool parameter.

L ocation: Ethernet>Connections>IPX Options

See Also: |PX Pool#

Description: Specifiesan I P address pool from which the caller will be assigned an | P address.
If the Pool parameter isnull but all other configuration settings enable dynamic assignment,
the MAX gets | P addresses from the first defined address pool.

You can define up to 10 |P address pools in the vt100 interface. RADIUS supports up to 50
address poals.

Usage: Specify the number of the pool. The default is 1.
L ocation: Ethernet>Connections>IP Options

See Also: Assign Adrs, Pool # Count, Pool # Start

Pool #N count (N=1-10)

Pool only

Description: Specifies how many | P addresses are in the numbered pool (up to 254). N repre-
sents the number of the pool, which may be 1 through 10.

Note: Addressesin apool do not accept a netmask modifier, because they are advertised as
host routes. If you allocate | P addresses on a separate | P network or subnet, make sure you
inform other I P routers about the route to that network or subnet.

Usage: For each pool, specify a number between 0 and 254.
Dependencies: The starting address must be specified in the Pool #N start parameter.
L ocation: Ethernet>Mod Config>WAN Options

See Also: Pool only, Pool #N start

Description: Instructsthe MAX to hang up if a caller rejects the dynamic assignment. During
PPP negotiation, a caller may reject the | P address offered by the MAX and present its own IP
address for consideration. Connection profiles compare | P addresses as part of authentication,
so the MAX would automatically reject such arequest if the caller has a Connection profile.
However, Names/Passwords profiles have no such authentication mechanism, and could
potentially allow acaller to spoof aloca address.

Usage: Specify Yesor No. No is the default.
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* Yes means the caller must accept dynamic assignment. This is recommended if Names/
Passwords profiles are in use.

« No means the MAX allows the caller to reject the IP address offered by the MAX and
present its own IP address for consideration.

Dependencies: At least one address pool must be defined, and addresses must be available.
L ocation: Ethernet>Mod Config>WAN Options

See Also: Pool # Count, Pool # Start

Pool #N start (N=1-10)
Description: Specifies the first addressin a block of contiguous addresses on the local net-
work or subnet. The Pool#1 count parameter specifies the number of contiguous addressesin
that pool

Usage: Specify thefirst IP addressin the pool. The address you specify does not need to be on
the same LAN segment asthe MAX. The default is 0.0.0.0.

Example: Pool #1 Start=200.207.23.1

Dependencies: The number of addresses in the pool must be specified in the Pool #N count
parameter.

L ocation: Ethernet>Mod Config>WAN Options
See Also: Pool #N count, Pool only

Pool Number
Description: Specifies the IP address pool to use to assign addresses to NAT clients.

Usage: Specify the IP address pool to use to assign I P addresses to clients using this connec-
tion. The valid range isfrom 0 to 150 (RADIUS) or 0 to 10 (pool configuration in the Ethernet
profile). The default is 0. A value of 0 means the MAX will assign any address from any avail-
able pool.

Dependencies: This parameter does not apply if Reply Enabled is set to No.
L ocation: Ethernet>Answer>DHCP options, Ethernet>Connections>DHCP options

See Also: Reply Enabled

Pool Summary
Description: Indicates that network summarizationisin use.

Network summarization reduces the size of route advertisements by summarizing a series of
host routes into a network advertisement. Packets destined for avalid host address on that
network are routed to the host, and packets destined for an invalid host address are rejected
with an ICMP “host unreachable” message. To use the pool summary feature, create a
network-aligned pool and set the Pool Summary parameter to Yes.

To be network-aligned, the Pool Start address must be the first host address. Pool Start address
—1 is used to determine the network address (the zero address on the subnet). To have a power
of two size, the Pool Count value must be two less than a power of two; for example, 2, 6, 14,
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PPP

PPP Delay

30, 62, 126. The Pool Count value + 2 is used to create a netmask. For example, with this
configuration:

Pool Sunmary=Yes
Pool #1 start=10.12.253.1
Pool #1 count =126

The network alignment address is Pool Start address —1: 10.12.253.0 and the netmask is Pool
Count +2 addresses: 255.255.255.128. The resulting address pool network is:

10. 12. 253. 0/ 25

Usage: Specify Yes or No. No is the default.

* Yes indicates that network summarization is in use. The Pool Count and Pool Start values
must be set up as described above.

* No indicates that host routes will not be summarized.

Example: Pool Summary=Yes

Dependencies: The Pool Count and Pool Start values must be set up as described above.
L ocation: Ethernet>Mod Config>WAN Options

See Also: Pool #N start, Pool #N count

Description: In the Answer profile, this enables incoming PPP (Point-to-Point Protocol) con-
nections. PPP sessions are single-channel connections to any remote device running PPP soft-
ware. In the Ethernet profile, this enables terminal server users to initiate a framed PPP session
from the terminal-server command line interface.

Usage: Specify Yes or No. Yes is the default in the Answer profile. No is the default in the
Ethernet profile.

* Yes in the Answer profile means the MAX accepts inbound PPP calls, provided that they
meet all other connection criteria. No means it will not accept inbound PPP connections.

* Yes in the Ethernet profile enables terminal-server users to invoke a PPP session. No pre-
vents them from initiating a PPP session.

Dependencies: In the Ethernet profile, this parameter does not apply if terminal services are
disabled.

L ocation: Ethernet>Answer>Encap, Ethernet>Mod Config>TServ Options

See Also: TS Enabled

Description: Specifies the number of seconds the terminal server waits before transitioning to
packet-mode processing.

Usage: Specify a number between 1 and 60. The default is 5 seconds.
Dependencies: This parameter does not apply if terminal services are disabled.

L ocation: Ethernet>Mod Config>TServ Options

MAX 200Plus Reference Guide 3-75



MAX Alphabetic Parameter Reference

P
PPP Direct
Description: Specifies whether to start PPP negotiation immediately after a user entersthe
PPP command in the terminal server interface, or to wait to receive a PPP packet from an
application. (Some applications expect to receive a packet first.)
Usage: Specify Yesor No. No isthe default.
* Yes means the MAX begins PPP/LCP negotiation immediately after a user enters PPP at
the command line.
* No means the MAX waits to receive PPP packets from the remote peer.
Dependencies. This parameter does not apply if terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options
See Also: PPP, PPP Delay
PPP Info
Description: Specifies what message is displayed when a terminal server user initiates a
framed PPP session from the command line.
Usage: Specify one of the following values:
* None (the default) specifies that no message appears.
* Mode specifies that the banner reads:
Enteri ng PPP Mode
| P address is <ipaddr>
MIU i s 1524
<ipaddr> is the caller’s IP address. The value 1524 is the default size of a link’s Maximum
Transfer Unit.
« Session specifies that the banner reads:
Enteri ng PPP Session
| P address is <ipaddr>
MU is 1524
Dependencies. This parameter does not apply if terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options
See Also: TS Enabled
Preempt

Description: Specifies the number of idle seconds the MAX waits before using one of the
channels of an idle link for a new call.

Usage: Specify a number between 0 and 65535. The MAX sets no time limit if you enter O
(zero). The default setting is 60.

L ocation: Ethernet>Answer>Session Options, Ethernet>Connections>Session Options

See Also: Call Type
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Preference

Pri DNS

Pri Num

Description: Specifies the preference value for aroute. RIP is a distance-vector protocol,
which uses a hop count to select the shortest route to a destination network.

When choosing which routes should be put in the routing table, the router first compares
preference values, preferring the lower number. If the preference values are equal, then the
router compares the metric field, using the route with the lower metric.

e Connected routes have a default preference of 0
* ICMP redirects have a default preference of 30

« RIP routes have a default preference of 100

e Static routes have a default preference of 100

e ATMP routes have a default preference of 100

Usage: Specify a number between 0 and 255. Zero is the default for connected routes (such as
the Ethernet). The value of 255 means “Don't use this route;” this value is meaningful only for
Connection profiles.

L ocation: Ethernet>Connections>IP Options, Ethernet>Static Rtes

Description: Specifies the IP address of the primary domain name server. You can specify a
primary and secondary name server of each type. The secondary server is accessed only if the
primary one is inaccessible.

Usage: Specify the IP address of the primary domain name server. The default value is 0.0.0.0.
Accept this default if you do not have a domain name server.

Example: Pri DNS=10.207.23.1
L ocation: Ethernet>Mod Config>DNS

See Also: Domain Name, Sec DNS

Description: Specifies the primary phone number for the ISDN BRI line. When the MAX
receives a multichannel MP+ call, it reports the primary phone number (Pri Num) and the sec-
ondary phone number (Sec Num) to the calling party. The calling MAX can then add more
channels. If you do not specify a phone number and the calling MAX needs to add more chan-
nels, it redials the phone number it used to make the first connection. For example, suppose
that 777-3330 is the primary number for line #1, and 777-3331 is the secondary number for
line #1. Set Pri Num=30 and Sec Num=31.

Usage: Specify up to 16 characters; you must limit those characters to numbers, hyphens, and
parentheses.

Example: Pri Num=30
Location: PC Card BRI>Line Config

See Also: Sec Num, Sub-Adr
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Pri SPID
Description: Specifies the primary Service profile Identifier (SPID) for the ISDN BRI line.
The SPIDs assigned to a BRI line operating in multipoint mode are numbers used at the central
switch to identify services provisioned for your ISDN line. A SPID isderived from atelephone
number and should be supplied by your carrier.
Note: Not al telephone companies include a suffix on their SPIDs. When receiving SPIDs
from your tel ephone company, ask them to verify whether or not suffixes are included. The
SPID formats described in the next sections have been agreed upon by most tel ephone compa-
nies.
For example, for an AT& T switch in multipoint mode, SPIDs have one of these formats:
O1nnnnnnnO
01nnnnnnn0O0
Inthe AT& T SPID formats, nnnnnn is the 7-digit phone number (not including the area code).
For example, if the phone number is 555-1212, the SPID will be 0155512120 or 01555121200.
For a Northern Telecom switch, SPIDs have one of these formats:
aaannnnnnnSS
aaannnnnnNnS00
In the Northern Telecom SPID formats, aaannnnnn is the 10-digit phone number (including
the area code). SS is an optional suffix—if specified it is a one or two-digit number
differentiating the channels. For example, if the phone numbers are 212-555-1212 and 212-
555-1213, the SPIDs may be:
21255512121
21255512132
or:
212555121201
212555121302
or one of the above formats followed by 00 (for example, 21255512130200).
Usage: Specify up to 16 characters; you must limit those characters to numbers, hyphens, and
parentheses. The default value is 0 (zero).
Location: PC Card BRI>Line Config
See Also: B1 Usage, B2 Usage, Link Type, Pri Num, Sec Num, Sec SPID, Switch Type
Private

Description: Specifies whether the MAX will disclose the existence of this route when que-
ried by RIP or another routing protocol. Private routes are used internally but are not adver-
tised.

Usage: Specify Yes or No. No is the default.

* Yes makes the route private. The MAX does not advertise the route.

* No means the route is advertised via routing protocols.

Dependencies: This parameter does not apply if the IP routing is not enabled.

3-78 MAX 200Plus Reference Guide



MAX Alphabetic Parameter Reference
P

L ocation: Ethernet>Connections>IP Options, Ethernet>Static Rtes

See Also: LAN Adrs, Metric, RIP, Route IP

Pri WINS

Description: Specifiesthe |P address of the primary Windows Internet Name Service (WINS)
server.

Usage: Specify an IP addressin dotted decimal notation. The default is 0.0.0.0.

Dependencies. Pri WINS applies only to Telnet and raw TCP connections running under the
MAX unit's terminal server interface.

L ocation: Ethernet>Mod Config>DNS

See Also: Sec WINS

Product

Description: Specifies the manufacturer of the PC Card modem. You cannot change this
value.

Location: PC CARD Modem>Mod Config

Profile Reqd

Description: Specifies whether the MAX rejects incoming calls for which it could find no
Connection profile and no entry on a remote authentication server. If you don’t require a con-
figured profile for all callers, the MAX builds a temporary profile for unknown callers. Many
sites consider this a security breach.

Note: Setting Profile Reqd to Yes disables Guest access for ARA connections.

Usage: Specify Yes or No. No is the default.
* Yes means a configured profile is required for all callers.

« No means that if a configured profile is not found, the MAX builds a temporary profile for
the unknown caller.

Dependencies: This parameter does not apply to terminal server calls.
Location: Ethernet>Answer

See Also: AppleTalk, Encaps, Recv Auth, Route IP

Prompt
Description: Specifies the prompt the MAX displays during a terminal server session.

Usage: Specify a string containing up to 15 characters. The default is “ascend%".
Dependencies: This parameter is not applicable if terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options

See Also: TS Enabled
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Prompt Format

Protocol

Description: Determines whether you are able to use the multi-line format for the terminal
server login prompt.

Usage: Specify Yesor No. No is the default.

* Yes causes the MAX to interpret carriage-return/line-feed and tab characters in the string
specified as the Login Prompt.

* No means the MAX does not interpret the line feed/carriage return character or the tab
character.

Example: Prompt Format=No

Dependencies: This parameter is not applicable if terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options

See Also: TS Enabled, Login Prompt

Description: In a filter of type IP, specifies the protocol number to which the MAX compares
a packet’s protocol number. f you specify a protocol number, the MAX compares it to the pro-
tocol number field in packets to match them to this filter. The default protocol number of zero
matches all protocols. Common protocols are listed below, but protocol numbers are not lim-
ited to this list. For a complete list, see the section on Well-Known Port Numbers in RFC 1700,
Assigned Numbers, by Reynolds, J. and Postel, J., October 1994,

- 1.ICMP

5: STREAM

- 8:EGP

- 6:TCP

— 9: Any private interior gateway protocol (such as Cisco’s IGRP)
— 11: Network Voice Protocol

- 17: UDP

— 20: Host Monitoring Protocol

— 22: XNS IDP

— 27: Reliable Data Protocol

— 28: Internet Reliable Transport Protocol
— 29:1S0O Transport Protocol Class 4

— 30: Bulk Data Transfer Protocol

— 61: Any Host Internal Protocol

— 89: OSPF

Usage: Specify the number of the protocol. You can enter a number between 0 and 255. The
default setting is 0 (zero). When you accept the default, the MAX disregards the Protocol
parameter when applying the filter.

Location: Ethernet>Filters>Input filters>In filter N>IP, Ethernet>Filters>Output filters>Out
filter N>IP

See Also: Type, Valid
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Proxy Mode
Description: Specifies under what conditions the MAX responds to ARP requests for remote
devicesthat have been assigned an address dynamically. It responds to the ARP request with
its own MAC address while bringing up the connection to the remote device. This featureis
referred to as Proxy ARP.
Description: Specify one of the following values:

«  Off (the default) disables proxy ARP.

« Always specifies that the MAX responds to an ARP request regardless of whether a con-
nection to the remote site is up.

* Inactive specifies that the MAX responds to an ARP request only for a remote IP address
specified in a Connection profile, and only if there is no connection to the remote site.

« Active specifies that the MAX responds to an ARP request only if a connection to the
remote site is up, regardless of whether a Connection profile exists for the link.

Dependencies: This parameter does not apply if IP routing is not enabled.
L ocation: Ethernet>Mod Config>Ether Options

See Also: Net Adrs, Route IP
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R/W Comm

Description: Specifies aread/write SNMP community name. If an SNM P manager sends this
community name, it can access the Get, Get-Next, and Set SNM P agents.

Usage: Specify the community namethat the MAX will use for authenticating the SNMP man-
agement station for read-write access. You can enter |etters and numbers, up to alimit of 16
characters. The default is Write.

L ocation: Ethernet>Mod Config>SNMP Options
See Also: Read Comm

RD MgrN (N=1-5)

Read Comm

Recv Auth

Description: Specifies up to five | P addresses of SNM P managers that have SNMP read per-
mission. The MAX responds to SNMP get and get-next commands from these SNM P manag-
ersonly.

Usage: Specify the IP address of a host running an SNM P manager. The default is 0.0.0.0.

Dependencies. The Security parameter must be set to Yes for the RD Mgrl-5 parameters to
have any effect. If the Security parameter is set to Yes, only SNMP managers at the IP
addresses you specify can execute the SNM P get and get-next commands.

L ocation: Ethernet>Mod Config>SNMP Options
See Also: Security, WR Mgr1-5

Description: Specifies aread-only SNMP community name. If an SNMP manager sends this
community name, it can access the Get and Get-Next SNMP agents.

Usage: Specify the community name that the MAX uses for authenticating the SNM P manage-
ment station for read-only access. You can enter up to 16 alphanumeric characters. The default
is Public.

L ocation: Ethernet>Mod Config>SNMP Options
See Also: R/W Comm

Description: Specifies the authentication protocol the MAX usesto receive and verify a pass-
word for an incoming PPP connection.

Usage: Specify one of the following values:

* None (the default) means the MAX does not use an authentication protocol to validate
incoming calls.

* PAP indicates the Password Authentication Protocol.

PAP provides a simple method for a host to establish its identity in a two-way handshake.
Authentication takes place only upon initial link establishment, and does not use encryp-
tion. The remote device must support PAP.
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Recv PW

Remote Conf

Remote Mgmt

e CHAP indicates the Challenge Handshake Authentication Protocol.

CHAP is more secure than PAP. It provides a way to periodically verify the identity of a
host using a three-way handshake and encryption. Authentication takes place upon initial
link establishment; the MAX can repeat the authentication process any time after the con-
nection is made. The remote device must support CHAP.

« MS-CHAP means the connection must use Microsoft's extension of CHAP.

MS-CHAP was designed mostly for Windows NT/Lan Manager platforms. For details,
see ftp://ftp.microsoft.com/DEVELOPR/RFC/chapexts.txt.)

« Either specifies any of the supported authentication schemes.

When you select Either, the MAX allows authentication if the remote peer can authenti-
cate using any of the designated authentication schemes.

Dependencies: If you specify an authentication method, you must also specify a password in
the caller’s profile. For a nailed connection, you must set Recv Auth and Send Auth to the
same value at both ends of the connection.

L ocation: Ethernet>Answer>PPP Options

See Also: Auth Host, Recv PW, Send Auth, Send PW

Description: Specifies the password that the MAX expects to receive from the far-end while
the connection is being authenticated. If this password is not sent by the far-end device,
authentication fails. For PPP links, the password can contain up to 20 characters.

Usage: Specify a password. The password is case sensitive. The default is null.
Dependencies: This parameter does not apply if Recv Auth is set to None.
L ocation: Ethernet>Connections>Encaps Options, Ethernet>Names / Passwords

See Also: Encaps, Password Reqd, Recv Auth, Send Auth, Send PW

Description: Specifies whether or not a RADIUS server remotely configures the login banner
and a list of Telnet hosts for the terminal-server menu mode.
Usage: Specify Yes or No. No is the default.

* Yes means the MAX obtains the configuration for these items from RADIUS. The local
configuration for these items is ignored.

* No means it uses the local configuration for these items.
L ocation: Ethernet>Mod Config>TServ Options

See Also: Banner, Host # Addr, Host # Text, Upd Rem Cfg

Description: Specifies whether the operator at the far end of an MPP call can manage the
MAX remotely using the DO Beg/End Rem Mgm command. In remote management, the
MAX uses bandwidth between sites over the management subchannel established by the MPP
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RIP

RIP Policy

protocol. If remote management is disabled and the remote operator attempts to invoke that
DO command, the message “Remote Management Denied” is displayed.

Usage: Specify Yes or No. Yes is the default.
* Yes allows remote management of the MAX unit via an MPP call.
* No prevents remote management.

L ocation: System>Sys Config

See Also: Call Type

Description: Specifies how the MAX handles RIP update packets on the interface.

Note: Ascend recommends that all routers and hosts run RIP-v2 instead of RIP-v1l. The IETF
has voted to move RIP version 1 into the “historic” category and its use is no longer recom-
mended.

Usage: Specify one of the following values:
«  Off specifies that the MAX does not transmit or receive RIP updates. Off is the default.

e Recv-Vv2 indicates that the MAX receives RIP-v2 updates on the interface but does not
send RIP updates.

« Send-v2

This setting indicates that the MAX transmits RIP-v2 updates on the interface but does not
send RIP updates.

« Both-v2 means the MAX sends and receives RIP-v2 updates on the interface.

* Recv-vl indicates that the MAX receives RIP-v1 updates on the interface but does not
send RIP updates.

« Send-vl

This setting indicates that the MAX transmits RIP-v1 updates on the interface but does not
send RIP updates.

« Both-vl means the MAX sends and receives RIP-v1 updates on the interface.
Dependencies: This parameter does not apply if the MAX does not route IP.

L ocation: Ethernet>Answer>Session Options, Ethernet>Connections>IP Options, Ethernet>
Mod Config>Ether Options

See Also: Route IP

Description: Specifies a split horizon or poison reverse policy to handle update packets that
include routes that were received on the same interface on which the update is sent. Split-hori-
zon means that the MAX does not propagate routes back to the subnet from which they were
received. Poison-reverse means that it propagates routes back to the subnet from which they
were received with a metric of 16.

Usage: Specify Split Hrzn or Poison Rvrs. Poison Rvrs is the default.

Example: RIP Policy=Poison Rvrs
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Rip Preference

RIP Summary

Rlogin

Dependencies: This parameter does not apply to RIP-v2. It applies only to RIP-v1 packets.

L ocation: Ethernet>Mod Config

Description: Specifies the preference value for routes learned from the RIP protocol.

When choosing which routes to put in the routing table, the router first compares the Rip
Preference values, preferring the lower number. If the Rip Preference values are equal, the
router compares the Metric values, using the route with the lower Metric.

Usage: Specify a number between 0 and 255. The default value is 100. Zero is the default for
connected routes (such as the Ethernet). The value of 255 means “Don't use this route.”
Dependencies: These are the default values for other types of routes:

* Routes learned from ICMP Redirects=30

»  Static routes from IP address pools, RADIUS authentication, and the terminal server
iproute add command=100

e Static routes in an IP Route profile or Connection profile=100

L ocation: Ethernet>Mod Config>Route Pref

Description: Specifies whether to summarize subnet information when advertising routes. If

the MAX summarizes RIP routes, it advertises a route to all the subnets in a network of the
same class; for example, the route to 200.5.8.13/28 (a class C address) would be advertised as
a route to 200.5.8.0. When the MAX does not summarize information, it advertises each route
in its routing table “as-is;” in our example, the MAX advertises a route only to 200.5.8.13.

Usage: Specify Yes or No. Yes is the default.
* Yes causes the MAX to summarize RIP-v1 subnet information.
* No means the MAX advertises each route as-is.

Dependencies: This parameter does not apply to RIP-v2. It applies only to RIP-v1 packets. In
addition, note that RIP Summary does not affect host routes.

L ocation: Ethernet>Mod Config

Description: Specifies whether an Rlogin session can be invoked from the terminal-server
command line.

Usage: Specify Yes or No. No is the default.
* Yes enables Rlogin sessions.
* No means terminal-server users cannot invoke Rlogin.

Example: Rlogin=Yes
Dependencies: This parameter does not apply if terminal services are disabled.

L ocation: Ethernet>Mod Config>TServ Options

MAX 200Plus Reference Guide 3-85



MAX Alphabetic Parameter Reference

R

Route IP

Route IPX

See Also: TS Enabled

Description: Enables or disables the routing of | P data packets on the interface. 1P routing
must be enabled on both sides of the connection, and the MA X unit must be configured with an
IP address in the Ethernet profile. To establish an inbound connection, |P routing must also be
enabled in the Answer profile.

Usage: Specify Yesor No. Yesisthe default.
* Yes enables IP routing.

* No means the MAX will not route IP for this connection (if set in the Connection profile)
or accept inbound IP routing calls (if set in the Answer profile).

L ocation: Ethernet>Answer>PPP Option, Ethernet>Connections

See Also: Encaps, Profile Reqd

Description: This parameter enables or disables the routing of IPX data packets on the inter-
face. IPX routing must be enabled on both sides of the connection, and the MAX unit must be
configured with an IPX network address and frame type in the Ethernet profile. Note that the
MAX will route and spoof only one IPX frame type. Other frame types will be bridged if
bridging is enabled.

Usage: Specify Yes or No. No is the default.
e Yes enables IPX routing.

* No means the MAX will not route IPX for this connection (if set in the Connection pro-
file) or accept inbound IPX routing calls (if set in the Answer profile).

L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections

See Also: Bridge, IPX Frame, IPX Net
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SAP Reply

Sec DNS

Description: Enables or disables a home agent’s ability to reply to the mobile node’s IPX
Nearest Server Query if the home agent knows about a server on the home network. It is used
only when accessing this unit as a home agent.

Usage: Specify Yes or No. No is the default.

* Yes enables the MAX configured as ATMP home agent to reply to a mobile node’s Near-
est Server Query with the address of a server on the home network.

* No means the MAX will not respond to these queries from a mobile node.
L ocation: Ethernet>Mod Config>ATMP Options

See Also: ATMP Gateway, ATMP Mode

Description: Specifies the IP address of the secondary domain name server. It will be accessed
only if the primary DNS server is unavailable.

Usage: Specify the IP address of the secondary domain name server. The default is 0.0.0.0.
Accept this default if you do not have a secondary domain name server.

Example: Sec DNS=200.207.23.1
L ocation: Ethernet>Mod Config>DNS

See Also: Domain Name, Pri DNS

Sec Domain Name

Sec History

Description: Specifies a secondary domain name that the MAX can search using DNS. The
MAX performs DNS lookups in the domain configured in Domain Name first, and then in the
domain configured in Sec Domain Name.

Usage: Specify a secondary domain name. You can enter up to 63 characters.
Example: Sec Domain Name=xyz.com
L ocation: Ethernet>Mod Config>DNS

See Also: Domain Name

Description: Specifies a number of seconds to use as the basis for calculating average line uti-
lization (ALU). The ALU is used in calculating when to add or subtract bandwidth from a
multi-channel call that supports dynamic bandwidth management.

The number of seconds you choose for the Sec History parameter depends on your device's
traffic patterns. For example, if you want to average spikes with normal traffic flow, you may
want the MAX to establish a longer historical time period. If, on the other hand, traffic patterns
consist of many spikes that are short in duration, you may want to specify a shorter period of
time; doing so assigns less weight to the short spikes.

MAX 200Plus Reference Guide 3-87



MAX Alphabetic Parameter Reference

S

Sec Num

Sec SPID

If you specify asmall value for the Sec History parameter, and increase the values of the Add
Pers parameter and the Sub Pers parameter relative to the value of Sec History, the system
becomes less responsive to quick spikes.

The easiest way to determine the proper values for Sec History, Add Pers, and Sub Persisto
observe usage patterns; if the system is not responsive enough, the value of Sec History istoo
high.

Usage: Specify a number between 1 and 300. The default value is 15 seconds.

Dependencies: This parameter applies only to multilink calls that support dynamic manage-
ment.

L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options

See Also: Add Pers, Dyn Alg, Encaps, Target Util

Description: Specifies the secondary phone number for the Net BRI line. When the MAX
receives a multichannel MP+ call, it reports the primary phone number (Pri Num) and the sec-
ondary phone number (Sec Num) to the calling party. The calling MAX can then add more
channels. If you do not specify a phone number and the calling MAX needs to add more chan-
nels, it redials the phone number it used to make the first connection.

Usage: Specify up to 16 characters; you must limit those characters to numbers, hyphens, and
parentheses.

Dependencies: This parameter does not apply when thelineis serviced by an AT& T switch in
point-to-point mode.

Location: PC Card BRI>Line Config

See Also: Pri Num, Sub-Adr

Description: Specifiesthe SPID (Service Profile Identifier) associated with the secondary
phone number for the Net BRI line. The carrier supplies both the phone number and the associ-
ated SPID.

If the MAX uses only one channel of amultipoint ISDN BRI line and another device uses the
other channel, you can choose to operate in single-terminal mode. Set one channel to unused ,
and enter only one SPID. The device sharing the line must enter the other assigned SPID.

Note: The MAX appends the value of the SPID with aTID if you are connected to a Northern
Telecom switch running NI-1.

Usage: Specify up to 16 characters; you must limit those characters to numbers, hyphens, and
parentheses. The default value is O (zero).

Dependencies: This parameter does not apply when thelineis serviced by an AT& T switch in
point-to-point mode.

Location: PC Card BRI>Line Config

See Also: B1 Usage, B2 Usage, Link Type, Pri Num, Pri SPID, Sec Num, Switch Type
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SecurlD DES Encryption

Description: Specifies whether the server uses standard DES or the native encryption pro-
vided by SecurlD.

Usage: Specify Yesor No. No is the default.
e Yes means the server uses standard DES encryption.
* No means the server uses the native encryption provided by SecurID.

Dependencies. This parameter does not apply unless Auth specifies SECURID.
L ocation: Ethernet>Mod Config>Auth

See Also: Auth, SecurlD Host Retries, SecurlD NodeSecret

SecurlD Host Retries

Description: Specifies the number of times the MAX attempts to contact the SecurlD host
before timing out.

Usage: Specify an integer. The default value is 3.
Dependencies: This parameter does not apply unless Auth specifies SECURID.
L ocation: Ethernet>Mod Config>Auth

See Also: Auth, SecurlD DES Encryption, SecurlD NodeSecret

SecurlD NodeSecret

Security

Description: On the first successful authentication attempt, the SecurlD host informs the

MAX of a secret value, theoretically only known to the MAX, to be used in subsequent inter-
actions between the MAX and the SecurlD host. This value appears in the SecurlD NodeSecret
parameter. The operator must have sufficient permissions in the active Security profile to view
the value of this parameter.

Note: After the SecurID server sets the value of this parameter, if you later reset the parameter
to null, you must reinitialize the interface to the MAX in the SecurlD server by using the "Cli-
ent Edit" menu selection in the ACE server’s “sydadmin” utility. Then, the server sends a new
NodeSecret at the next successful authentication.

Usage: The initial value must be null (the default). After the first SecurlD authentication
occurs, the value is set by the server.

Dependencies: This parameter does not apply unless Auth specifies SECURID.
L ocation: Ethernet>Mod Config>Auth

See Also: Auth, SecurlD Host Retries, SecurlD NodeSecret

Description: Enables or disables a kind of security, which differs depending on where the
parameter appears.

Usage: Specify one of the following values:

For SNMP address security, the default is No.
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* Yes means the MAX compares the source IP address of packets containing SNMP com-
mands against a list of qualified IP addresses specified in the RD Mgr1-5 and WR Mgrl1-5
parameters. (The MAX always checks the version and community strings before making
source IP address comparisons. The Security parameter does not affect those checks.)
« No means the MAX does not compare IP addresses, so address-security is not used.
For SNMP traps, the default is No.
* Yes means the MAX will generate traps for Security events (such as failed login attempts)
and send the trap-PDU to the SNMP manager.
* No means Security events will not generate traps.
For terminal-server security, the default is None.
« Full means users are prompted for a name and password upon initial login and when they
switch between terminal mode and menu mode.
e Partial means they are prompted for a name and password only when entering terminal
mode, not for menu mode.
* None means they are not prompted for a login name and password to enter the terminal-
server interface.
L ocation: Ethernet>Mod Config>TServ Options, Ethernet>Mod Config>SNMP Options,
Ethernet>SNMP Traps
See Also: Initial Scrn, Max DSO Mins, Passwd, RD Mgr1-5, Toggle Scrn, WR Mgrl-5
Sec WINS
Description: Specifies the IP address of the secondary NetBIOS server.
Usage: Specify an IP address. The default is 0.0.0.0.
Example: Sec WINS=10.2.3.4
L ocation: Ethernet>Mod Config>DNS
See Also: Pri WINS
Send Auth
Description: Specifies the authentication protocol that the MAX uses to send a password to
the far-end of a PPP connection.
Usage: Specify one of the following values:
* None (the default) means the MAX does not use an authentication protocol to validate
incoming calls.
« PAP indicates the Password Authentication Protocol.
PAP provides a simple method for a host to establish its identity in a two-way handshake.
Authentication takes place only upon initial link establishment, and does not use encryp-
tion. The remote device must support PAP, and you must specify a password in the Send
PW parameter.
e CHAP indicates the Challenge Handshake Authentication Protocol.
CHAP is more secure than PAP. It provides a way to periodically verify the identity of a
host using a three-way handshake and encryption. Authentication takes place upon initial
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Send PW

link establishment; the MAX can repeat the authentication process any time after the con-
nection is made. The remote device must support CHAP, and you must specify a password
in the Send PW parameter.

« PAP-TOKEN is an extension of PAP authentication.

In PAP-TOKEN, the user making outgoing calls from the MAX authenticates his or her
identity by entering a password derived from a hardware device, such as a hand-held secu-
rity card. The MAX prompts the user for this password, possibly along with a challenge
key. The NAS (Network Access Server) obtains the challenge key from a security server
that it accesses through RADIUS.

If you specify PAP-TOKEN-CHAP, you must enter a password in the Aux Send PW
parameter; this password must match the password in the RADIUS entry for authenticat-
ing the call. If you do not enter identical passwords in the Aux Send PW parameter and the
RADIUS entry, the MAX cannot extend the MP+ call beyond a single channel.

« PAP-TOKEN-CHAP is PAP-TOKEN for the base channel with CHAP for subsequent
channels.

For multilink PPP calls where the answering unit requires security card authentication,
PAP-TOKEN and PAP-TOKEN-CHAP begin identically when authenticating the first
channel of an MP+ call. However, when the MAX adds additional channels to the MP+
call, PAP-TOKEN requires security-card authentication for each new channel, while PAP-
TOKEN-CHAP uses CHAP authentication for all new channels. CHAP authentication
works automatically, without the use of a hand-held security card.

« CACHE-TOKEN begins authentication using a hand-held security card, and fills a token
cache set up for you on the RADIUS server.

CHAP authenticates your subsequent calls without using your hand-held security card.
After a period of time configured in your entry in the RADIUS users file, the token cache
expires and the next call you place must again be authenticated using your hand-held secu-
rity card.

If you request CACHE-TOKEN, the Send PW parameter must match the Ascend-
Receive-Secret attribute in the RADIUS entry that authenticated the call. If you do not
enter identical passwords in the Send PW parameter and Ascend-Receive-Secret attribute,
CACHE-TOKEN calls are rejected after initial access through hand-held security card
authentication.

Dependencies: For a nailed connection, you must set Recv Auth and Send Auth to the same
value at both ends of the connection. PAP-TOKEN and PAP-TOKEN-CHAP require configu-
ration of a SAFEWORD or ACE entry in the NAS’s RADIUS users file with the caller's name.
See thevIAX Security Supplement for details.

Location: Ethernet>Connections>Encaps Options

See Also: APP Host, APP Port, APP Server, Call Type, Dial Brdcast, Encaps, Recv Auth,
Recv PW, Send PW

Description: Specifies the password that the MAX sends to the far-end while the connection is

being authenticated. If this password is not received by the far-end device, authentication fails.
If the link uses Combinet bridging and the far-end Answer profile specifies that a password is

required (Password Reqd=Yes), you must enter a password using all lowercase letters.

Usage: Specify a password, up to 20 characters. The password is case sensitive. The default is
null.
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Dependencies: This parameter does not apply if Send Auth is set to None.

L ocation: Ethernet>Connections>Encaps Options

See Also: Encaps, Password Reqd, Recv Auth, Recv PW, Send Auth

Server Key #N (N=1-9)

Server Name

Server Port

Description: Specifies up to nine RADIUS server keys, shared with the RADIUS clients. It is
used to validate the authenticator field on requests and generate the authenticator on responses.
You should specify akey for each client address. For example:

« Client #1= 125.65.5.0/24
Server Key #1=bob

+ Client #2=125.5.0.0/16
Server Key #2=bob

e Client #3= 135.50.248.76/32
Server Key #3=sue

Usage: Specify a string containing the shared secret. You can enter up to 20 characters. For
security purposes, the string is hidden when the parameter is displayed. The default is null.

Dependencies: This parameter does not apply if the on-board RADIUS server is disabled.
L ocation: Ethernet>Mod Config>RADIUS Server

See Also: Client #N, Server, Server PoMAX RADIUS Configuration Guide

Description: Specifies the name of a NetWare server. In an IPX Route profile, it is the server
that will be reached via the specified route.

In an IPX SAP Filters profile, it is the name of a local or remote NetWare server. If the server
is on the local network and this is an Output filter, Server Name specifies whether to include or
exclude advertisements for this server in SAP response packets. If the server is on the remote
IPX network and this is an Input filter, the Server Name parameter specifies whether to include
or exclude this server in the MAX service table.

Usage: Specify a NetWare server name. In an IPX SAP filter, you can use the wildcard charac-
ters * and ? for partial name matches.

Dependencies. These parameters do not apply if IPX routing is not in use.

Location: Ethernet>IPX Routes, Ethernet>IPX SAP Filters>Input SAP Filters>In filter N,
Ethernet>IPX SAP Filters>Output SAP Filters>Out filter N

See Also: Route IPX, Server Type

Description: This parameter indicates the UDP port number to use for the on-board RADIUS
server.

Usage: Specify a number between 1 and 65535. The default is 1700. Although the value can
match the port setting for RADIUS authentication or accounting, we recommend that you
specify a different port.
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Dependencies: This parameter does not apply if the on-board RADIUS server is disabled.
L ocation: Ethernet>Mod Config>RADIUS Server

See Also: Client #, Server, Server Key

Server Type
Description: Specifies an SAP service type. SAP advertises services by a type number. For
example, NetWare file servers are SAP Service type 0004. For complete information on SAP
service types, refer to your Novell NetWare documentation.

In an IPX Route profile, specifies the type of service advertised by the server that will be
reached via the specified route.

In an IPX SAP Filters profile, the Server Type parameter specifies whether to include or
exclude advertisements for the specified service type in SAP response packets. In an Input
filter, it specifies whether to include or exclude remote services of thistypein the MAX
service table.

Usage: Specify a a hexadecimal number that represents avalid SAP service type.

L ocation: Ethernet>IPX RoutesEthernet>IPX SAP Filters>Input SAP Filters>In filter N,
Ethernet>IPX SAP Filters>Output SAP Filters>Out filter N,

See Also: Server Name, Type, Valid

Sess Timer
Description: When set for RADIUS accounting, this parameter sets the amount of time the
MAX waits for aresponse to a RADIUS accounting request. You can set this parameter glo-
bally and for each connection. If it does not receive a response within that time, the MAX
sends the accounting request to the next server’s address (for example, server #2). If all
RADIUS accounting servers are busy, the MAX stores the accounting request and tries again
at a later time. It can queue up to 154 requests.

When set for RADIUS/LOGOUT authentication, Sess Timer specifies the interval at which
session reports will be sent to the RADIUS/LOGOUT authentication server. For example, if
you wish the MAX to send Session Events at one-minute (60-second) intervals, set Auth to
RADIUS/LOGOUT and Sess Timer to 60.

Usage: When setting the timer for RADIUS accounting, specify a number from 1 to 10. The
default value in the Ethernet profile is 0. The default in a Connection profile is 1.

When setting the timer for RADIUS/LOGOUT authentication, specify a number between 0
and 655353. The default is 0, which means that no Session Events will be sent.

Example: Sess Timer=10

Dependencies. For accounting, this parameter applies only to RADIUS—because TACACS+
uses TCP, it has its own timeout method. For authentication, it applies only to RADIUS/
LOGOUT.

Location: Ethernet>Mod Config>Accounting, Ethernet>Mod Config>Auth

See Also: Acct, Auth
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Session Key

Shared Prof

Silent

Description: Specifies whether or not all new session entries are assigned a session key in
RADIUS.

Usage: Specify Yesor No. No is the default.
* Yes means session keys will be assigned to all new session entries.
* No means session keys will not be assigned.

Example: Session Key=Yes

Dependencies: This parameter is not applicable if Server is set to No. See the Attributes
parameter for information about specifying which attributes will be required for identification
of a session.

L ocation: Ethernet>Mod Config>RADIUS Server

See Also: Attributes

Description: Enables multiple incoming calls to share a local Connection profile or a
RADIUS users file with Connection profile parameters. Sharing a profile cannot result in two
IP addresses sharing the same interface, so this parameter is typically used to share profiles
when the caller is assigned an IP address dynamically, which ensures that each caller is
assigned a unique address.

Usage: Specify Yes or No. No is the default.

* Yes means the MAX will allow more than one caller to share the same profile, provided
that no IP address conflicts will result.

* No means the MAX will not allow shared profiles.

Dependencies: This parameter does not apply to Combinet links or connections that have
hard-coded IP addresses.

L ocation: Ethernet>Mod Config

See Also: Encaps, Name, Pool # Count, Pool # Start, Recv PW

Description: Suppresses status messages when interactive users establish a terminal-server
connection.

Usage: Specify Yes or No. No is the default.
* Yes suppresses status messages upon connection of interactive terminal-server sessions.
* No sends all status messages.

Example: Silent=Yes
Dependencies. This parameter is not applicable when terminal services are disabled.

L ocation: Ethernet>Mod Config>TServ Options
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SLIP

Description: Specifies whether an SLIP (Serial Line IP) session can be invoked from the ter-
minal-server command line.

Usage: Specify Yesor No. No isthe default.
* Yes enables users to invoke SLIP sessions from the terminal-server.
* No disables this use of SLIP.

Dependencies. This parameter does not apply if terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options

See Also: TS Enabled

SLIP BOOTP

Description: Specifies whether or not the MAX responds to BOOTP within SLIP sessions. If
a unit dials into the MAX unit’s terminal server and runs SLIP, it can get an IP address through
a BOOTP request. This IP address is taken from the MAX unit’s IP address pool or by the
Ascend-IP-Pool-Definition attribute in the RADIUS database.

Usage: Specify Yes or No. No is the default.

* Yes enables the MAX to respond to a BOOTP request from the calling unit during a SLIP
session.

* No disables BOOTP for SLIP sessions.

Dependencies: This parameter does not apply if terminal services are disabled or if SLIP is set
to No.

L ocation: Ethernet>Mod Config>TServ Options

See Also: Pool # Count, Pool # Start, TS Enabled

Socket
Description: Specifies a well-known socket number.

Usage: Specify the socket number for the server.

Example: Socket=0000

Dependencies. This parameter does not apply if the MAX does not route IPX.
L ocation: Ethernet>IPX Routes

See Also: Route IPX

Speaker

Description: Specifies whether the PC Card modem speaker in the MAX is on or off.

Usage: Specify one of the following values:
»  Off specifies that the modem speaker is off
e On specifies that the modem speaker is on

Location: PC Card Modem>Mod Config
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Speaker Off

Src Adrs

Src Mask

See Also: Speaker Off

Description: Thisstring is sent to the modem right after the Init strings are sent to the modem
if the user has chosen to have the speaker off. Refer to your modem manual for information on
the string to enter to turn off the modem speaker.

Usage: Specify the modem string.
Dependencies: Speaker Off is not applicable is Strings=Default.

L ocation: PC CARD Modem>Mod Config

Description: Specifiesasource IP address. After this value has been modified by applying the
specified Src Mask, it is compared to a packet’s source address.

Usage: Specify a source IP address the MAX should use for comparison when filtering a
packet. The zero address 0.0.0.0 is the default. If you accept the default, the MAX does not use
the source address as a filtering criterion.

Example: Src Adrs=10.62.201.56
Dependencies: This parameter applies only to filters of type IP.

Location: Ethernet>Filters>Input filters>In filter N>IP, Ethernet>Filters>Output filters>Out
filter N>IP

See Also: Src Mask

Description: Specifies a mask to apply to the Src Adrs before comparing it to the source
address in a packet. You can use it to mask out the host portion of an address, for example, or
the host and subnet portion.

The MAX applies the mask to the address using a logical AND after the mask and address are
both translated into binary format. The mask hides the portion of the address that appears
behind each binary 0 (zero) in the mask. A mask of all zeros (the default) masks all bits, so all
source addresses are matched. A mask of all ones (255.255.255.255) masks no bits, so the full
source address to a single host is matched.

Usage: Specify the mask in dotted decimal format. The zero mask 0.0.0.0 is the default; this
setting indicates that the MAX masks all bits. To specify a single source address, set Src
Mask=255.255.255.255 and set Src Adrs to the IP address that the MAX uses for comparison.

Example: Src Mask=255.255.255.0
Dependencies: This parameter applies only to filters of type IP.

Location: Ethernet>Filters>Input filters>In filter N>IP, Ethernet>Filters>Output filters>Out
filter N>IP

See Also: Src Adrs
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Src Port #

Src Port Cmp

Description: Specifies a value to compare with the source port number in a packet. The
default setting (zero) indicates that the MAX disregards the source port in thisfilter. Port 25 is
reserved for SMTP; that socket is dedicated to receiving mail messages. Port 20 is reserved for
FTP data messages, port 21 for FTP control sessions, and port 23 for telnet.

Note: The Src Port Cmp parameter specifies the type of comparison to be made.
Usage: Specify a number between 0 and 65535.

Example: Src Port #=25

Dependencies: This parameter applies only to filters of type IP.

L ocation: Ethernet>Filters >Input filters>In filter N>IP, Ethernet>Filters >Output filters>Out
filter N>IP

See Also: Dst Port #, Dst Port Cmp, Src Port Cmp

Description: Specifies the type of comparison the MAX makes when filtering for source port
numbers using the Src Port # parameter.

Usage: Specify one of the following values:

* None (the default) means the MAX does not compare source port numbers.

* Less means the comparison succeeds if the number is less than the value of Src Port #.

e Eqgl means the comparison succeeds if the number equals the value of Src Port #.

« Gtr means the comparison succeeds if the number is greater than the value of Src Port #.
* Neg means the comparison succeeds if the number is not equal to the value of Src Port #.

Location: Ethernet>Filters >Input filters>In filter N>IP, Ethernet>Filters >Output filters>Out
filter N>IP

See Also: Src Port #

Stacking Enabled

Description: Enables the MAX to communicate with other members of the same stack. A
MAX can belong to only one stack. All members of the stack use the same stack name and
UDP port.

If the local network supports more than one MAX, you can “stack” them to enable inbound
multilink PPP connections to distribute bandwidth across the multiple MAX units. The stacked
units must all have access to the same authentication information, typically on a RADIUS
server. Every member of a stack must reside on the same physical LAN. A MAX unit can only
belong to a single stack, but does not have to belong to any stack. Multiple stacks may exist on
the same LAN by simply having different stack names.

Usage: Specify Yes or No. No is the default.
* Yes enables stacks in this MAX.
* No disables stacks in this MAX.

L ocation: Ethernet>Mod Config>Stack Options
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Stack Name

See Also: Stack Name, UDP Port

Description: Specifiesastack name. Add aMAX to an existing stack by specifying that name.
The stack name must be unique among all MAX stacksthat may communicate with each other.
You can create a new stack by specifying an new stack name.

Usage: Specify the name of the Stack to which thisMAX belongs. A stack name must 16 char-
actersor less.

Example: Stack Name=Stack-1
Dependencies: This parameter does not apply if stacks are not enabled.
L ocation: Ethernet>Mod Config>Stack Options

See Also: Stacking Enabled, UDP Port

Static Preference

Station

Description: Specifies the default preference value for statically configured routes.

Usage: Specify a number between 0 and 255. The default value is 100. Zero is the default for
connected routes (such as the Ethernet). The value of 255 means “Don'’t use this route.”

Example: Static Preference=100

Dependencies: These are the default route preference values:

* Routes learned from ICMP Redirects=30

* Routes learned from RIP=100

e Static routes in an IP Route profile or Connection profile=100

L ocation: Ethernet>Mod Config>Route Pref

Description: Specifies the name of the far-end device in this Connection profile. If the connec-
tion uses Combinet encapsulation, it is the MAC address of the far-end Combinet bridge.

Note: If this Connection profile specifies a nailed link to the home network for a MAX acting
as an ATMP home agent in gateway mode, the Station name must match the Ascend-Home-
Network-Name attribute in the foreign agent's RADIUS configuration.

Usage: Specify the name of the far-end device. You can enter up to 31 characters. Make sure
you specify the name exactly, including case changes.

For a Combinet link, specify the 12-digit hexadecimal MAC address of the far-end device.
Example: Station=NewYork
L ocation: Ethernet>Connections

See Also: ATMP Mode, Type
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Strings

Sub-Adr

Sub Pers

Description: Specifiestheinitialization string of the modem in this slot. Consult your modem
manual for detailed information on configuring AT command strings for your modem.

Usage: Specify one of the following values:

e Custom specifies that this modem string has been modified from its factory default.
When you select Custom, all the fields below the Strings parameter are editable.

If an unrecognized modem is inserted into the slot this field will also be set to Custom and
the “Default modem” type values from the MAX modem string database will be copied
into the string fields.

« Default species that this modem string has not been modified from its factory default.

In this case the MAX will supply the modem strings that are stored in the MAX modem
database. When the field is set to Default the Init, Speaker Off, Hangup, Dial and Baud
Rate fields will all be set to N/A.

Default is the default.

Location: PC CARD Modem>Mod Config

Description: Specifies how the MAX treats incoming calls based on whether they convey an
ISDN subaddress.

Usage: Specify one of the following values:

« Termsel specifies that the MAX must use an ISDN subaddress to determine whether a call
is answered.

The called-party number must have a subaddress that matches a subaddress in the profile
of the line on which the MAX receives the call. Otherwise, the MAX ignores the call. If

the MAX accepts the call, the subaddress becomes part of the incoming phone number,
and the MAX uses it in Ans # comparisons.

This setting is intended for a scenario in which equipment is connected to a multidrop
ISDN BRI line.

* None specifies that the MAX does not use subaddressing.

L ocation: System>Sys Config

Description: Specifies a number of seconds for which the ALU (average link utilization) must
persist below the Target Util threshold before the MAX subtracts bandwidth.

When utilization falls below the threshold for a period of time greater than the value of the Sub
Pers parameter, the MAX attempts to remove the nhumber of channels specified by the Dec Ch
Count parameter. However, the MAX never subtracts enough bandwidth the clear the call or
cause the channel count to fall below the specified minimum. Setting the Add Pers and Sub
Pers parameters prevents the system from continually adding and subtracting bandwidth, and
can slow down the process of allocating or removing bandwidth.

Add Pers and Sub Pers have little or no effect on a system with a high Sec History value.
However, if the value of Sec History is low, the Add Pers and Sub Pers parameters provide an
alternative way to ensure that spikes persist for a certain period of time before the system
responds.
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Usage: Specify a number between 1 and 300. When the MAX isusing MP+, the default value
is10.
Example: Sub Pers=15
L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options
See Also: Add Pers, Dyn Alg, Min Ch Count, Sec History, Target Util
Switch Type
Description: Specifiesthe carrier switch type that servicesthe BRI line.
In a PC Card BRI profile, these North American switch types are supported:
e AT&T (the default)
e NI-1 (National ISDN-1)
e NT1 (Northern Telecommunications, Inc.)
These international BRI switch types are supported:
e U.K. (United Kingdom: ISDN-2 Hong Kong: HKT Switchline BRI Singapore: ST BRI
Euro ISDN countries: Austria, Belgium, Denmark, Finland, Italy, Netherlands, Portugal,
Spain, Sweden)
e SWISS (Switzerland: Swiss Net 2)
« GERMAN (Germany 1TR6 version: DBP Telecom)
e MP GERMAN (Germany: 1TR6 multipoint)
FRANCE (France: FT Numeris)
e DUTCH (Netherlands 1TR6 version: PTT Netherlands BRI)
e BELGIUM (Belgium: Pre-Euro ISDN Belgacom Aline)
e JAPAN (Japan: NTT INS-64)
e AUSTRALIA (Australia and New Zealand)
e« NETS3
e« NET3 PTP (A variation of EURO-ISDN signaling used in Germany)
Note: All international switch types except German operate in multipoint mode.
Example: Switch Type=AT& T
Location: PC Card BRI>Line Config
Sys Diag

Description: Enables or disables permission to perform all system diagnostics.

Usage: Specify Yes or No. Yes is the default.
* Yes means the operator can use the commands in the Sys Diag menu.
* No specifies that an operator cannot use any of those commands.

L ocation: System>Security

See Also: Chapter 4, “MAX Diag Command Reference.”
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Syslog
Description: Specifies whether the MAX sends warning, notice, and CDR (Call Detail
Reporting) records from the system logs to the Syslog host.

Usage: Specify Yesor No. No is the default.
e Yes enables the MAX to communicate with the Syslog host.
* No disables this function.

Dependencies: If you enable Syslog, you must enter the IP address of the Syslog host in the
Log Host parameter.

L ocation: Ethernet>Mod Config

See Also: Log Facility, Log Host
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T1 Retransmission Timer
Description: Specifies the maximum amount of time in ticks the transmitter should wait for an
acknowledgment before initiating a recovery procedure.

Usage: Specify a number between 500 and 2000. The default value is 1000 (1 second).
L ocation: Ethernet>Answer>X.75 Options

See Also: Frame Length, K Window Size, N2 Retransmission Count, X.75

Target Util
Description: Specifies a percentage of line utilization to use as a threshold for determining
when to add or subtract bandwidth. When the value is 70%, the device adds bandwidth when it
exceeds a 70 percent utilization rate, and subtracts bandwidth when it falls below that number.

Usage: Specify a number between 0 and 100. The default is 70 (70% utilization).
Example: Target Util=70
L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options

See Also: Add Pers, Call Mgm, Call Type, Dec Ch Count, Dyn Alg, Inc Ch Count, Sec His-
tory, Sub Pers

TCP-Clear
Description: Specifieswhether the MAX can answer callsthat use a proprietary encapsulation
method and rely on raw TCP sessions to alocal host for processing that encapsulation.

Usage: Specify Yesor No. Yesisthe default.

* Yes means the MAX will answer TCP-Clear connections, provided they meet all other
connection criteria.

* No means the MAX will not accept inbound calls of this type.
L ocation: Ethernet>Answer>Encaps

See Also: Encaps

TCP Estab
Description: In a filter of type IP, specifies whether the filter should match only established
TCP connections. You can use it to restrict the filter to packets in an established TCP session.
You can only use it if the Protocol number has been set to 6 (TCP); otherwise, it does not

apply.

Usage: Specify Yes or No. No is the default.

* Yes means the filter matches only packets that are part of established TCP connections.
* No removes this restriction.

Dependencies: This parameter does not apply if the Protocol field is set to a value other than 6
(TCP).
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Telnet

L ocation: Ethernet>Filters >Input filters>In filter N>IP, Ethernet>Filters >Output filters>Out
filter N>IP

Description: Enables or disables the Telnet command from the terminal server interface.

Usage: Specify Yesor No. No isthe default.
* Yes means operators can invoke Telnet sessions from the terminal-server interface.
* No disables the use of Telnet in the terminal server.

Example: Telnet=Yes
Dependencies: This parameter is not applicable when terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options

See Also: TS Enabled

Telnet Host Auth

Telnet Mode

Description: Specifies whether immediate Telnet sessions require local authentication in the
terminal server or if authentication is the responsibility of the telnet host.

Usage: Specify Yes or No. No is the default.
e Yes means rely on the Telnet host for authentication.
« No means the immediate Telnet session must be authenticated locally first.

Example: Telnet Host Auth=Yes
Dependencies: This parameter is not applicable when terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options

See Also: Immed Service

Description: Specifies the default Telnet mode for terminal-server Telnet users.

Usage: Specify one of the following values:

« ASCI
Standard 7-bit mode. In 7-bit mode, bit 8 is set to 0 (zero); 7-bit telnet is also known as
NVT (Network Virtual Terminal) ASCII. This is the default if no other mode is specified.

e Binary
The MAX attempts to negotiate the telnet 8-bit binary option with the server at the remote
end. You can run X -Modem and other 8-bit file transfer protocols using this mode.

In 8-bit binary mode, the telnet escape sequence does not operate. The telnet session can
close only if one end of the connection quits the session. If you are a local user not con-
nected through a digital modem, the remote-end user must quit.

A user can override the binary setting onTetnet command line.

e Transparent

You can send and receive binary files without having to be in Binary mode. You can run
the same file transfer protocols available in Binary mode.
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Example: Telnet mode=ASCI|
Dependencies: This parameter is not applicable when terminal services are disabled.
L ocation: Ethernet>Mod Config>T Serv Options
See Also: TS Enabled

Telnet PW

Description: Specifiesthe password users must enter to accessthe MAX unit viatelnet. If you
specify apassword, users are allowed three tries of 60 seconds each to enter the correct pass-
word.

Usage: Specify apassword containing up to 20 characters. The default isnull. If you leave this
parameter blank, the MAX does not prompt users for a password.

Example: Telnet PW=Ascend

L ocation: Ethernet>Mod Config

Template Connection #

Term Type

Description: Specifies a Connection profile to use a “template” Connection profile rather than
the Answer profile settings to build the session for this Name-password profile, specify the
unigue portion of the profile’'s number here. The default zero instructs the MAX to use the
Answer profile settings. Note that the specified Connection profile must be active.

Template connections may be used to enable or disable group logins. For example, you can
specify a Connection profile for the Sales group to use when dialing in, then configure a
Name-password profile for each individual salesperson. You can prevent a single salesperson
from dialing in by setting Active to No in the Name-password profile, or you can prevent the
entire group from logging in by setting Active to No in the Connection profile.

Usage: Specify the unique part of the Connection profile’s number in the Connections menu.
Example: Template Connection #=99
Dependencies: The specified Connection profile must be active.

L ocation: Ethernet>Names / Passwords

Description: Specifies the default terminal type for Telnet and Rlogin sessions.

Usage: Specify the a terminal type. You can enter up to 15 characters. The default is vt100.
Example: Term Type=vt100

Dependencies: This parameter is not applicable when terminal services are disabled.

L ocation: Ethernet>Mod Config>TServ Options

See Also: TS Enabled
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Tick Count
Description: Specifies the distance to the destination network in IBM PC clock ticks (18 Hz).
Thisvalueisfor round-trip timer calculation and for determining the nearest server of agiven
type.
Usage: Specify an appropriate value. In most cases, the default value (12) is appropriate.
Dependencies: This parameter is not applicable if the MAX does not route | PX>
L ocation: Ethernet>IPX Routes
See Also: Route IPX
Time
Description: Specifiesthetime of day.
Usage: Specify the time of day in the format <hour>:<minutes>:<seconds>. The default is
00:00:00.
Example: Time=13:24:24
L ocation: System>Sys Config
Toggle Scrn
Description: Specifies whether an interactive user is allowed to switch between menu mode
and theterminal server command line. Users switch to menu mode by using theterminal server
Menu command, and switch from menu mode to the command line by pressing the zero key. If
this parameter is set to No, the menu command and O command are disabled.
Usage: Specify Yesor No. Yesisthe default.
* Yes means terminal-server users can switch between terminal mode and menu mode.
* No means users have access only to the screen configured to come up initially.
Example: Toggle Scrn=No
Dependencies: This parameter is not applicable when terminal services are disabled.
L ocation: Ethernet>Mod Config>TServ Options
See Also: Initial Scrn
TS Enabled

Description: This enables or disables terminal services.

Usage: Specify Yes or No. No is the default.
* Yes enable the terminal server.

* No disables the terminal server. Note that terminal services must be enabled to support
incoming calls from analog modems or V.120 terminal adapters.

Example: TS Enabled=Yes

Location: Ethernet>Mod Config>TServ Options
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TS Idle Limit
Description: Specifies the number of seconds that aterminal server connection must beidle
before the MAX disconnects the session.
Usage: Specify avalue between 0 and 65535. The default is 120. A setting of O (zero) means
that the line can be idle indefinitely.
Example: TSIdle Limit=60
Dependencies: This parameter applies only to terminal server sessions.
L ocation: Ethernet>Answer>Session Options, Ethernet>Connections>Session Options
See Also: Encaps, TS Idle Limit
TS Idle Mode
Description: Specifies whether the MAX uses the terminal server idle timer and, if so,
whether both the user and host must be idle before the MAX disconnects the session.
Usage: Specify one of the following values:
* None disables the idle timer.
« Input (the default) specifies that the MAX disconnects the session if the user is idle for a
length of time greater than the value of the TS Idle Limit parameter.
* Input/Output specifies that the MAX disconnects the session if both the user and the host
are idle for a length of time greater than the value of the TS Idle Limit parameter.
Example: TS Idle Mode=Input/Output
Dependencies: This parameter applies only to terminal server sessions.
L ocation: Ethernet>Answer>Session Options, Ethernet>Connections>Session Options
See Also: Encaps, TS Idle Limit
Type

Description: Specifies the type of ATMP functionality supported in the MAX, or if it appears
in a filter, the action performed by the filter.

Usage: Specify one of the following values:

In an Ethernet profile:

« Router specifies that the MAX is an ATMP home agent in routing mode (the default for
ATMP home agents)

« Gateway specifies that the MAX is an ATMP home agent in gateway mode.

In a Filter profile:

« Generic means the filter examines byte and offset values within packets, regardless of
which protocol is in use (the default in Filter profiles).

« |IP means the filter examines the IP-specific fields within packets.

In an IPX SAP Filter profile:
« Exclude means the filter excludes the service defined in the filter (the default).
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« Include specifies that the filter includes the service in the service table (if inbound) or in
SAP response packets (if outbound).

Location: Ethernet>Mod Config>ATMP Options, Ethernet>Filters>Input filters>In filter
N,Ethernet>Filters>Output filters>Out filter N, Ethernet>IPX SAP Filters>Input SAP Fil-
ters>In filter N, Ethernet>IPX SAP Filters>Output SAP Filters>Out filter N

See Also: ATMP Gateway, ATMP Mode, Password, Server Name, Server Type, Station, UDP
Port, Valid
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UDP Cksum
Description: This enables or disables the use of UDP checksums on thisinterface. If enabled,
the MAX generates a checksum whenever it sends out a UDP packet. It sends out UDP packets
for queries and responses related to the following protocols:
e ATMP
e SYSLOG
« DNS
e ECHOSERV
« RADIUS
« TACACS
« RIP
e SNTP
e TFTP
Note: You may want to enable this parameter if data integrity is of the highest concern for your
environment, and having redundant checks is important; this setting is also appropriate if your
UDP-based servers are located on the remote side of a WAN link that is prone to errors.
Usage: Specify Yes or No. No is the default.
* Yes generates UDP checksums for queries and responses related to protocols that use
UDP.
* No disables UDP checksums.
Example: UDP Cksum=Yes
L ocation: Ethernet>Mod Config
UDP Port
Description: Specifies a UDP port number assigned to a particular function. Depending on
where it is located, it may specify the UDP port on which the MAX listens when using ATMP,
or the UDP port the MAX uses to communicate with members of a stack.
Note: Units that use UDP to communicate for a particular purpose must all agree on the
assigned port number. For ATMP, both agents must specify the same UDP port number. For
MAX stacks, all members of a stack must specify the same UDP port number.
Usage: Specify a valid UDP port number (0—65535). For ATMP, the default port number is
5150. For MAX stacks, the default is 5151.
Example: UDP Port=5150
Dependencies: This parameter must match the UDP port configured in other units that com-
municate with the MAX for the specified function.
L ocation: Ethernet>Mod Config>ATMP Options, Ethernet>Mod Config>Stack Options
See Also: ATMP Gateway, ATMP Mode, Password, Type, Stack Enabled, Stack Name
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Upload

Description: Enables or disables permission to upload the MAX configuration from another
device.

Usage: Specify Yesor No. Yesisthe default.

* Yes means the operator can upload the MAX configuration from another device. This has
the potential of clearing all passwords in the MAX.

* No disables this permission.

Example: Upload=Yes

Dependencies: This parameter is not applicable if the Operations permission is disabled.
L ocation: System>Security

See Also: Restore Cfg

Use Answer as Default
Description: Indicates whether the Answer profile should override the factory default Internet
profile when the MAX validates an incoming call using RADIUS or TACACS.

Usage: Specify Yes or No. No is the default.
* Yes instructs the MAX to use the Answer profile for default values.
* No means the MAX uses the factory default Internet profile instead.

Example: Use Answer as Default=Yes

L ocation: Ethernet>Answer
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V

V.120

Valid

Value

Version

Description: Specifies whether or not the MAX accepts incoming calls using V.120 encapsu-
lation, provided they meet al other criteria.
Usage: Specify Yesor No. Yesisthe default.

* Yes enables the MAX to accept incoming V.120 calls, provided that they meet all other
connection criteria.

* No means the MAX will not accept inbound calls of this type.
Example: V.120=Yes

L ocation: Ethernet>Answer>Encaps

Description: Enables or disables the current input or output filter. When it is set to No, that
input or output filter is skipped when filtering the data stream. You must set this parameter to
Yes to configure the filter specification.

Usage: Specify Yes or No. No is the default.
* Yes activates the filter and enables its configuration.
* No disables the filter, causing the MAX to skip it when filtering the data stream.

L ocation: Ethernet>Filters>Input filters>In filter N, Ethernet>Filters>Output filters>Out filter
N, Ethernet>IPX SAP Filters>Input SAP Filters>In filter N, Ethernet>IPX SAP Filters>Out-
put SAP Filters>Out filter N

See Also: Server Name, Server Type, Type

Description: Specifies a hexadecimal number to be compared to specific bits contained in
packets after the Offset, Length, and Mask calculations have been performed. The MAX com-
pares only the unmasked portion of a packet to the Value parameter. The length of the Value
parameter must contain the number of bytes specified by the Length parameter.

Usage: Specify a hexadecimal number up to 12 bytes.
Example: Value=e0e0030000000000

Location: Ethernet>Filters >Input filters>In filter N>Generic, Ethernet>Filters >Output fil-
ters>Out filter N>Generic

See Also: Length, Mask, Offset

Description: Specifies the version number of a Secure Access Firewall. Each firewall contains
a version number to ensure that any firewall that is uploaded to the router will be compatible
with the firewall software on the MAX. Secure Access Manager (SAM) checks the version
number before uploading a firewall. In the event that an MAX with a stored firewall profile
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VJ Comp

receives a code update that makes the existing firewall incompatible, a default firewall is
enabled, permitting only Telnet access to the MAX.

Usage: This parameter cannot be edited.

L ocation: Ethernet>Firewalls

Description: Specifies whether Van Jacobson |P header compression should be negotiated on
incoming calls using encapsulation protocols that support this feature. VJ Comp applies only
to packetsin TCP applications, such as Telnet. Turning on header compression is most effec-
tive in reducing overhead when the data portion of the packet is small.

Usage: Specify Yesor No. Yesisthe default.
e Yes enables VJ compression for TCP packets.
* No disables VJ compression.

L ocation: Ethernet>Answer>PPP Options, Ethernet>Connections>Encaps Options
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W

WAN Alias
Description: Specifies the IP address of the link’'s remote interface to the WAN. It is used to
identify a numbered interface at the remote end of the link. If an address is specified for WAN
alias, the following events occur:

* Host routes are created both to the Lan Adrs and the WAN Alias address. The WAN Alias
will be listed in the routing table as a gateway (next hop) to the Lan Adrs.

e Aroute is created to the remote system's subnet, showing the WAN Alias as the next hop.

e Incoming PPP/MPP calls must report their IP addresses as the WAN Alias (rather than the
Lan Adrs). That is, the caller must be using a numbered interface, and its interface address
must agree with the WAN Alias on the receiving side.

If you want to create static routes to hosts at the remote end, you can use the WAN Alias
address as the “next hop” (gateway) field. (The Lan Adrs address will also work, as would be
used for system-based routing.)

Usage: Specify the IP address of the remote interface. The default is 0.0.0.0/0.
Example: WAN Alias=10.207.23.7/24

Dependencies: This parameter does not apply if the connection does not route IP.
L ocation: Ethernet>Connections>IP Options

See Also: Route IP, IF Adrs

WR MgrN (N=1-5)
Description: Specify up to five IP addresses of SNM P managers that have SNM P write per-
mission. The MAX respondsto SNMP SET, GET, and GET-NEXT commands from these
SNMP managers only, provided that the Security parameter is set to Yes.

Usage: Specify the IP address of a host running an SNMP manager. The default setting is
0.0.0.0; this setting indicates no host.

Example: WR Mgrl= 10.5.6.7/29

Dependencies: The Security parameter must be set to Yes for these parameters to restrict read-
write access to the MAX.

L ocation: Ethernet>Mod Config>SNMP Options

See Also: Security, RD Mgrl1-5
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X.75
Description: Specifies whether the MAX accepts incoming calls that use X.75 encapsul ation.

Usage: Specify Yesor No. Yesisthe default.
* Yes indicates that the MAX accepts incoming X.75 calls.
* No indicates that the MAX does not accept incoming X.75 calls.

L ocation: Ethernet>Answer>Encaps

See Also: Frame Length, K Window Size, N2 Retransmission Count, T1 Retransmission
Timer
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Z

Zone Name
Description: Specifiesthe name of the AppleTalk zone in which the MAX resides. If thelocal
Ethernet network supports an AppleTalk router with configured zones, you can place the MAX
in one of those zones.

Usage: Specify the name of a zone that has been configured on the local Ethernet network. If
you do not specify a name and AppleTalk=Yes, the MAX is placed in the default zone.

Dependencies: If AppleTalk is disabled, the Zone Name parameter does not apply.

L ocation: Ethernet>Mod Config>AppleTalk
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This reference lists the diagnostic commands provided for WAN lines and ports. To use these
commands, the operator must have sufficient permissionsin the active Security profile.

This reference covers these topics:

SDIag COMMANGS. . .. .ottt e e e e e 4-2
SysDiag
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Sys Diag commands

Restore Cfg

Save Cfg

These commands appear in the System>Sys Diag menu. To use a command, highlight the
command in the Sys Diag menu and press Enter.
System
Sys Di ag
Restore Cfg
Save Cfg
Sys Reset
Term Serv
Upd Rem Cf g

Note: To use these commands, the operator must have sufficient permissionsin the active
Security profile.

This command restores aMAX configuration that was saved using the Save Cfg parameter, or
transfers the profiles to another MAX. Because the Save Cfg command does not save
passwords, the Restore Cfg command does not restore them.

Follow these instructions to restore your configuration from backup:

1 Verify that the Upload and Edit Security permissions are enabled in the active Security
profile.

2 Highlight Restore Cfg and press Enter.

When the ‘Waiting for upload data” prompt appears, turn on the autotype function on your
emulator and supply the filename of the saved MAX data.

4 \Verify that the configuration data is going to your terminal emulation screen and is being
restored to the target MAX.

The restore process is complete when the message “Upload complete--type any key to
return to menu” appears on your emulator’s display.

This command enables you to save the MAX configuration to a file. It does not save Security
profiles or passwords.

Note: Using this command to save the configuration and then restoring it from the saved file
clears all passwords.

Follow these instructions to save your configuration:
1 \Verify that the Download permission is enabled in the active Security profile.

2 Verify that your terminal emulation program has a disk capture feature and an autotype
feature, and that is data rate is set to 9600 baud or lower.

3 Turn on the autotype function on your emulator, and start the save process by typing any
key on the emulator.

4  Highlight Save Cfg and press Enter.
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Sys Reset

Term Serv

Upd Rem Cfg

5 Verify that configuration datais being echoed to the terminal emulation screen and that the
captured datais being written to afile on your disk.

The save process is complete when the message “Download complete--type any key to
return to menu” appears on your emulator’s display. The backup file is an ASCII file.

6 Turn off the autotype feature.

This command restarts the MAX and clears all calls without disconnecting the device from its
power source. The MAX logs off all users, and returns user security to its default state. In
addition, the MAX performs power-on self tests (POSTs) when it restarts. These POSTSs are
diagnostic tests.

To perform a system reset, follow these steps:

1 Highlight System Reset and press Enter.
The MAX prompts you to confirm that you want to perform the reset.

2 Confirm the reset.

In addition to clearing calls, the MAX performs a series of POSTs. The POST display
appears. If you do not see the POST display, press Ctrl-L. These messages may be dis-
played:
OPERATOR RESET: | ndex: 99 Revi si on: 5. 0a

Dat e: 03/04/1997. Time: 22:32:23

MENU Reset from unknown in security profile 1.
SYSTEM IS UP:  Index: 100 Revi si on: 5. 0a

Dat e: 03/ 04/ 1997. Time: 22:33:00
While the yellow FAULT LED on the front panel remains solidly lit, the MAX checks sys-
tem memory, configuration, and installed modules. If the MAX fails any of these tests, the
FAULT LED remains lit or blinks. The alarm relay remains closed while the POST is run-
ning and opens when the POST completes successfully. When you see this message:

Power - On Sel f Test PASSED
Press any key...

3 Press any key to display the Main Edit menu.

This command starts a terminal server session. The system displays the terminal-server com-
mand-line prompt (by default, “ascend%”). For information about the terminal server com-
mands, type a question mark at the prompt. SeBl#¢€ISP & Telecommuting Configuration

Guide for more details about the terminal-server interface.

This command (Upload Remote Configuration) opens a connection to a RADIUS server to
upload the MAX terminal server banner, list of Telnet hosts, IP static routes, IP address pool,
and other configuration information from the RADIUS user file. The MAX retrieves
configuration from RADIUS at system startup or use of this command.

When you highlight Upd Rem Cfg and press Enter, the MAX opens a connection to the
RADIUS server and uploads the configuration information.
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Upd Rem Cfg

When you upload this remote configuration information, keep the following information in
mind:

e The MAX reads Dailout-Framed-User entries with the password “ascend”.

* The Upd Rem Cfg command does not update the terminal server banner or list of Telnet
hosts when the Remote Conf parameter is set to No.

« The Upd Rem Cfg command also updates the MAX system name used when establishing
PPP calls if the ascend-authen-alias attribute is defined in RADIUS.

This command (Upload Remote Configuration) opens a connection to a RADIUS server to
upload the MAX terminal server banner, list of Telnet hosts, IP static routes, IP address pool,
and other configuration information from the RADIUS user file. The MAX retrieves
configuration information from RADIUS at system startup or when you execute this
command.

When you highlight Upd Rem Cfg and press Enter, the MAX opens a connection to the
RADIUS server and uploads the configuration information.

When you upload this remote configuration information, keep the following information in
mind:
e The MAX reads Dailout-Framed-User entries with the password “ascend”.

e The Upd Rem Cfg command does not update the terminal server banner or list of Telnet
hosts when the Remote Conf parameter is set to No.

« The Upd Rem Cfg command also updates the MAX system name used when establishing
PPP calls if the ascend-authen-alias attribute is defined in RADIUS.
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This chapter shows the configuration profiles in the vt100 interface and example values for

each parameter contained in those profiles. For details on the parameters listed here, see

Chapter 3, “MAX Alphabetic Parameter Reference.” For details on the diagnostic commands,
see Chapter 4, “MAX Diag Command Reference.”

Note: The MAX supports a variety of software loads that are customized to particular pur-
poses. The software load you have installed may not support all of the profiles listed in this ref-
erence.

How the MAX profiles are organized

The numbers in the vt100 menus relate to slot numbers in the MAX unit, which may be an
actual expansion slot or a “virtual” slot on the unit’s motherboard. The MAX comes with eight
PC Card modem slots.

e The system itself is assigned slot number 0 (menu 00-000).

The System menu contains these profiles and submenus, which are all related to system-
wide configuration and maintenance:

00- 000 System
00-100 Sys Config
00-200 Sys Di ag
00-300 Security

e The PC Card slots are in slots 1 through 8 (menus 10-000 through 80-000).
The menus for configuring the PC Cards are organized like this:

10- 000 PC CARD Mbdem
10- 100 Mod Config

20- 000 PC CARD BRI
20- 100 Line Config

e The Ethernet is slot 9 (menu 90-000). The Ethernet menu contains submenus and profiles
related to the local network, routing and bridging, and WAN connections.

This is an example Main Edit Menu at the top level, which shows PC Cards installed in slots 3
through 8.

Main Edit Menu
00- 000 System
10- 000 Enpty
20- 000 Empty
30- 000 PC CARD Modem
40- 000 PC CARD Modem
50- 000 PC CARD BRI
60- 000 PC CARD Mbdem
70- 000 PC CARD BRI
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80- 000 PC CARD BRI
90- 000 Et her net

System profiles

These profiles reside bel ow the System menu at the top level of the vt100 menus. The settings

in these profiles affect how the MAX functions system-wide.

System profile (Sys Config)

System
Sys Config

Name=gat eway- 1
Locat i on=east - bay
Cont act =t hf
Dat e=2/ 20/ 97
Ti me=10: 00: 29
Renmot e Mgnt =Yes
Sub- Adr =None
Aut o Logout =No
Idl e Logout =0

System diagnostics (Sys Diag)

System
Sys Di ag
Restore Cfg
Save Cfg
Sys Reset
Term Serv
Upd Rem Cfg

Security profiles

System
Security
Nane=Def aul t
Passwd=Ascend
Oper ati ons=No
Edit Security=NA
Edit SysteneN A
Field Service=N A

Profiles for WAN lines and ports

PC Card BRI lines

PC CARD BRI
Li ne Config
Name=br i - net
Switch Type=AT&T
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Enabl ed=Yes

Li nk Type=P_T_P

Bl Usage=Swi t ched

Bl Prt/ G p=1

B1 Trnk G p=5

B2 Usage=Swi t ched

B2 Prt/ G p=2

Pri  Nun¥555-1212

Pri SPI D=01555121200
Sec Num=555-1213

Sec SPI D=01555121300

PC CARD Modems

PC CARD Mbdem
Mod Config
Nanme=
Pr oduct =
Speaker =On
Strings=Default
Init=NA
Speaker O f=N A
Hangup=N A
D al =N A
Baud Rate=N A

Network profiles

Answer profile

Et her net
Answer
Use Answer as Defaul t =No
Force 56=No
Profil e Reqd=Yes
Assi gn Adrs=No

Encaps. ..
MPP=Yes
MP=Yes
PPP=Yes
V. 120=Yes
X. 75=Yes
TCP- CLEAR=Yes

ARA=Yes

I P options...
Metric=7

I PX options...
Peer=N A

PPP options...
Rout e | P=Yes
Rout e | PX=Yes
Bri dge=Yes
Recv Aut h=Ei t her
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MRU=1524

LQVENo

LQM M n=600

LQV Max=600

Li nk Conmp=St ac

VJ Conp=Yes
BACP=No

Dyn Al g=Quadratic
Sec History=15
Add Pers=5

Sub Pers=10

M n Ch Count=1
Max Ch Count =1
Target Uil =70
Idle Pct=0

Di sc on Auth Ti meout =Yes

V. 120 options...
Frane Lengt h=260

X. 75 options...
K W ndow Si ze=7
N2 Retran Count =10
T1 Retran Ti nmer=1000
Frane Lengt h=2048

Sessi on options...
Rl P=CF f
Data Filter=5
Call Filter=3
Filter Persistence=No
| dl e=120
TS Idl e Mode=N A
TS Idle=N A
Preempt =N A
IPX SAP Filter=1

Bridge Adrs profile

Et her net
Bri dge Adrs
Enet Adrs=CFD012367
Net Adrs=10.1.1.12
Connection #=7

Connection profile

Et her net
Connecti ons
St at i on=devi ce- nane
Acti ve=Yes
D al #=555-1212
Rout e | P=Yes
Rout e | PX=No
Bri dge=No
Di al brdcast=N A

Encaps=MPP
Encaps options. ..
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Send Aut h=None
Send PWEN A

Aux Send PW

Recv PWs

DBA Mbni tor=Transm t
Base Ch Count =1
M n Ch Count=1
Max Ch Count =2
MRU=1524

LQVENo

LQV M n=600

LQV Max=600

VJ Conp=Yes

Dyn Al g=Quadratic
Sec History=15
Add Pers=5

Sub Pers=10
Target Util=70
Idle Pct=0

Encaps=MP

Encaps options. ..
Send Aut h=None
Send PWEN A
Aux Send PW
Recv PW
Base Ch Count =1
M n Ch Count=1
Max Ch Count =2
MRU=1524
LQVENo
LQM M n=600
LQM Max=600
VJ Conp=Yes
BACP=No
Dyn Al g=Quadratic
Sec History=15
Add Pers=5
Sub Pers=10
Target Uil =70

Encaps=PPP

Encaps options. ..
Send Aut h=None
Send PWEN A
Recv PWs
MRU=1524
LQVENo
LQM M n=600
LQM Max=600

VJ Conp=Yes

Encaps=TCP- CLEAR
Encaps options. ..
Recv PWEl ocal pw
Logi n Host =t echpubs
Logi n Port =23

Encaps=ARA
Encaps options...
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Passwor d=* SECURE*

Max. Tinme (mn)=0
I P options...

LAN Adrs=0.0.0.0/0
WAN Al i as=0.0.0.0/0
| F Adrs=0.0.0.0/0

Pr ef erence=100
Metric=7

Pri vat e=No

Rl P=CF f

Pool =0

Client Pri DNS=0.0.0.0
Client Sec DNS=0.0.0.0
Client Assign DNS=Yes

Client Gateway=0.0.0.0

I PX options...
Peer =Rout er
| PX RI P=None
| PX SAP=Send
Di al Query=No

| PX Net #=cf ff 0003
| PX Al'i as#=00000000

Handl e | PX=None
Net war e t/0=30

Sessi on options...
Data Filter=5
Call Filter=3

Filter Persistence=No

I dl e=120
TS 1dl e Mode=N A
TS Idle=N A
Preempt =N A
| PX SAP Filter=0
BackUp=
Secondary=

ATMP Gat eway=

Tel co options...
AnsCOri g=Bot h
Cal | back=Yes
Exp Cal | back=No

Call Type=Sw tched

Dat a Svc=56KR

Force 56=N A

Bi || #=555-1212
D al out OK=No

Accounti ng. ..
Acct Type=None
Acct Host=N A
Acct Port=N A
Acct Tinmeout=N A
Acct Key=N A
Acct -1 D Base=N A
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Ethernet profile (Mod Config)

Et her net
Mod Config
Et her options...
| P Adrs=10. 65.212. 100/ 24
2nd Adrs=0.0.0.0/0
Rl P=Bot h-v1
I gnore Def Rt=Yes
Proxy Mde=Of f
Filter=5
| PX Frane=None
| PX Enet #=N A
| PX Pool #=N A
I PX SAP Filter=N A
Handl e | PX Type20=N A

WAN opti ons. .
Pool #1 start=100.1.2.3
Pool #1 count =128
Pool #2 start=0.0.0.0
Pool #2 count =0
Pool #3 start=10.2.3. 4
Pool #3 count =254
Pool #4 start=0.0.0.0
Pool #4 count =0
Pool #5 start=0.0.0.0
Pool #5 count =0
Pool #6 start=0.0.0.0
Pool #6 count =0
Pool #7 start=0.0.0.0
Pool #7 count =0
Pool #8 start=0.0.0.0
Pool #8 count =0
Pool #9 start=0.0.0.0
Pool #9 count =0
Pool #A start=0.0.0.0
Pool #A count =0
Pool onl y=No
Pool Sunmar y=No

SNMP options. ..
Read ConmrAscend
R/ W Comm=Secr et
Security=Yes
RD Mgr 1=10.
RD Mgr2=10.
RD Mgr3=10.
RD Mgr 4=10.
RD Myr5=10.
WR Mgr 1=10.
WR Mgr 2=10.
WR Mgr 3=10.
WR Mr 4=10. )
WR Myr5=10. 0. 0. 15
Route Pref...

Static Preference=100
Rip Preference-100

cooocooco0o00
coooooco0o00
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TServ options...
TS Enabl ed=Yes
Passwd=Ascend

Banner=** Ascend Ter ni nal
Logi n Pronpt =Logi n:
Passwd Pr onpt =Passwor d:

Pr onpt =gat eway- 1>
Pronpt For mat =No
Term Type=vt 100
PPP=Yes

SLI P=Yes

SLI P BOOTP=No
Tel net
Rl ogi n=Yes

Def Tel net =Yes
Cal | =Yes
Tel net node=ASCl |
Echo=No
Buf f er char s=No

d ear

Local

Initi

al

Yes

Scrn=Cnd

Toggl e Scrn=No
Security=Ful |
3rd Pronmpt=

3rd Pronpt Seq=N A

| P Addr
Renpt e Conf =No

Host
Host
Host
Host
Host
Host
Host
Host

#1
#1
#2
#2
#3
#3
#4
#4

Msg=I P address is

Addr =0. 0. 0.

Text =

Addr =0. 0. 0.

Text =

Addr =0. 0. 0.

Text =

Addr =0. 0. 0.

Text =

| med Servi ce=None
| med Host =N A
| med Port=N A

Tel net Host Aut h=No

PPP Del ay=5

PPP Direct =No

7- Even=No

Ppp | nf o=node

Clr Scrn=Yes

Si | ent =No

Modem Di al out =Yes

| medi at e ModenrNo
I M Modem port=N A

I mMm Modem Access=None

0

0

I mm Modem Pwd=N A
Logi n Ti meout =300

Bri dgi ng=Yes

I PX Routing = No
Appl eTal k=Yes
Shar ed Pr of =No
Tel net PW:Ascend

RI P Policy=Split Horzn

* %
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RI P Summary = Yes
|CVMP Redirects = Ignore

Domai n Name=abc. com

Sec Dommi n Nanme=

Pri DNS=10. 65. 212. 10

Sec DNS=12.20 7.23.51

Allow As O ient DNS=Yes

Pri WNS=0.0.0.0

Sec WNS=0.0.0.0

Li st Attenpt=No

List Size=NA

Client Pri DNS=0.0.0.0
Cient Sec DNS=0.0.0.0

Aut h. ..

Aut h=RADI US

Aut h Host #1=10.6.212.178
Aut h Host #2=10.6.212.178
Aut h Host #3=10.6.212.178
Aut h Port=1645

Auth Src Port=0

Aut h Ti meout =20

Aut h Key=Ascend

Aut h Pool =No

Auth TS Secure=Yes

Auth Send Attr. 6, 7=No
Local Profiles First=Yes
Aut h Reqg=Yes

APP Server =No

APP Host =N A

APP Port =N A

Securel D DES encryption=N A
Secur | D host retries=NA
Secur el D NodeSecr et =N A
Sess Ti ner=N A

Accounti ng. ..

Acct =RADI US
Acct Host #1=10.6.212. 140
Acct Host #2=0.0.0.0
Acct Host #3=0.0.0.0
Acct Port=1646
Acct Src Port=0
Acct Ti nmeout =10
Acct Key=Ascend
Sess Ti mer =0
Acct -1 D Base=10

RADI US Server. ..

Ser ver =No

Cient #1=NA
Server Key#1=N A
Client #2=NA
Server Key#2=N A
Cient #3=N A
Server Key#3=N A
Client #4=NA
Server Key#4=N A
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Filter profile

Cient #5=N A
Server Key#5=N A
Cient #6=N A
Server Key#6=N A
Cient #7=N A
Server Key#7=N A
Cient #8=N A
Server Key#8=N A
Cient #9=N A
Server Key#9=N A
Server Port=N A
Sessi on Key=N A
Attributes=NA

Log. ..
Sysl og=Yes
Log Host=10.65.212. 12
Log Facility=Local O
ATMP. . .
ATMP Mode=Hone
Type=Gat eway
Passwd=Ascend

SAP Repl y=No
UDP Port =5150
Appl eTal k. . .

Zone Nanme=engnet

Stack options...
St acki ng Enabl ed=No
St ack Nanme=maxst ack- 1
UDP Port =6000

UDP Cksum=No
Adv Di al out Rout es=Al ways

Et her net
Filters

Nanme=fil t er - nane
Input filters...

In filter 01—12
Valid=Yes
Type=GENERIC
Generic...

Forward=No

Offset=14

Length=8
Mask=ffffffffffffff
Value=aaaa0300000080f3
Compare=Equals
More=No

Forward=No

Src Mask=255.255.255.192
Src Adrs=192.100.50.128
Dst Mask=0.0.0.0
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Dst Adrs=0.0.0.0
Pr ot ocol =0

Src Port Cnp=None
Src Port #=N A
Dst Port Cnp=None
Dst Port #=N A
TCP Est ab=N A

Qutput filters...

Out filter 01—12
Valid=Yes
Type=GENERIC
Generic...

Forward=No

Offset=14

Length=8

Mask=ffffffffffffree

Value=aaaa0300000080f3

Compare=Equals
More=No

Ip...
Forward=No

Src Mask=255.255.255.192
Src Adrs=192.100.50.128
Dst Mask=0.0.0.0
Dst Adrs=0.0.0.0
Protocol=0
Src Port Cmp=None
Src Port #=N/A
Dst Port Cmp=None
Dst Port #=N/A

TCP Estab=N/A

Firewall profiles

Ethernet
Firewalls
Name=my-firewall
Version=2056
Length=2.0b

IPX Routes profile

Ethernet
IPX Routes

Server Name= ser ver - nane
Active=Yes
Network=CC1234FF
Node=000000000001
Socket=0000
Server Type=0004
Hop Count=2
Tick Count=12
Connection #=0
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Network profiles

IPX SAP Filter profile

Et her net
I PX SAP Filters
Name=opt i onal
Input SAP filters...
In SAP filter 01—08
Valid=Yes
Type=Exclude
Server Type=0004
Server Name=SERVER-1
Output SAP filters
Out SAP filter 01—08
Valid=Yes
Type=Exclude
Server Type=0004
Server Name=SERVER-1

Names / Passwords profile

Ethernet
Names / Passwords
Name=Brian
Active=Yes
Recv PW=brianpw
Template Connection #=0

SNMP Traps profile

Ethernet
SNMP Traps
Name=
Alarm=Yes
Security=Yes
Comm=
Dest=10.2.3.4

Static Rtes profile (IP routes)

Ethernet
Static Rtes
Name=SITEBGW
Active=Yes
Dest=10.2.3.0/24
Gateway=10.2.3.4
Metric=2
Preference=100
Private=No

5-12
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Numerics

2nd Adrs parameter 3-2

3rd Prompt parameter 3-2

3rd Prompt Seq parameter 3-2

56K calls, configuring data service for 3-29
56KR calls, configuring data service for 3-29
64K calls, configuring data service for 3-29
7-bit parity, specifying 3-3

7-Even parameter 3-3

A

accounting
specifying connection-specific host 3-4
specifying connection-specific server 3-6
specifying multiple hosts 3-4
specifying service 3-4
specifying shared secret 3-5
specifying source port 3-6

Acct Host #N (N=1-3) parameter 3-4

Acct Host parameter 3-4

Acct Key parameter 3-5

Acct parameter 3-4

Acct Port parameter 3-5

Acct Src Port parameter 3-6

Acct Timeout parameter 3-6

Acct Type parameter 3-6

Acct-I1D Base parameter 3-5

Active parameter 3-7

Add Pers parameter 3-7

address pool. See IP address

addresses, assigning 1P 3-11

Adv Dialout Routes parameter 3-7

AlIM cals
remote management during 3-83
remote management of 3-83

Alarm parameter 3-8

All Port Diag parameter 3-8

Allow as Client DNS parameter 3-8
ALU (Average Line Utilization)

calculating 3-87
configuring 3-7
Ans n# (n=1-4) parameter 3-9
AnsOrig parameter 3-9
Answer profile
time clearing call in inactive session 3-45
using to build connection with RADIUS or TACACS
3-109
APP Host parameter 3-9
APP Port parameter 3-10
APP Server parameter 3-10
AppleTak parameter 3-10
AppleTalk, zone name 3-114
ARA
configuring MAX to accept incoming 3-10
disabling Guest access 3-79
specifying maximum connect time for call 3-64
specifying password 3-72
ARA parameter 3-11
ARA setting 3-38
ARP requests, specifying how MAX responds 3-81
Assign Adrs parameter 3-11
ATMP
ATMP Gateway 3-11
ATMP Mode 3-12
Password 3-72
SAP Reply 3-87
specifying password for 3-72
specifying port 3-108
Type 3-106
type of agent 3-106
ATMP Gateway parameter 3-11
ATMP Mode parameter 3-12
Attributes parameter 3-12
attributes, RADIUS 3-15
Auth Host #n (n=1-3) parameter 3-13
Auth Key parameter 3-14
Auth parameter 3-12
Auth Pool parameter 3-14
Auth Port parameter 3-14
Auth Req parameter 3-15
Auth Send Attr 6,7 parameter 3-15
Auth Src Port parameter 3-16
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Auth Timeout parameter 3-16
Auth TS Secure parameter 3-17
authentication
AuthKey 3-14
by called number 3-23
by calling number 3-23
CLID Fail Busy 3-24
CLID Timeout Busy 3-24
for Telnet sessions 3-103
incoming for PPP 3-82
local before remote 3-58
outgoing for PPP 3-90
password for incoming PPP call 3-83
password for PPP call 3-91
SecurelD DES Encryption 3-89
SecurlD Host Retries 3-89
SecurlD NodeSecret 3-89
specifying 3-12, 3-13
specifying disconnect on timeout 3-33
specifying external server 3-14
specifying source port 3-16
specifying timeout 3-16
timeouts 3-15
Auto Logout parameter 3-17

Aux Send PW parameter 3-17

B

B1 Prt/Grp parameter 3-18
B1 Usage parameter 3-18
B2 Prt/Grp parameter 3-18
B2 Usage parameter 3-18
Backoff Q full message, explained 2-12
Backup parameter 3-18
BACP parameter 3-18
bandwidth
how to decrease 1-6
how to increase 1-8
specifying maximum number of channels 3-64
specifying minimum number of channels for multi-
channel call 3-66
Banner parameter 3-19
Base Ch Count parameter 3-19
Baud Rate parameter 3-19
BERT, performing a 1-5
Bill # parameter 3-20
billing, specifying phone number for 3-20
BRI
enabling/disabling 3-37
secondary phone number for 3-88
secondary SPID for 3-88
specifying primary phone number for 3-77

specifying primary SPID for 3-78
Bridge parameter 3-20
bridging
enabling 3-20
enabling system-wide 3-20
Net Adrs 3-68
specifying MAC address of remote device 3-38
specifying whether broadcast packets initiate call 3-
32

Bridging parameter 3-20
bridging table, how the MAX usesits 3-32

broadcast packets, specifying whether to dial connection
when receiving 3-32
Buffer Chars parameter 3-21

C

Call Filter parameter 3-22

call routing
using B channel port groups 3-18
Call Type parameter 3-23
Callback parameter 3-22
Call-by-Call n (n=1-6) parameter 3-22
Called # parameter 3-23
Calling # parameter 3-23
cals
accepting PPP 3-75
clearing all 4-3
Connection Profile shared by incoming 3-94
enabling incoming/outgoing 3-9
enabling MP 3-67
enabling MPP 3-67
enabling X.75 3-113
manually placing/clearing 1-3
monitoring DBA 3-30
remote management during AIM 3-83
specifying idle time before disconnecting 3-45
specifying maximum time for ARA 3-64
specifying type of IPX 3-72
specifying when to clear based on bandwith utiliza-
tion 3-46
spoofing I1PX watchdog packets 3-69
TCP-Clear 3-102
using channels of idlelink for 3-76
verifying password for PPP 3-82
with no Connection profile 3-79
See also MP calls, MPP calls, phone numbers

Cause codes
progress of connection 2-7
progress of disconnection 2-9
reason for disconnect 2-7
Clear Call parameter 3-24

Clear parameter 3-24
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Clid Auth parameter 3-45

CLID Fail Busy parameter 3-24
CLID Timeout Busy parameter 3-24
Client #n parameter 3-25

Client Assign DNS parameter 3-25
Client Gateway parameter 3-25
Client Pri DNS parameter 3-26
Client Sec DNS parameter 3-26

Clr Scrn parameter 3-26

Comm parameter 3-26

commands, DO
description of 1-2
DO Answer (DO 3) 1-4
DO Beg/End BERT (DO 7) 1-4
DO Beg/End Rem LB (DO 6) 1-4
DO Beg/End Rem Mgm (DO 8) 1-6
DO Close TELNET (DO C) 1-6
DO Contract BW (DO 5) 1-6
DO Diagnostics (DO D) 1-7
DO Did (DO 1) 1-7
DO ESC (DO 0) 1-8
DO Hang Up (DO 2) 1-8
DO Load (DOL) 1-8
DO Menu Save (DO M) 1-9
DO Password (DO P) 1-9
DO Resynchronize (DO R) 1-10
DO Save (DO §) 1-10
DO Termserv (DO E) 1-11
DO Toggle (DO T) 1-11
Extend BW (DO 4) 1-8
limiting accessto 3-71
community name
read 3-82
read/write 3-82
Compare parameter 3-27
compression
IP header 3-111
Connection # parameter 3-27
Connection profile
backing up nailed connection 3-18
requiring 3-79
sharing among users 3-94
connections
accepting PPP 3-75
bringing up for IPX query 3-32

bringing up when MAX receives broadcast packet 3-
32

enabling raw-TCP 3-102

name of remote device 3-98
specifying an idle timeout 3-45
specifying dial out number 3-31

specifying when to clear based on bandwith utiliza-

tion 3-46
Contact parameter 3-28

D

Data Filter parameter 3-29
data filter, specifying number of 3-39
data service, described 3-29
Data Svc parameter 3-29
Date parameter 3-30
DBA
configuring 3-7
monitoring calls 3-30
seconds below ALU after which MAX drops call 3-99
specifying algorithm 3-35
specifying time period for calculating ALU 3-87
target utilization used for bandwidth management 3-
102
DBA Monitor parameter 3-30
Dec Ch Count parameter 3-31
Def Telnet parameter 3-31
default routes
specifying connection-specific 3-25
specifying whether MAX ignores 3-47
Dest parameter 3-31
destination
specifying address for filtering 3-34
specifying route 3-31
destination network, identifying distance to 3-105
destination port
specifying 3-34
specifying comparison 3-35
diagnostics
accessing diagnostic interface 1-7
Dial # parameter 3-31
Dial Brdcast parameter 3-32
Did parameter 3-32
Dia Query parameter 3-32
dialin users, specifying whether to drop 3-17
dialing
manually 1-3
dialing a Call or Connection Profile 1-7
Diaout OK parameter 3-33
dialout, specifying modem 3-66
Disc on Auth Timeout parameter 3-33
Disconnect reason cause codes 2-7
disconnecting acall 1-8
DNS
Allow as Client DNS 3-8
Client Assign DNS 3-25
Client Pri DNS 3-26
Client Sec DNS 3-26
Domain Name 3-33
List Attempt 3-57
List Size 3-57
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Pri DNS 3-77
Sec DNS 3-87
secondary domain Name 3-87
secondary domain name server 3-87
specifying connection-specific servers 3-26
specifying domain name server 3-77

DO Answer (DO 3) 1-4

DO Beg/End BERT (DO 7) 1-4

DO Beg/End Rem LB (DO 6) 1-4

DO Beg/End Rem Mgm (DO 8) 1-6

DO Close TELNET (DO C) 1-6

DO commands, limiting access to 3-71

DO Contract BW (DO 5) 1-6

DO Diagnostics (DO D) 1-7

DO Dia (DO 1) 1-7

DOESC (DO 0) 1-8

DO Extend BW (DO 4) 1-8

DO Hang Up (DO 2) 1-8

DO Load (DOL) 1-8

DO Menu Save (DO M) 1-9

DO menu, exiting 1-8

DO Resynchronize (DO R) 1-9

DO Save (DO S) 1-10

DO Termserv (DO E) 1-11

DO Toggle (DO T) 1-11

Domain Name parameter 3-33

domain name server 3-77, 3-87

Download parameter 3-33

Dst Adrs parameter 3-34

Dst Mask parameter 3-34

Dst Port # parameter 3-34

Dst Port Cmp parameter 3-35

dual 1P, configuring 3-2

Dyn Alg parameter 3-35

Dyn Stat window, described 2-3

dynamic addresses
assigning 3-11
requiring for callers 3-73
specifying first addressin pool 3-74
specifying number in address pool 3-73
specifying pool for RADIUS-authenticated calls 3-14
specifying pool to use for callers 3-73

dynamic bandwidth, using BACP 3-18

E

Early CD parameter 3-37
Edit Own Call parameter 3-37
Edit parameter 3-37

Edit Security parameter 3-37
Edit System parameter 3-37
Enabled parameter 3-37
Encaps parameter 3-37
encapsulation, specifying 3-37
encryption

specifying type for SecurelD 3-89
endingacal 1-8
Enet Adrs parameter 3-38
Ether Opt status window, described 2-4
Ether Stat window, described 2-4
Excl Routing parameter 3-38
Exp Callback parameters 3-38

F

field service operations, privilegesto perform 3-39
Field Service parameter 3-39
Filter parameter 3-39
Filter Persistence parameter 3-39
filtering
enabling/disabling filter 3-110
including/excluding advertisementsin IPX SAP re-
sponse packets 3-93
source | P address 3-96
source | P address mask 3-96
source port 3-97
specifying action of 3-106
specifying an IPX SAP filter 3-54
specifying call 3-22
specifying comparison 3-27
specifying destination port comparison 3-35
specifying hex number to compare 3-110
specifying number of datafilter 3-39
specifying type of comparison for source ports 3-97
specifying whether should match established connec-
tions 3-102
specifying whether to forward or drop packets 3-40
specifying whether to include next filter 3-66
watchdog packets 3-69
filters
mask 3-34
order applied 3-29
persistence of 3-39
protocol 3-80
SAM numbering schemein VT-100 interface 3-29
specifying data filter 3-29
specifying destination 3-34
specifying destination address 3-34
specifying mask 3-63
specifying number of bytesto test in Generic 3-56
specifying offset 3-71
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G
firewalls Init parameter 3-49
numbersin Firewall menu 3-22 Initial Scrn 3-50
SAM numbering scheme in VT-100 interface 3-29 Initial Scrn parameter 3-50
specifying number of 3-39 . o
interfaces, specifying address for 3-46
Force56 parameter 3-40
IP (Internet Protocol)
Forward parameter 3-40 assigning two interface addresses 3-2
Frame Length parameter 3-41 dynamic address assignment 3-74
IP Addr Msg parameter 3-50
IP address
G of device used in Telnet or raw TCP 3-48
of primary domain name server 3-77
Gateway parameter 3-42 of remote interface to WAN 3-112
gateway, specifying connection-specific 3-25 of secondary domain name server 3-87
remote device address 3-112
requiring dynamic 3-73
H secondary domain name server 3-87
specified for remote end station/router 3-56
Handle IPX 3-43 speqltyl ng ?ddrzﬁz pool to uselfgr 7C;;allers 3-73
specifying first addressin pool 3-
Handle IPX Type 20 parameter 3-43 specifying for remote device 3-56
hanging up acall 1-8 specifying interface address 3-46
Hangup parameter 3-43 specifying number in address pool 3-73
Hop Count parameter 3-44 specifying router 3-42 _
Host #n Addr (n=1-4) parameter 3-44 specifying which to use for NAT clients
Host #n Text (n=1-4) parameter 3-44 IP Adrs parameter 3-50
IP dialout routes, poisoning 3-7
IP Direct parameter 3-50
I IP routing, enabling 3-86
IPX
ICMP Redirects parameter 3-45 assigning network number to point-to-point link 3-50
ID Auth 3-45 Dia Query 3-32

Id Auth parameter 3-45

idle channels, specifying when to reuse 3-76
Idle Logout parameter 3-46

Idle parameter 3-45

Idle Pct parameter 3-46

idle timer, resetting 3-22

IF Adrs parameter 3-46

Ignore Def Rt parameter 3-47

Imm. Modem Access parameter 3-47
Imm. Modem Port parameter 3-48
Imm. Modem Pwd parameter 3-48
Immed Host parameter 3-48

Immed Port parameter 3-48

Immed Service parameter 3-49
Immediate Modem parameter 3-49

immediate service

specifying host 3-48

specifying port 3-48

specifying type of 3-49
inbound packets, specifying address for 3-50
incoming call routing 3-99

enabling routing 3-86

filtering watchdog packets 3-69

Handle IPX Type 20 3-43

Hop Count 3-44

IPX Alias 3-50

IPX Enet# 3-51

IPX Frame 3-51

IPX Net# 3-52

IPX Pool # 3-52

IPX RIP 3-52

IPX Routing 3-53

IPX SAP 3-53

IPX SAP Filter 3-54

NetWare t/o 3-69

Network 3-69

Node 3-70

Peer 3-72

SAP Reply 3-87

SAP service type 3-93

Server Name 3-92

Server Type parameter 3-93

specifying avirtual network addressto dial-in Net-
Ware clients 3-52

specifying how SAP packets are handled over WAN
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3-53
specifying internal network number of server 3-69
specifying IPX address for 3-51
specifying network number for remote router 3-52
specifying node address of server 3-70
specifying type of bridging 3-43
IPX Alias parameter 3-50
IPX Enet# parameter 3-51
IPX Frame parameter 3-51
IPX Net# parameter 3-52
IPX network, specifying distance to destination 3-44
IPX Pool# parameter 3-52
IPX RIP parameter 3-52
IPX Routing parameter 3-53
IPX routing, enabling 3-53
IPX SAP Filter parameter 3-54
IPX SAP parameter 3-53

ISDN
secondary phone number for BRI 3-88
secondary SPID for BRI 3-88
specifying BRI mode 3-56
specifying primary phone number for BRI 3-77
specifying primary SPID for BRI 3-78
subaddressing 3-99

K

K Window Size parameter 3-55

L

LAN Adrs parameter 3-56

Length parameter 3-56

link quality reports, specifying duration between 3-61

Link Type parameter 3-56

List Attempt parameter 3-57

List Size parameter 3-57

loading a saved or edited profile 1-8

Local Echo parameter 3-58

Local Profiles First parameter 3-58

Location parameter 3-59

Log Facility parameter 3-59

Log Host parameter 3-59

log messages, working with 2-2

logging out of the MAX 1-10

login
defining sequence of prompts 3-2
whether RADIUS configures banner 3-83

Login Host parameter 3-60

Login Port parameter 3-60

Login Prompt parameter 3-60

login prompts 3-2

Login Timeout parameter 3-60
logout, specifying timeout 3-46

LQOM (Link Quality Monitoring) 3-61
LQM Max parameter 3-61

LQM Min parameter 3-61

LQM parameter 3-61

M

Mask parameter 3-63

mask, described 3-34

MAX
assigning to stack 3-98
enabling stacks 3-97
setting date 3-30
specifying administrative logout 3-46
specifying |P address of 3-50
specifying IPX address for Ethernet interface 3-51
specifying Location 3-59
uploading/downloading configuration 3-33
using interface-based routing 3-46

Max Baud parameter 3-64
Max Ch Count parameter 3-64
Max DSO Mins parameter 3-64
Max. Time parameter 3-64
MDM Trn Level parameter 3-65
messages

Backoff Q full 2-12

working with status/log 2-2

Metric parameter 3-65
Mfg parameter 3-66
Min Ch Count parameter 3-66
modem calls, configuring data service for 3-30
Modem Dialout parameter 3-66
modem dialout,enabling 3-33
Modem setting 3-30
modems
enabling dialout 3-66
specifying highest baud rate for V.34 3-64
specifying immediate 3-47
specifying immediate service 3-49
specifying transmit level for digital 3-65
Module Name parameter 3-66, 4-2
More parameter 3-66
MP calls, using BACP 3-18
MP parameter 3-67
MP+ calls, specifying how to monitor 3-30
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MPP calls, enabling 3-67

MPP parameter 3-67

MPP setting 3-38

MRU parameter 3-67

multichannel calls
specifying algorithm for monitoring usage 3-35
specifying password for 3-17

Multilink calls, enabling 3-67

multipoint link, specifying 3-56

N

N2 Retransmission Count parameter 3-68

nailed connection, specifying backup 3-18

Name parameter 3-68

Name/Password profile, using Connection profile to
build connection 3-104

NAT

Pool Number 3-74

Net Adrs parameter 3-68

NetWare t/o parameter 3-69

Network parameter 3-69

network summarization, using 3-74

Node parameter 3-70

O

Offset parameter 3-71
Operations parameter 3-71

OSPF
RIP Preference 3-85

P

packets
masked bytes from start of 3-71
passed to next filter specification 3-66
specifying whether to forward or drop 3-40

parameters
2nd Adrs 3-2
3rd prompt 3-2
7-Even 3-3
Acct 3-4
Acct Host #n 3-4
Alarm 3-8
Ansn# (n=1-4) 3-9
AnsOrig 3-9
APP Host 3-9
APP Port 3-10
APP Server 3-10

ARA 3-11

Assign Adrs 3-11
ATMP Mode 3-12
Auth 3-12

Auth Host #n (n=1-3) 3-13
AuthKey 3-14

Auth Pool 3-14
Auth Port 3-14

Auth Send PW 3-17
Backup 3-18

Banner 3-19

Base Ch Count 3-19
Baud Rate 3-19

Bill # 3-20

Bridge 3-20
Bridging 3-20
Buffer Chars 3-21
Cadl Filter 3-22

Call Type 3-23
Cadlback 3-22
Cdled # 3-23
Calling # 3-23, 3-24
Clear Cdll 3-24

Clid Auth 3-45
CLID Fail Busy 3-24
CLID Timeout Busy 3-24
Client #n 3-25
Client Assign DNS 3-25
Client Gateway 3-25
Client Pri DNS 3-26
Client Sec DNS 3-26
Clr Scrn 3-26
Comm 3-26
Compare 3-27
Connection # 3-27
Contact 3-28

Data Filter 3-29
Data Svc 3-29

Date 3-30

DBA Monitor 3-30
Def Telnet 3-31

Dest 3-31

Dial 3-32

Dial # 3-31

Dial Brdcast 3-32
Dia Query 3-32
Dialout OK 3-33
Disc on Auth Timeout 3-33
Domain Name 3-33
Download 3-33

Dst Adrs 3-34

Dst Mask 3-34

Dst Port # 3-34

Dst Port Cmp 3-35
Dyn Alg 3-35

Edit Security 3-37
Edit System 3-37
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Enabled 3-37

Encaps 3-37

Ent Adrs 3-38

Exp Callback 3-38
Field Service 3-39
Filter 3-39

Filter Persistence 3-39
Force56 3-40

Forward 3-40

Frame Length 3-41
Gateway 3-42

Handle IPX 3-43
Handle IPX Type 20 3-43
Hangup 3-43

Hop Count 3-44

Host #n Addr (n=1-4) 3-44
Host #n Text (n=1-4) 3-44
ICMP Redirects 3-45
ID Auth 3-45

Idle 3-45

Idle Logout 3-46

Idle Pct 3-46

IF Adrs 3-46

Ignore Def Rt 3-47
Imm. Modem Access 3-47
Imm. Modem Port 3-48
Imm. Modem Pwd 3-48
Immed Host 3-48
Immed Port 3-48
Immed Service 3-49
Immediate Modem 3-49
Init 3-49

Initial Scrn 3-50

IP Addr Msg 3-50

IP Adrs 3-50

IP Direct 3-50

IPX Alias 3-50

IPX Enet# 3-51

IPX Frame 3-51

IPX Net# 3-52

IPX Pool# 3-52

IPX RIP 3-52

IPX Routing 3-53

IPX SAP 3-53

IPX SAP Filter 3-54

K Window Size 3-55
LAN Adrs 3-56

Length 3-56

Link Type 3-56

List Attempt 3-57

List Size 3-57

Local Echo 3-58

Local Profiles First 3-58
Location 3-59

Log Facility 3-59

Log Host 3-59

Login Host 3-60

Login Port 3-60
Login Prompt 3-60
Login Timeout 3-60
LOM 3-61

LOM Max 3-61
LQM Min 3-61
Mask 3-63

Max Baud 3-64
Max Ch Count 3-64
Max. Time 3-64
MDM Trn Leved 3-65
Metric 3-65

Mfg 3-66

Min Ch Count 3-66
Modem Dialout 3-66
More 3-66

MP 3-67

MPP 3-67

MRU 3-67

N2 Retransmission Count 3-68
Name 3-68

Net Adrs 3-68
NetWare t/o 3-69
Network 3-69

Node 3-70

Offset 3-71
Operations 3-71
Passwd 3-72
Passwd Prompt 3-72
Password 3-72

Peer 3-72

Pool 3-73

Pool #n Count 3-73
Pool #n Start 3-74
Pool Number 3-74
Pool Only 3-73
Pool Summary 3-74
PPP 3-75, 3-76

PPP Delay 3-75
PPP Direct 3-76
PPP Info 3-76
Preempt 3-76
Preference 3-77

Pri DNS 3-77

Pri Num 3-77

Pri SPID 3-78

Pri WINS 3-57, 3-79
Private 3-78
Product 3-79
Profile Reqd 3-79
Prompt 3-79
Prompt Format 3-80
Protocol 3-80
Proxy Mode 3-81
R/W Comm 3-82
RD Mgrl-5 3-82
Read Comm 3-82
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Recv Auth 3-82

Recv PW 3-83
Remote Conf 3-83
Remote Mgmt 3-83
Restore Cfg 4-2

RIP 3-84

RIP Policy 3-84, 3-85
Rip Preference 3-85
RIP Summary 3-85
Rlogin 3-85

Route IP 3-86

Route IPX 3-86

SAP Reply 3-87

Save Cfg 4-2

Sec DNS 3-87

Sec Domain Name 3-87
Sec History 3-87

Sec Num 3-88

Sec SPID 3-88

Sec WINS 3-90
SecurlD DES Encryption 3-89
SecurlD Host Retries 3-89
SecurlD NodeSecret 3-89
Security 3-89

Send Auth 3-90

Send PW 3-91

Server Key 3-92
Server Name 3-92
Server Port 3-92
Server Type 3-93

Sess Timer 3-93
Session Key 3-94
Shared Prof 3-94
Silent 3-94

SLIP 3-95
SLIPBOOTP 3-95
Socket 3-95

Speaker Off 3-96

Src Adrs 3-96

Src Mask 3-96

Src Port # 3-97

Src Port Cmp 3-97
Stack Name 3-98
Stacking Enabled 3-97
Static Preference 3-98
Station 3-98

Strings 3-99

Sub Pers 3-99
Sub-Adr 3-99

Switch Type 3-100
Sys Diag 3-100
Syslog 3-101

System Reset 4-3

T1 Retransmission Timer 3-102
Target Util 3-102
TCP Estab 3-102
TCP-Clear 3-102

Telnet 3-103

Telnet Host Auth 3-103

Telnet mode 3-103

Telnet PW 3-104

Template Connection # 3-104

Term Serv 4-3

Term Type 3-104

Tick Count 3-105

Time 3-105

Toggle Scrn 3-105

TS Enabled 3-105

TSIdleLimit 3-106

TSIdle Mode 3-106

Type 3-106

UDP Cksum 3-108

UDP Port 3-108

Upd Rem Cfg 4-3, 4-4

Upload 3-109

Use Answer as Default 3-109

V.120 3-110

valid 3-110

Value 3-110

Version 3-110

VJComp 3-111

WAN alias 3-112

WR Mgr 1-5 3-112

X.121 Source Address 3-113

X.75 3-113

Zone Name 3-114
parity, specifying 7-bit even 3-3
Passwd parameter 3-72
Passwd Prompt parameter 3-72
Password parameter 3-72
passwords

for incoming PPP 3-83

for PPP 3-91

Imm Modem Pwd and Imm Modem Access 3-47

not saved when you save configuration 3-33

specifying ARA 3-72

specifying ATMP 3-72

specifying for multichannel calls 3-17

Telnet 3-104

terminal server 3-72
Peer parameter 3-72
Perm/Switched setting 3-23
phone numbers

specifying number used to dial out for a connection 3-

31
Pool #n Count parameter 3-73
Pool #n Start parameter 3-74
Pool Number parameter 3-74
Pool Only parameter 3-73
Pool parameter 3-73
Pool Summary parameter 3-74

MAX 200Plus Reference Guide

Index-9



Index
R

ports
authentication 3-14
specifying accounting source 3-6
specifying destination in filter 3-34
POSTSs (power-on self tests) 4-3
PPP calls, accepting 3-75
PPP Delay parameter 3-75
PPP Direct parameter 3-76
PPP Info parameter 3-76
PPP parameter 3-75
PPP setting 3-37
PPP, specifying whether to start immediately 3-76
Preempt parameter 3-76
preference

for static route 3-98
RIP 3-85

Preference parameter 3-77
Preferences, see Routing
Pri DNS parameter 3-77
Pri Num parameter 3-77
Pri SPID parameter 3-78
Pri WINS parameter 3-79
primary domain name server, | P address of 3-77
Private parameter 3-78
Product parameter 3-79
Profile Reqd parameter 3-79
Prompt Format parameter 3-80
Prompt parameter 3-79
prompts
defining sequence of login 3-2
login 3-2
multiple line 3-80
specifying multiple line 3-60
Protocol parameter 3-80
protocols, typeto filter 3-80
Proxy Mode parameter 3-81

R

R/W Comm parameter 3-82
RADIUS
accounting timer 3-93
Acct Host #N (N=1-3) 3-4
Acct Key 3-5
Acct Port 3-5
Acct Src Port 3-6
Acct Timeout 3-6
Acct-1D Base 3-5
Attributes parameter 3-12
Auth 3-12
Auth Pool 3-14

Auth Send Attr 6,7 3-15
Auth TS Secure 3-17
Client #n 3-25
port for onboard server 3-92
Server Key 3-92
Server Port 3-92
Sess Timer 3-93
Session Key 3-94
session keys 3-94
sharing profiles 3-94
specifying clients 3-25
Use Answer as Default 3-109
whether it configure login banner 3-83
RADIUS server
opening connection to 4-3, 4-4
remote configuration by 3-83
raw TCP
directing raw sessionsto host 3-60
directing raw sessionsto port 3-60
RD Mgr1-5 parameters 3-82
Read Comm parameter 3-82
Recv Auth parameter 3-82
Recv PW parameter 3-83
Remote Conf parameter 3-83
remote management
at remote end of an AIM call 1-6
during MPP call 3-83
Remote Mgmt parameter 3-83
restarting MAX 4-3
resynchronizing acall in progress 1-10
RIP
how MAX handles updates 3-84
how routes are propagated 3-84
summarizing routes 3-85
RIP parameter 3-84
RIP Policy parameter 3-84
Rip Preference parameter 3-85
RIP Summary parameter 3-85
Rlogin parameter 3-85
Rlogin, default terminal type for 3-104
Route |P parameter 3-86
Route IPX parameter 3-86
routes
how MAX handles RIP updates 3-84
how RIP are propagated 3-84
poisoning dialout 3-7
preference for RIP 3-85
preference for static 3-98
specifying destination 3-31
specifying preference for 3-77
specifying whether MAX ignores default 3-47
specifying whether private 3-78
summarizing 3-74
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summarizing RIP 3-85
Routes status window, described 2-4

routing
enabling IP 3-86
enabling IPX 3-86

S

SAM
firewall numbering schemein VT-100 interface 3-29
version number of 3-110

SAP Reply parameter 3-87

SAP tables, exchanged by both ends of the connection
3-53

SAP, specifying afilter for 3-54

Save Cfg parameter 4-2

Sec DNS parameter 3-87

Sec Domain Name parameter 3-87

Sec History parameter 3-87

Sec Num parameter 3-88

Sec SPID parameter 3-88

Sec WINS parameter 3-90

secondary domain name server, |P address of 3-87

SecurelD
SecurelD DES Encryption 3-89
SecurlD Host Retries 3-89
SecurlD NodeSecret 3-89
SecurlD DES Encryption parameter 3-89
SecurlD Host Retries parameter 3-89
SecurlD NodeSecret parameter 3-89
security 3-45
APP Host 3-9
APP Port 3-10
APP Server 3-10
enabling/disabling 3-89
incoming PPP call authentication 3-82
incoming PPP call password 3-83
local authentication before remote 3-58
password for terminal server or Security profile 3-72
PPP call authentication 3-90
PPP call password 3-91
required Connection profile 3-79
setting permissions for diagnostics 3-100
setting permissions for uploading configuration 3-109
specifying number of firewall 3-39
specifying permission for field service 3-39
specifying permissions for configuration 3-71
specifying permissions to edit Security profiles 3-37
specifying permissions to edit System profile 3-37
specifying permissions to Read Comm and R/W
Comm strings 3-37
turning off ICMP redirects 3-45

using callback 3-38
Security parameter 3-89
Send Auth parameter 3-90
Send PW parameter 3-91
serial port
specifying when to logout user 3-17
Server Key parameter 3-92
Server Name parameter 3-92
Server Port parameter 3-92
Server Type parameter 3-93
Sess Timer parameter 3-93
Session Key parameter 3-94
Sessions status window, described 2-5
Shared Prof parameter 3-94
shared secret, described 3-5
Silent parameter 3-94
SLIP BOOTP parameter 3-95
SLIP parameter 3-95
SNMP
Comm 3-26
enabling/disabling security 3-89
manager’s IP address8s32
managers-112
read community namg-82
read/write community nam-82
sending trap$-8
SNMP community nam8-26
SNMP traps
specifying destination foB-31
Socket parameted-95
Speaker Off paramet&-96
Speaker parameter
parameters
Speake3-95

SPID

secondary for BRB-88

specifying primary for BRB-78
Src Adrs paramete3-96
Src Mask paramete3-96
Src Port # paramet&-97
Src Port Cmp paramet8r97
Stack Name paramet8r98
Stacking Enabled paramet&97
stacks

enabling3-97

naming3-98

specifying port3-108
starting, local terminal server sessi3
Static Preference parame®908
static routes

specifying preference f@-98
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Station parameter 3-98
status messages

working with 2-2
status windows

activating 2-2
Strings parameter 3-99
Sub Pers parameter 3-99
Sub-Adr parameter 3-99
subadressing 3-99
Switch Type parameter 3-100, 4-3
Switched setting 3-23
Sys Diag parameter 3-100

Sys Options status window
described 2-13
information listed 2-13
Syslog
specifying how logs are sorted 3-59
specifying | P address of host 3-59

specifying the types of messagesthe MAX sends 3-

101
System Reset parameter 3-101, 4-3
System status window, described 2-14

T

T1lines
retransmission timer 3-102
specifying cable length 3-56
T1 Retransmission Timer parameter 3-102
T391 parameter 3-102
TACACS+
Acct Host #N (N=1-3) 3-4
Acct Key 3-5
Acct Port 3-5
Acct Src Port 3-6
Auth 3-12
TACACS, Use Answer as Default 3-109
Target Util parameter 3-102
TCP
directing raw sessionsto host 3-60
directing raw sessionsto port 3-60
TCP connections, matching filter to 3-102
TCP Estab parameter 3-102
TCP-Clear parameter 3-102
TCP-CLEAR setting 3-38
Telnet
authentication for 3-103
connecting to non-standard ports 3-58
default terminal type for 3-104
enabling/disabling 3-103
passwords 3-104

setting default mode 3-103
specifying what the MAX interprets as hostnames 3-
31

Telnet Host Auth parameter 3-103
Telnet mode parameter 3-103

Telnet parameter 3-103

Telnet PW parameter 3-104

Template Connection # parameter 3-104
Term Type parameter 3-104

terminal server 3-50
default terminal type 3-104
enabling 3-105
enabling SLIP calls 3-95
enabling/disabling security 3-90
Host #n Addr (n=1-4) 3-44
Host #n Text (n=1-4) 3-44
idle time before disconnect 3-106
if MAX uses 3-106
IP Addr Msg 3-50
Local Echo 3-58
Login Host 3-60
Login Port 3-60
Login Prompt 3-60
Login Timeout 3-60
Passwd 3-72
Passwd Prompt 3-72
PPP delay 3-75
PPP Direct 3-76
PPP Info 3-76
Prompt 3-79
Prompt Format 3-80
Rlogin 3-85
Silent 3-94
SLIP 3-95
SLIPBOOTP 3-95
specifying banner 3-19
specifying how the MAX interprets hostnames 3-31
specifying |P address message string 3-50
specifying message to display at beginning of PPP
session 3-76
specifying when to clear session 3-24
specifying whether to clear screen 3-26
specifying whether users can toggle between menus
and command line mode 3-105
suppressing status messages 3-94
Telnet 3-103
Telnet Mode 3-103
Telnet mode 3-103
Telnet PW 3-104
Toggle Scrn 3-105
TS Enabled 3-105
TSIdle Limit 3-106
TSIdle Mode 3-106
whether RADIUS configure login banner 3-83

terminal server banner, updating 4-3, 4-4
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terminal type, specifying 3-104
Tick Count parameter 3-105
Time parameter 3-105
time, setting 3-105
timeout
authentication 3-16
specifying disconnect on failed authentication 3-33
specifying login timeout 3-60
Toggle Scrn parameter 3-105
Transit # parameter 3-105
traps
sending 3-8
TS Enabled parameter 3-105
TS Idle Limit parameter 3-106
TS Idle Mode parameter 3-106
Type parameter 3-106

U

UDP Cksum parameter 3-108

UDP Port parameter 3-108

Upd Rem Cfg parameter 4-3, 4-4
Upload parameter 3-109

Use Answer as Default parameter 3-109
Use MIF 4-3

\Y,

V.120 3-110
V.120 calls
accepting 3-110
specifying maximum length of information field 3-41
V.120 parameter 3-110
V.34 modems, specifying highest baud rate for 3-64
Valid parameter 3-110
Value parameter 3-110
Version parameter 3-110
VJ Comp parameter 3-111

Voicecalls
configuring data service for 3-29
notes on using 3-29

Voice setting 3-29

w

WAN Alias parameter 3-112
watchdog spoofing, described 3-69
WINS

secondary server 3-90
specifying primary WINS server 3-79
WR Mgrl-5 parameters 3-112

X

X.121 Source Address parameter 3-113

X.25
X.121 src addr 3-113

X.75
K Window Size 3-55
N2 Retransmission Count 3-68

X.75calls
specifying maximum length of information field 3-41

X.75 parameter 3-113

Z

Zone Name parameter 3-114
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