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If there really is such a thing as a

win/win scenario, Kinko’s, Inc. may have

stumbled upon it.

The photocopying retail chain built

a network to offer Internet access to its

customers and is using the same infras-

t ru c t u re to support a money-saving

corporate intranet.

K i n k o ’s last month started bundling

I n t e rnet access with the hourly re n t a l

of PCs in its 850 retail stores; when you

rent computer time, you get Intern e t

access as well.

With the fees  paid by customers,

the Internet-access service is a money-

making operation on its own, said Jim

Wi n s a y e r, manager of re s e a rch and

development at Kinko’s .

But through IP tunneling, Kinko’s

plans to use the same network to build

a secure virtual private IP network to

connect Kinko’s stores with each other

and headquart e r s .

Winsayer said sharing the access links

saves Kinko’s the expense of setting up

a parallel network. He priced frame

relay as an alternative, but found a fully-

meshed frame network would cost as

much as operating the usage-based

I n t e rnet network 24 hours a day, which

is not re q u i re d .

The net wo rk set up
Each store connects to a local Inter-

net point of presence via the 64K

bit/sec channels of a dial-up ISDN line.

When supporting intranet traffic, a

router in the store establishes a secure ,

tunneled connection to headquart e r s ,

enabling users to access credit inform a-

tion, sales re p o rts and lists of company

policies and pro c e d u re s .

If one store wants to contact another,

unconnected store, headquarters dials

up the remote router via an analog

phone call and tells it to set up an Inter-

net tunnel with headquarters. 

Building the network was re l a t i v e l y

e a s y, Winsayer said. The company

signed up with GTE Corp. for Intern e t

access. 

It then hired Lucent Te c h n o l o g i e s ,

Inc. to establish ISDN phone lines for

each Kinko’s store, instead of trying to

deal with the phone companies itself. 

“ We knew that would be an unpleas-

ant job, and Lucent had done this

b e f o re , ’’ Winsayer said. 

K i n k o ’s could use nearly any available

ISDN router to link customers to the

I n t e rnet, but the intranet called for addi-

tional re q u i re m e n t s .

The company wanted the router to be

able to support dynamic IP addre s s

assignment — whereby an IP address is

assigned to a user each time he logs in —

because ISPs charge less for this serv i c e

than for permanent IP addre s s e s .

The router also had to be able to

automatically assign IP addresses to

devices on the LAN so they could

s h a re the single Internet connection

and router IP address. And the ro u t e r

had to be able to protect valuable cor-

porate information, Winsayer said.

Pipeline 130 routers from Ascend

Communications, Inc., were chosen

over boxes from Adtran, Inc., Cisco Sys-

tems, Inc. and Farallon Communica-

tions, Inc. 

Only Ascend met all of Kinko’s crite-

ria, Winsayer said. Lucent pro v i s i o n e d

the Pipeline 130s for deployment.

The routers support IP Layer Securi-

ty (IPSec) protocols. The pro t o c o l s

define encryption, authentication and

key management security standards for

ensuring the privacy, integrity and

authenticity of data over public IP net-

works. 

In addition to IPSec, Kinko’s will use

Netscape Communication Corp.s Cer-

tificate Ser ver digital certificates to

authenticate remote users. 

By year-end the intranet will become

fully operational. At that point, Kinko’s

can phase out paper distribution of cor-

porate policies and pro c e d u res, posting

them on an internal Web page instead,

Winsayer said.

Quick ISDN setup times also will allow

each store do credit card checks over the

I n t e rnet, through Kinko’s headquart e r s

and over a dedicated link to a credit card

verification serv i c e.■
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Re p r i n t

M o n ey for nothing; intra n et for fre e
K i n k o ’s retail chain makes money off its Internet-based corporate backbone
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