MAX 800 Series Network
Configuration Guide

Ascend Communications, Inc.
Part Number: 7820-0633-001
For software version 7.0.0



Ascend Communications, Inc. is atrademark of Ascend Communications, Inc. Other
trademarks and trade names mentioned in this publication belong to their respective owners.

Copyright © November 1998, Ascend Communications, Inc. All Rights Reserved.

This document contains information that is the property of Ascend Communications, Inc. This
document may not be copied, reproduced, reduced to any electronic medium or machine
readable form, or otherwise duplicated, and the information herein may not be used,
disseminated or otherwise disclosed, except with the prior written consent of Ascend
Communications, Inc.



Ascend Customer Service

Ascend Customer Service provides avariety of options for obtaining technical assistance,
information about Ascend products and services, and software upgrades.

Obtaining technical assistance

You can obtain technical stance by telephone, email, fax, or modem, or over the Internet.

Enabling Ascend to assist you

If you need to contact Ascend for help with a problem, make sure that you have the following
information when you call or that you include it in your correspondence:

¢  Product name and model.
» Software and hardware options.
e Software version.

« If supplied by your carrier, Service Profile Identifiers (SPIDs) associated with your
product.

e Your local telephone company’s switch type and operating mode, such as AT&T 5ESS
Custom or Northern Telecom National ISDN-1.

«  Whether you are routing or bridging with your Ascend product.
e Type of computer you are using.
» Description of the problem.

Calling Ascend from within the United States

In the U.S., you can take advantage of Priority Technical Assistance or an Ascend Advantage
Pak service contract, or you can call to request assistance.

Priority Technical Assistance

If you need to talk to an engineer right away, call (900) 555-ASND (2763) to reach Ascend’s
Priority Call queue. The charge of $2.95 per minute does not begin to accrue until you are
connected to an engineer. Average wait times are less than three minutes.

Ascend Advantage Pak

Ascend Advantage Pak is a one-year service contract that includes overnight advance
replacement of failed products, technical support, software maintenance releases, and software
update releases. For more information, call (800) ASCEND-4 (272-3634), or access Ascend’s
Web site atww. ascend. comand select Services and Support, then Advantage Service
Family.

Other telephone numbers

For a menu of Ascend’s services, call (800) ASCEND-4 (272-3634). Or call (510) 769-6001
for an operator.
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Calling Ascend from outside the United States

You can contact Ascend by telephone from outside the United States at one of the following

numbers:

Telephone outside the United States (510) 769-8027
Asia Pacific (except Japan) (+61) 3 9656 7000
Austria/Germany/Switzerland (+33) 492 96 5672
Benelux (+33) 492 96 5674
France (+33) 492 96 5673
Italy (+33) 492 96 5676
Japan (+81) 3 5325 7397
Middle East/Africa (+33) 492 96 5679
Scandinavia (+33) 492 96 5677
Spain/Portugal (+33) 492 96 5675
UK (+33) 492 96 5671

For the Asia Pacific Region, you can find additional support resources at
http://apac. ascend. conl contacts. html .

Obtaining assistance through correspondence

Ascend maintains two email addresses for technical support questions. One isfor customersin

the United States, and the other is for customers in Europe, the Middle East, and Asia. If you

prefer to correspond by fax, BBS, or regular mail, please direct your inquiry to Ascend’s U.S.
offices. Following are the ways in which you can reach Ascend Customer Service:

Email from within the U.S.—support@ascend.com

Email from Europe or the Middle East—EMEAsupport@ascend.com
Email from Asia Pacific—apac.support@ascend.com

Fax—(510) 814-2312

Customer Support BBS (by modem)—(510) 814-2302

Write to Ascend at the following address:

Attn: Customer Service
Ascend Communications, Inc.
One Ascend Plaza

1701 Harbor Bay Parkway
Alameda, CA 94502-3002

Finding information and software on the Internet

Visit Ascend’s Web site aht t p: // ww. ascend. com for technical information, product
information, and descriptions of available services.
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Visit Ascend’s FTP site af t p. ascend. com for software upgrades, release notes, and
addenda to this manual.
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About This Guide

How to use this guide
This guide explains how to configure and use the MAX as an Internet Service Provider (1SP)
or telecommuting hub. Following is a chapter-by-chapter description of the topics:

« Chapter 1, “Getting Acquainted with the MAX,” lists the MAX features as they apply to
an ISP or telecommuting hub application.

e Chapter 2, “Configuring the MAX for WAN Access,” shows you how to configure the
MAX for various types of WAN connectivity.

« Chapter 3, “Configuring WAN Links,” explains how to set up your connections for PPP,
MP, and MP+ protocols.

« Chapter 5, “Defining Static Filters,” explains how filters work and how to define filters.

e Chapter 6, “Configuring Packet Bridging,” explains how to configure the MAX for
bridging.

« Chapter 7, “Configuring IPX Routing,” explains how to configure the MAX for IPX
routing.

« Chapter 8, “Configuring IP Routing,” explains how to configure the MAX for IP routing.

e Chapter 9, “Setting Up Virtual Private Networks,” explains show to set up VPNs through
ATMP and PPTP protocols.

This guide also includes an index.

What you should know

This guide is for the person who configures and maintains the MAX. To configure the MAX,
you need to understand the following:

e Wide area network (WAN) concepts
e Local area network (LAN) concepts, if applicable
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About This Guide
Documentation conventions

Documentation conventions

Following are al the special characters and typographical conventions used in this manual:

Convention

Monospace t ext

Bol df ace
nmono- space
t ext

Italics

Keyl-Key?2

Press Enter

Note:

A

Caution:

/N

Warning:

M eaning

Represents text that appears on your computer’s screen, or that could
appear on your computer’s screen.

Represents characters that you enter exactly as shown (unless the
characters are also irt al i cs—seeltalics, below). If you could

enter the characters but are not specifically instructed to, they do not
appear in boldface.

Represent variable information. Do not enter the words themselves in
the command. Enter the information they represent. In ordinary text,
italics are used for titles of publications, for some terms that would
otherwise be in quotation marks, and to show emphasis.

Square brackets indicate an optional argument you might add to a
command. To include such an argument, type only the information
inside the brackets. Do not type the brackets unless they appear in bold

type.
Separates command choices that are mutually exclusive.

Points to the next level in the path to a parameter or menu item. The
item that follows the angle bracket is one of the options that appears
when you select the item that precedes the angle bracket.

Represents a combination keystroke. To enter a combination
keystroke, press the first key and hold it down while you press one or
more other keys. Release all the keys at the same time. (For example,
Ctrl-H means hold down the Control key and press the H key.)

Means press the Enter, or Return, key or its equivalent on your
computer.

Introduces important additional information.

Warns that a failure to follow the recommended procedure could result
in loss of data or damage to equipment.

Warns that a failure to take appropriate safety precautions could result
in physical injury.

Note: In a menu-item path, include a space before and after each “>" character.

XXiV
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About This Guide
MAX 800 Series documentation set

MAX 800 Series documentation set

The MAX 800 Series documentation set consists of the following manuals:

MAX 800 Series Administration Guide

MAX 800 Series Hardware Installation Guide

MAX 800 Series Network Configuration Guide (this guide)
MAX Reference Guide

MAX Security Supplement

MAX RADIUS Configuration Guide

Related publications

This guide and documentation set do not provide a detailed explanation of products,
architectures, or standards developed by other companies or organizations.

Here are some related publications that you may find useful:

The Guide to T1 Networking, William A. Flanagan

Data Link Protocols, Uyless Black

The Basics Book of ISDN, Motorola University Press

ISDN, Gary C. Kessler

TCP/IP lllustrated, W. Richard Stevens

Firewalls and Internet Security, William R. Cheswick and Steven M. Bellovin
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Getting Acquainted with the MAX 1

This chapter covers the following topics:

Usingthe MAX asan ISP or telecommutinghub . . ........................... 1-1
Overview of MAX configuration. . ... ... ..ot e 1-3
Management fEatUrES. . . ... ..ot 1-6
MAX Profiles. . .o 1-7
Whereto go NEXE . .. oo 1-10

Using the MAX as an ISP or telecommuting hub

The MAX is a high-performance WAN router that concentrates many incoming connections

onto a corporate backbone or another network, such asthe Internet or a Frame Relay network.
The connections are usually switched, but the MA X also supports leased connections for those
users whose connection times justify a permanent virtual connection to the backbone network.

A switched connection is atemporary link between devices, established only for the duration
of acall. When you use bandwidth-on-demand, the MAX adds and subtracts bandwidth as
necessary, keeping connection costs as low as possible.

The MAX most commonly serves as an Internet Service Provider (ISP) hub, managing many
switched IP connections to the Internet, or as atelecommuting hub, providing high-speed
connections between a corporate backbone and remote locations. MAX configuration options
provide the flexibility you need to optimize your installation. Management features include a
comprehensive set of control and monitoring functions and easy upgrades.

Using the MAX as an ISP hub

Individuals subscribe to an Internet Service Provider to get a TCP/IP connection to the
Internet. Subscribersdial into alocal Point-of-Presence (POP), typically by means of an
analog modem, or an ISDN router such as an Ascend Pipeline. If you usethe MAX asan ISP
hub, configure it as an | P router, because it establishes the dial-in WAN connection with
subscribers and routes their data streams to other Internet routers.

Figure 1-1 shows atypical | SP configuration with three POPs. Each POP has at least one MAX
on an Ethernet LAN that also includes another Internet router, which could be, for example, an
Ascend GRF 400 router.
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Using the MAX as an ISP or telecommuting hub

Figure 1-1. Using the MAX asan ISP hub

Internet Pipeline
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Internet
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Typicaly, the MAX has BRI lines that use ISDN signaling to connect to the WAN and handle
the incoming switched connections. To connect to Internet routers, the MAX most often uses
thelocal Ethernet. Large | SPs often support redundant MA X units and Internet routers on each
Ethernet segment.

Using the MAX as a telecommuting hub

Telecommuters are typically at branch offices, at home, at customer sites, at vendor sites, or on
theroad. The MAX enables these remote users to access the corporate backbone just as though
they were connected locally. The backbone might be a NetWare LAN, an I P network, or a
multiprotocol network. Figure 1-2 shows an example in which home users, remote offices, and
customer sites can access the backbone network.

1-2
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Figure 1-2. Using the MAX as a telecommuting hub
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In this sample network, atelecommuter in a home office uses a Pipeline 25 and Frame Relay to
log into the corporate LAN. Users on aremote office LAN access the backbone via a Pipeline
400 with a Switched-56 connection. A customer can access selected corporate network
resources by means of a Pipeline 50 with an ISDN BRI connection. A mobile user with an
analog modem can dial into the backbone, provided that the MAX has adigital modem card
installed.

Notice that each user can access the MAX through a different type of line. While one user
might access the MAX by using the switched services on an ISDN BRI or Switched-56 line
another might require anailed 56K Frame Relay circuit.

Overview of MAX configuration

Before you configure the MAX, you should create a network diagram. Configuration tasks
generaly consist of:

« Configuring the lines, channels, and ports, and how calls are routed between them
e Configuring wide area network connections and security

« Configuring routing and bridging across the WAN

« Configuring Internet services, such as virtual private networks

Creating a network diagram

Ascend strongly recommends that, after you have read these introductory sections, you
diagram your network and refer to the diagram while configuring the MAX. Creating a
comprehensive network diagram helps prevent problems during installation and configuration,
and can help in troubleshooting any problems later.
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Configuring lines, slots, and ports for WAN access

You can add expansion modules to support additional bandwidth (BRI lines, and modems to
support analog modem connections. The lines and ports on the modules (cards) have their own
configuration requirements, including the assignment of phone numbers and information about

routing calls.

Once you enable the lines, slots, and ports for WAN access, you need to configure the way in
which outbound calls are routed to them (for dial-out access to the WAN) and the way in which
inbound calls are routed from them to other destinations (such as the local network).

Configuring WAN connections and security

When the MAX receives packets that require establishment of a particular WAN connection, it
automatically dials the connection. Software at both ends of the connection encapsulates each
packet before sending it out over the phone lines. Each type of encapsulation supportsits own
set of options, which can be configured on a per-connection basis to enable the MAX to
interact with awide range of software and devices.

After a connection’s link encapsulation method has been negotiated, the MAX typically uses a
password to authenticate the call. For detailed information about authentication and
authorization, see tHdAX 6000 Series Security Supplement. Following are some of the
connection security features the MAX supports:

Feature

Authentication
protocols

Callback security

Caller-ID and
called-number
authentication

Authentication
servers

Security card
authentication

Terminal-server

Description

For PPP connections, the MAX supports both Password
Authentication Protocol (PAP) and Challenge-Handshake
Authentication Protocol (CHAP). CHAP is more secure than PAP, and
is preferred if both sides of the connection support it.

You can have the MAX call back any user dialing into it, thus ensuring
that the connection is made with a known location.

You can restrict who can access the MAX, by verifying the caller-ID
before answering the call. You can also use the called number to
authenticate and direct the call.

You can offload the authentication responsibility to a RADIUS or
TACACS server on the local network.

The MAX supports hand-held personal security cards, such as those
provided by Enigma Logic and Security Dynamics. These cards
provide users with a password that changes frequently, usually many
times a day. Support for dynamic passwords requires the use of a
RADIUS server that has access to an authentication server, such as an
Enigma Logic SafeWord AS or Security Dynamics ACE

authentication server.

After a dial-in user has passed the initial connection security, you ca
demand another password for access to the MAX terminal services.
Within the terminal server, you can restrict commands that are
accessible to users, or prevent them from executing any command
other than Telnet.

1-4
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Feature Description

Filtersand firewalls  Packet-level security mechanisms can provide avery high level of
network security.

Configuring routing and bridging across the WAN

Routing and bridging configurations enable the MAX to forward packets between the local
network and the WAN and also between WAN connections.

Enabling protocol-independent packet bridging

The MAX can operate as alink-level bridge, forwarding packets from Ethernet to a WAN
connection (and vice versa) on the basis of the destination hardware address in each packet.
Unlike arouter, a bridge does not examine packets at the network layer. It simply forwards
packets to another network segment if the address does not reside on the local segment.

Using IPX routing (NetWare 3.11 or newer)

IP routing

The MAX can operate as an IPX router, linking remote NetWare LANs with thelocal NetWare
LAN on Ethernet. IPX routing has its own set of concerns related to the client-server model
and user logins. For example, users should remain logged in for some period even if the
connection has been brought down to save connection costs.

IP routing is the most widespread use of the MAX, and it has awide variety of configurable
options. IP routing is the required protocol for Internet-related services such as I P multicast
support, OSPF, and cross-Internet tunneling for virtual private networks. Most sites create
static | P routes to enable the MAX to reliably bring up a connection to certain destinations or
to change global metrics or preferences settings.

Virtual private networks

Many sites use the Internet to connect corporate sites or to enable mobile nodesto log into a
corporate backbone. Such virtual private networks use cross-Internet tunneling to maintain
security or to enable the Internet to transport protocols that it would otherwise drop, such as
IPX. To implement virtual private networks, the MAX supports both ATMP, which isan
Ascend proprietary tunneling mechanism, and Point-to-Point Tunneling Protocol (PPTP).

ATMP enablesthe MAX to create and tear down atunnel to another Ascend unit. In effect, the
tunnel collapses the Internet cloud and provides a direct access to a home network. Packets
received through the tunnel must be routed, so ATMP applies only to IP or IPX networks at
thistime.

A PPTP session occurs between the MAX and a Windows NT server over aspecia TCP
control channel. Either end might initiate a PPTP session and open the TCP control channel.
Note that opening a PPTP session does not mean that acall is active, it ssmply meansthat acall
can be placed and received.
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Management features

The terminal-server command line provides access to management features that are not
available through the menus. The VT100 window does, however, provide status information.
The MAX supports SNM P, remote management, serial port software upgrades, and Call Detail
Reporting (CDR).

The MAX provides up to nine security levels to control the management and configuration
functions that are accessible to users. For detailed information about security profiles, see the
Security Supplement for your MAX. For more information on management features, see the
Administration Guide for your MAX.

Using the terminal-server command line

To invoke the terminal server command-line interface, you must have administrative
privileges. Once you have activated a Security profile that enables these privileges, you can
invoke the command line by selecting Term Serv in the Sys Diag menu. To close the command
line, use the Quit command at the command-line prompt. The command-line interface closes
and the cursor returns to the VT100 menus. For detailed information on the terminal-server,
see Chapter 3, “Configuring WAN Links.”

Using status windows to track WAN or Ethernet activity

The VT100 interface displays eight status windows to the right of the configuration menus.
The windows provide a great deal of read-only information about what is currently happening
in the MAX. If you want to focus on the activity of a particular slot card, you can change the
default contents of the windows to show what is currently occurring in that slot.

Managing the MAX using SNMP

Many sites use Simple Network Management Protocol (SNMP) applications to obtain
information about the MAX and make use of it to enhance security, set alarms for certain
conditions, and perform simple configuration tasks.

The MAX supports the Ascend Enterprise MIB, MIB Il, and some ancillary SNMP features.
The MAX can send management information to an SNMP manager without being polled.
SNMP security uses a community name sent with each request. The MAX supports two
community names, one with read-only access, and the other with read/write access to the MIB.

Using remote management to configure far-end Ascend units

When you have an MP+ connection to another Ascend unit, you can use the management
subchannel established by those protocols to control, configure, and obtain statistical and
diagnostic information about that Ascend unit. Multi-level password security ensures that
unauthorized personnel do not have access to remote management functions.
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Flash RAM and software updates

Flash RAM technology enables you to perform software upgrades in the field without opening
the unit or changing memory chips. You can upgrade the MAX through its serial port by
accessing it either locally or through a dial-in modem. You cannot perform remote software
upgrades over the WAN interface because of a conflict between running the WAN and
reprogramming the software.

Call Detail Reporting (CDR)

Call Detail Reporting (CDR) is afeature that provides a database of information about each
call, including date, time, duration, called number, calling number, call direction, service type,
associated inverse multiplexing session, and port. Because the network carrier bills for
bandwidth on an as-used basis, and bills each connection in an inverse multiplexed call
separately, you can use the CDR feature to understand and manage bandwidth usage and the
cost of each inverse multiplexed session.

You can arrange the information to create awide variety of reports that can be based on indi-
vidual call costs, inverse multiplexed WAN session costs, costs on an application-by-applica-
tion basis, bandwidth usage patterns over specified time periods, and so on. With the resulting
better understanding of your bandwidth usage patterns, you can make any necessary adjust-
ments to the ratio of switched to nailed bandwidth between network sites.

MAX profiles

A profileis agroup of related settings that appear on the VT100 interface. To navigate the
interface, use the arrow keys or Control-key combinations as described in the Hardware
Installation Guide for your MAX. When you first telnet to the VT100 interface, the Main Edit
Menu typically appears:

Main Edit Menu
>00- 000 System

10- 000 PC CARD Modem
20- 000 PC CARD BRI
30- 000 Enpty

40- 000 PC CARD BRI
50- 000 Enpty

60- 000 PC CARD Modem
70- 000 PC CARD Modem
80- 000 Enpty

90- 000 Et her net

MAX 800 Series Network Configuration Guide 1-7



Getting Acquainted with the MAX

MAX profiles

Theitemsin the Main Edit Menu open submenus, many of which have sub-menus. The 10-100
PC CARD Modem item, for example, representsthe PCMCIA modem installed in slot 1on the
MAX. By selecting 10-100 PC CARD Modem, you open a submenu from which you can
select modem configuration:

10- 100 PC CARD Mbdem
>10- 100 Mod Config

The Mod Config menu provide access to the parameters for configuring the modem installed in
slot 1 on the MAX. For example, the following set of parameters appears:

10- 100 Mbd Config
>Nane=USRobot i cs
Pr oduct =PCMCI A 28800 Dat a/ F+
Speaker =On
Strings=Def aul t
Init=NA

Speaker =Of f =N/ A
Hangup=N A

D al =N A

Dialout Init=NA
Baud Rate=N A

In this manual, an instruction to access a parameter in amodem profileis written as follows:

PC CARD Modem > Mod Config > parameter name

Obtaining privileges to use the menus

As explained in the Hardware Installation Guide for your MAX, privileges are often required
for changing settings in the MAX menus. To activate a profile, for example, you need full
privileges. Unless you have a personal profile that grants full privileges, activate the Full
Access profile, as follows:

1 AttheMain Edit Menu, press Ctrl-D.
The Main Edit Menu’s DO menu appears.

2 Select P (Password).

Press Enter or the Right-Arrow key.
The Security Profile menu appears.

Select Full Access.

5 Press Enter or the Right-Arrow key.
A password entry field appears.

Enter your password within the brackets.
7 Press Enter or the Right-Arrow key.

If your password is accepted, you have Full Access privileges.
8 Press Enter.

The Main Edit Menu reappears.
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Activating a profile

After you have full privileges as described in the previous procedure, you can now make a
profile active. Proceed as follows:

1
2

Open the profile that you want to make current.

Press Ctrl-D.

The profile’s DO menu appears.

Select L (Load).

The Load Profile menu appears.

Select 1 to load the profile.

Profile | oaded as current profil e appears.
The profile reappears.
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Where to go next

When you have planned your network, you are ready to configure the MAX. The flexibility of
the MAX and its ever-increasing number of configurations means thereis no set order for
configuration. You can perform configuration tasks in any order you want. Table 1-1 shows
where to look for the information you need.

Table 1-1. Where to go next

Todo this: Go tothischapter or document:

Configure dots, lines, and ports | Chapter 2, “Configuring the MAX for WAN Access”

Configure WAN connections Chapter 3, “Configuring WAN Links”

Set up packet bridging Chapter 6, “Configuring Packet Bridging”
Set up IPX routing Chapter 7, “Configuring IPX Routing”
Set up IP routing Chapter 8, “Configuring IP Routing”

Set up virtual private networks|  Chapter 9, “Setting Up Virtual Private Networks”

Work with status windows MAX Reference Guide

Write configuration scripts MAX 800 Series Administration Guide

Set up security MAX Security Supplement

Set up RADIUS MAX RADIUS Configuration Guide
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This chapter covers the following topics:

Introduction to WAN configuration. . .. ... . 2-1

Configuring ISDN BRI network cards. . .. ... . e 2-4

Introduction to WAN configuration

The MAX has eight expansion slots, which can support cards for BRI or modem bandwidth.

Menus and profiles

To configure the MAX, you set parametersin the VT100 menus. (For a description of
navigating the interface, see the Hardware Installation Guide for your MAX. Many of the
menus and submenus include profiles, which are groups of related parameters.

How the VT100 menus relate to slots and ports

The numbersin the VT100 menus relate to slot numbersin the MA X unit, which can represent
actual expansion slots or virtual slots on the unit's motherboard.

System slot

The system itself is assigned slot number 0 (menu 00-000). The System menu contains the
following profiles and submenus that are all related to systemwide configuration and
maintenance:

00- 000 System
00-100 Sys Config
00-200 Sys Di ag
00-300 Security

Expansion slots

The eight expansion slots are slots 1-8 (menus 10-000 through 80-000).
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Ethernet and WAN slots

Slot 9 isthe Ethernet slot (menu 90-000). The Ethernet menu contains submenus and profiles
related to the local network, routing and bridging, and WAN connections.

Phone number assignments

The MAX receives calls on phone numbers assigned to its BRI channels. In the MAX
configuration, each phone number has alimit of 24 characters, which can include the
following: 1234567890()[]! z-*#|. To assign the phone numbers you must understand add-on
numbers, hunt-groups, and Service Profile Identifiers (SPIDs).

Add-on numbers

You build multichannel calls (MP, MP+) by specifying add-on numbers. A multichannel call
begins as a single-channel connection to one phone number. The calling unit then requests
additional phone numbersthat it can dial to connect additional channels, and stores the add-on
numbersit receives from the answering unit. To add channelsto the call, the calling unit must
integrate the add-on numbers with the phone number it dialed initially. Three parameters
specify add-on numbers: Ch N#, PRI Num and Sec Num.

Typically, the phone numbers assigned to the channels share a group of leading (leftmost)
digits. Enter only the unique digits identifying each phone number, as following:

e If the add-on number in the called unit is shorter than the phone number dialed by the
calling unit, the MAX replaces only the rightmost digits.

— For example, suppose you dial 777-3330 to reach channel 1 of line 1, and dial
777-3331 through 777-3348 to reach other channels (on the same line or a different
line). In this case, set Ch1#=30, and set th&€parameter for the other channels to
31, 32, and so forth.

e If the add-on number is longer than the phone number dialed, the MAX discards the extra
digits. For example:

— Chl#=510-655-1212
— Dial# = 655-1212
— Derived number for channel 1 = 655-1212
e Ifthere is no add-on number, the derived number equals the dialed number. For example:
— Chl1# = (null)
— Dial# = 555-1213
— derived number for channel 1 = 555-1213

The most common reason multichannel calls fail to connect beyond the initial connection is
that the answering unit sends the calling unit add-on numbers it cannot use to dial the other
channels. The group of channels that make a multichannel call is called a bundle. A 10-channel
bundle in which each channel is 64Kbps, provides a 640 Kbps connection.

Note: AIM and BONDING call bundles should not span dial plans. If you are receiving AIM
or BONDING calls and have multiple dial plans, set up each dial plan as a separate trunk
group. This also prevents MP and MP+ call bundles from spanning dial plans.
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For example, you have two PRI lines from different service providers. You set the ChN Trnk
Grp parameters for the first line to 9 and for the second line to 8. Also, enabling trunk groups
onyour MAX separatesthetwo dial plans and preventsthe formation of bundleswith channels
from both PRI lines.

Hunt groups
A hunt group is a group of channelsthat has the same phone number. When acall comesin on
that number, the MAX uses the first available channel to which the number was assigned.
Because channelsin a hunt group share a common phone number, the add-on numbersin the
profile are the same.
Note: If all of a line’s channels have the same add-on number, you can leave the phone
number assignment blank.

SPIDS (for BRI lines)

The SPIDs assigned to a BRI line operating in multipoint mode are numbers used at the central
switch to identify services provisioned for your ISDN line. Your carrier bases the SPIDs on the
telephone numbers assigned to your BRI lines, and tells you the SPIDs when it installs the
lines.

Note: Not all telephone companies include a suffix on their SPIDs. When receiving SPIDs
from your telephone company, ask them to verify whether or not suffixes are included. The
SPID formats described in the next sections have been agreed upon by most telephone
companies.

For example, for an AT&T switch in multipoint mode, SPIDs have one of the following
formats:

01nnnnnnn0

01nnnnnnn00
In the AT&T SPID formatsnnnnnnn is the 7-digit phone number (not including the area code).

For example, if the phone number is 555-1212, the SPID is 0155512120 or 01555121200. For
a Northern Telecom switch, SPIDs have one of the following formats:

aaannnnnnnSS

aaannnnnnnSS00
In the Northern Telecom SPID formasmannnnnnn is the 10-digit phone number (including
the area code). SS is an optional suffix. If specified it is a one or two-digit number

differentiating the channels. For example, if the phone numbers are 212-555-1212 and
212-555-1213, the SPIDs might be:

21255512121
21255512132

or:
212555121201
212555121302

or one of the above formats followed by 00 (for example, 21255512130200).
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Configuring ISDN BRI network cards

An ISDN Basic Rate Interface (BRI) network interface card can provide lower-cost
connections to sites that do not require or have access to the higher-bandwidth T1 or E1 lines.
There are two types of BRI network cards: the U and the S cards, functionally they are the
same. The BRI network configuration involve the following parameters (shown with sample
settings):

PC CARD BRI
Line Config
Name=br i - net
Switch Type=AT&T
Enabl ed=Yes
Cl ock Sour ce=No
Li nk Type=P_T_P
Bl Usage=Swi t ched
B2 Prt/ G p=1
B2 Usage=Swi t ched
B2 Prt/ G p=2
Pri Nunr555-1212
Pri SPI D=01555121200
Sec Num=555-1213
Sec SPI D=01555121300

For detailed information about each parameter, see the Reference Guide for your MAX.

Understanding the BRI parameters

This section provides some background information about the Net BRI parameters. For
detailed information about each parameter, see the Reference Guide for your MAX.

Name

You can configure several profilesin a Net/BRI slot and activate a profile when it is needed.
Each profile’s name should be descriptive.

Switch Type

The Switch Type parameter specifies the central network switch that provides ISDN service to
the MAX. (For details about supported switch types, se®dfeeence Guide for your MAX.)

Link Type

The Link Type parameter specifies whether the switch operates in point-to-point or multipoint
mode. In point-to-point mode, MAX requires one phone number and no Service Profile
Identifiers (SPIDs). In multipoint mode, the MAX requires two phone numbers and two
SPIDs. All international switch types except DBP Telecom, and all U.S. switch types except
AT&T 5ESS, operate in multipoint mode.
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Using the BRI line for switched or nailed connections

Each BRI line has two B channels for user data and one D channel for signaling. The B1 and
B2 Usage parameters specify how to use the B channels: Switched (the default), Nailed, or
Unused (not available for use).

Phone number and Service Profile Identifier (SPID) assignments

The Pri Num parameter is the primary add-on number for the Net BRI line. If you configure
theline for point-to-point service, thisisthe only number associated with the line.

The Sec Num parameter is the secondary add-on number for the Net BRI line. If you configure
the line for point-to-point service, Sec Num is not applicable.

Pri SPID and Sec SPID are the SPIDs associated with the Primary and Secondary numbers,
respectively. (For more information, see “SPIDS (for BRI lines)” on page 2-3.)

Examples of BRI configuration

This section provides examples of configuring BRI lines for incoming switched connections
and for outbound calls.

Configuring incoming switched connections

The following example shows how to configure the BRI lines in multipoint mode with an NI-1
switch. Configure the lines for switched incoming connections.

1 Open Net/BRI > Line Config any dot profile.
2 Assign a name to the profile and specify the carrier’s switch type.

PC CARD BRI
Li ne Config
Name=br i - net
Switch Type=N -1

3 Open Line 1, enable the line, and specify multipoint mode:

Enabl ed=Yes
Li nk Type=Mul ti-P

4  Configure the B channels for switched usage and for routing to the local network. For
example:

Bl Usage=Swi t ched
B2 Prt/ G p=0
B2 Usage=Swi t ched
B2 Prt/ G p=0

5 Specify the primary and secondary add-on numbers and their associated SPIDs. For
example:
Pri  Nun¥555-1212
Pri SPI D=01555121200

Sec Nume555-1213
Sec SPI D=01555121300

6 Exit and save the PC CARD BRI profile.

MAX 800 Series Network Configuration Guide 2-5






Configuring WAN Links 3

This chapter covers the following topics:

Introduction tOWAN [inKS. . .. ..o 31
Configuring PPP CONNections .. .. ... e 312
Configuring single-channel PPPconnections . .............ccoviiiiiinnann.. 3-13
Configuring MP and BACP CONNECLIONS. . . ... oot e e 3-18
Configuring multichannel callsacrossastack of units ... ..................... 3-26
Configuring @an ARA CONNECLION . . . . ..ottt e e 3-33
Configuring dia-in PPPfor AppleTalk . . ... 3-36
Configuring AppleTalk connectionsfromRADIUS .. ......... ... ... ... ... .. 3-39
Configuring terminal-server CONNECLIONS. . . ... ..ottt i 3-39
Configuring mMeENUMOAE . . .. ...t e 3-51

Introduction to WAN links

This chapter describes configuring various types of links across the WAN. It focuses on the
encapsulation issues for the following types of connections:

Connection type Description
Poi nt-to-Paint PPP and its multilink variants (MP and MP+) enable dial-in
Protocol (PPP) connections, from modems or ISDN devices, using one or more

channels. The remote devices must have PPP software.
AppleTadk Remote ~ ARA enables a Macintosh user to access AppleTalk devices or IP

Access (ARA) hosts viamodem. The remote Mac must have ARA client software and
(if applicable) TCP/IP software.

Terminal-server The MAX terminal server processes asynchronous calls from

connections modems, ISDN modems (V.120 terminal adapters), or raw TCP. You

can log those calls into the terminal-server interface or, if they contain
PPP, pass the asynchronous calls to the router.

This chapter does not describe RADIUS user profiles that serve the same function as resident
Connection profiles. If you are using a RADIUS authentication server, see the MAX RADIUS
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Configuration Guide. For details about WAN connection security, see the MAX Security

Supplement.

The Answer profile

The Answer profile determines whether the MAX answers or drops an incoming call. If the
call does not comply with the specificationsin the Answer profile, the MAX drops the call

without answering it.

Most administrators set up the Answer profile to reject calls that do not match a Connection
profile. When a call matches a Connection profile, the MAX uses the connection-specific
settings instead of the related encapsulation and session options in the Answer profile.
However, if you configure a Name/Password profile, the MAX can use the settingsin the
Answer profile to build the session. Following are the Answer profile parameters:

Et her net
Answer

Use Answer as Defaul t =No

Force 56=No
Profil e Reqd=Yes
I d Aut h=None

Assi gn
Franed

Encaps.
MPP=

Adr s=No
Onl y=No

Yes

MP=Yes

PPP=

Yes

V. 120=Yes

X. 75=Yes

TCP- CLEAR=Yes
ARA=Yes

| P options...
Metric=7

PPP options...
Rout e | P=Yes
Rout e | PX=Yes
Bri dge=Yes
Rout e Appl eTal k=Yes

Appl eTal k options...

Recv Aut h=Ei t her
MRU=1524

LQVENo

LQM M n=600

LQV Max=600

Li nk Conmp=St ac
VJ Conp=Yes
CBCP Enabl e=No
BACP=No

Dyn
Sec
Add
Sub
M n
Max

Al g=Quadratic
Hi st ory=15
Per s=5
Pers=10

Ch Count =1

Ch Count =1

3-2

MAX 800 Series Network Configuration Guide



Configuring WAN Links
Introduction to WAN links

Target Util =70
I dl e Pct=0
Di sc on Auth Ti nmeout =Yes

V. 120 options...
Franme Lengt h=260

X. 75 options...
K W ndow Si ze=7
N2 Retran Count =10
T1l Retran Ti ner=1000
Frane Lengt h=2048

Sessi on options...
RI P=Cr f
Data Filter=5
Call Filter=3
Filter Persistence=No
| dl e=120
TS | dl e Mode=N A
TS Idle=N A
I PX SAP Filter=1
Max Cal | Duration=0
Preempt =N A
Franed Only

Understanding the Answer profile parameters

This section provides some background information on the Answer profile. For detailed
information about each parameter, see the MAX Reference Guide.

Use Answer as Default

Force 56

Profile Reqd

The Use Answer as Default parameter specifies whether the Answer Profile should override
the factory defaults when the MAX uses RADIUS or TACACS to validate an incoming call.

If you set Force 56 to Yes, the MAX uses only 56 Kbps of a channel’s bandwidth, even when

all 64 Kbps appears to be available. The parameter is useful within North America for
answering calls from European or Pacific Rim countries when the complete path cannot
distinguish between the Switched-56 and Switched-64 data services. It is not needed for calls
within North America.

Note: Because the default bandwidth for data calls across R2 lines is 64 Kbps, set Force 56 to
Yes in any Connection profile that use 56 Kbps over R2 lines.

If you do not require a Connection profile for every caller, the MAX builds a temporary profile
for an unknown caller. Many sites consider this situation (Profile Reqd=No) a security breach.

Note: Defining the Setting Profile Reqd parameter to Yes disables Guest access for ARA
connections.
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ID-Auth

The called number (typically the number dialed by the far end) and CLID (the far-end device's
number) can be presented by the phone company as part of the call information and used in a
first-level authentication process occurring beforethe MAX answersacall. See
“Understanding Connection profile parameters” on page 3-7 for details. Sdé&¥h8ecurity
Supplement for background information about authentication.

Encaps subprofile

The Encaps subprofile contains settings for each type of link encapsulation that the MAX
supports. If you set an encapsulation type to No in this menu, the MAX does not accept calls of
that type.

IP options

In the Answer profile, the Metric parameter determines the virtual hop count of the IP link
when the MAX uses RADIUS or TACACS to validate an incoming call and you set the Use
Answer as Default.

Encapsulation-specific options

For the details about PPP and other encapsulation options, see the sections later in this chapter,
about configuring specific types of connections. The Answer profile uses these options only
when you have not set corresponding options in the caller’s configured profile.

X.75 options

The X.75 options enable dial-in access to the terminal server, using the X.75 protocol. See the
CCITT Blue Book Recommendation X series 1988 for full technical specifications for X.75.

Session options

In the Answer profile, session options set default filters and timers to build connections that
use RADIUS (if you enable Use Answer as Defaults) or Name/Password profiles. The Framed
Only option limits terminal server access per user.

Example of Answer profile configuration

When a call first comes in, it is unauthenticated. The Answer profile lets you negotiate the PPP,
authentication, and encapsulation methods; in addition whether the call will route or bridge.
After the connection authenticates, the MAX uses the appropriate Connection profile or, if
RADIUS is configured, the MAX uses the appropriate User profile.

To set up the profile:

1 Open the Answer profile and set Profile Reqd to Yes.

2 Set up Calling Line ID (CLID) or Called Number authentication, if required.
3 Enable dynamic assignment of IP addresses to callers, if appropriate.

Et her net
Answer
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Profil e Reqd=Yes
I d Aut h=None
Assi gn Adrs=No

4 Make sure you enable the encapsulation types you intend to support. For example:

Encaps. ..
MPP=Yes
MP=Yes
PPP=Yes
V. 120=Yes
X. 75=Yes
TCP- CLEAR=Yes
ARA=Yes

5 Enablerouting and bridging and specify authentication requirements, as appropriate. For
example:

PPP options...
Rout e | P=Yes
Rout e | PX=Yes
Rout e Appl eTal k=Yes
Bri dge=Yes
Recv Aut h=Ei t her

Set AppleTalk PPP dial-in optionsin the AppleTalk Options menu, if required.
Close the Answer profile.

Connection profiles

Connection profiles define individual connections. For a given encapsulation type, the
Connection profile contains many of the same options as the Answer profile.

Note: Settingsin a Connection profile always override similar settings in the Answer profile.

Following are the Connection profile parameters (shown with sample settings):

Et her net
Connecti ons
any Connection profile

St at i on=devi ce- nane
Acti ve=Yes
Di al #=555-1212
Cal | i ng #=555-2323
Cal | ed #=555-1212
Rout e | P=Yes
Rout e | PX=No
Rout e Appl eTal k=Yes
Bri dge=No

Di al brdcast=N A

Encaps=encapsul at i on- pr ot ocol
Encaps options...

paraneters for sel ected encapsul ati on-protocol
| P options...

LAN Adrs=0.0.0.0/0

WAN Alias=0.0.0.0/0

I F Adrs=0.0.0.0/0

Metric=7
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Pr ef erence=100

Pri vat e=No

RI P=Cr f

Pool =0

Client Pri DNS=0.0.0.0
Client Sec DNS=0.0.0.0
Client Assign DNS=Yes
Client Gateway=0.0.0.0

| PX options...
Peer =Rout er
| PX RI P=None
| PX SAP=Send
Di al Query=No
| PX Net #=cfff0003
| PX Ali as#=00000000
Handl e | PX=None
Net war e t/0=30

Appl eTal k options...

Peer=Di al in

Zone Nanme=ENG NEERI NG
Net Start=2001

Net End=2010

Def ault Zone=

Zone Nane #l1=

Zone Nane #2=

Zone Nane #3=

Zone Nane #4=

Session options...
Data Filter=5
Call Filter=3
Filter Persistence=No
| dl e=120
TS | dl e Mbde=N A
TS Idle=N A
Max Cal |l Duration=0
Preempt =N A
| PX SAP Filter=0
BackUp=
IP Direct=0.0.0.0
Franed Only

Tel co options...
AnsOri g=Bot h
Cal | back=Yes
Exp Cal | back=No
Call Type=Swi tched
G oup=N A
FT1 Caller=N A
Dat a Svc=56KR
Force 56=N A
Bi | | #=555-1212
Call-by-Call =N A
Transit #=222
Di al out OK=No

Accounting. ..
Acct Type=None
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Acct Host=N A
Acct Port=N A
Acct Ti meout=N A
Acct Key=N A
Acct -1 D Base=N A

Note: After you select an encapsulation method in the Encaps option, the Encaps Options
subprofile contains settings related to the selected type.

For information on IR, IPX, bridging, and AppleTalk configuration, see the appropriate chapter
in this guide. For detailed information about each parameter, see the MAX Reference Guide.

Understanding Connection profile parameters

This section provides some background information about Connection profile parameters.

Station

The station name is the name of the remote device. Make sure the name matches the remote
device's name exactly, including case changes.

Dial #

Dial # is the phone number the MAX dials when an outbound caller attempts to establish a
connection. The number can contain up to 24 characters including a dialing prefix that directs
the connection to use a trunk group or dial plan (for example: 6-1-212-555-1212). For more
details, see Chapter 2, “Configuring the MAX for WAN Access.”

Calling #

Many carriers include the calling number (the phone number of the far-end device placing the
call in each call. Calling # is the caller ID number that appears on some phones. The MAX also
uses Calling # for Calling Line ID (CLID) authentication.

CLID authentication prevents the MAX from answering a connection unless it originates at the
specified phone number. The number you specify can also be used for callback security if you
configure callback in the per-connection telco options.

Called #

Called # (typically the number dialed by the far end) appears in an ISDN message as part of the
call when Dial Number Information Service (DNIS) is in use. In some cases, the phone
company can present a modified called number for DNIS. Authentication uses this number to
direct inbound calls to a particular device from a central rotary switch or PBX. For details, see
the MAX Security Supplement for details.

Encaps and Encaps Options

An encapsulation protocol must be specified for each connection, and its accompanying
options configured in the Encaps options subprofile. These are described in separate sections
in this chapter.
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Route IP, Route IPX, Route AppleTalk

Each connection can be configured for I P routing, IPX routing, OSPF routing (that requires 1P
routing), or AppleTalk routing. Each of these routing setups has a separate subprofile within a
Connection profile.

Bridge

Link-level bridging forwards packets to and from remote networks on the basis of the
hardware-level address, not alogical network address. Bridge and Dial Brdcast are related
parameters.

Connection profile Session options

A Connection profile has the following Session Options parameters (shown with sample
settings):

Et her net
Connecti ons
Sessi on options...
Data Filter=5
Call Filter=3
Filter Persistence=No
I dl e=120
TS Idl e Mode=N A
TS Idle=N A
Max Call Duration=0
Preempt =N A
| PX SAP Filter=0
Back Up=
Bl ock calls after=0
Bl ocked duration
ATMP Gat eway=N A
Max ATMP Tunnel s=N A
ATMP RI P=N A

This section provides a brief overview. For detailed information about each parameter, see the
MAX Reference Guide.

Data Filter, Call Filter

Ascend filters define packet conditions. Data filters drop specific packets, and are often used
for security purposes. Call filters monitor inactive sessions and bring them down to avoid
unnecessary connection costs. When afilter isin use, the MAX examines every packet in the
packet stream and takes action if the defined filter conditions are present. The action the MAX
takes depends both on the conditions specified within the filter and how the filter is applied.
(For more information, see Chapter 5, “Defining Static Filters.”)

Idle, TS Idle Mode, TS Idle

The Idle parameter is a timer setting that specifies how long the connection remains idle before
the MAX drops it. The TS Idle Mode and TS Idle parameters apply to terminal-server sessions.
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TS Idle Mode specifies whether the MAX uses the terminal-server idle timer (TS Idle) and, if
s0, whether it monitorstraffic in one or both directions to determine when the session isidle.
TSIdleisthetimer that specifies how long the terminal -server session can remain idle before
the MAX logs out the user and terminates the connection.

Preempt
Preempt specifies the number of idle seconds the MAX waits before it can use one of the
channels of anidlelink for anew call.

Backup
The Backup parameter specifies the name of a Connection profile to use when anailed
connection goes down. For example, if a nailed connection to corporate net #1 is out of
service, you can use a backup switched connection to corporate net #2. You cannot use this
parameter to provide alternative lines to a single destination.

Block Calls After

You can specify the number of unsuccessful attemptsto place acall that an Ascend unit can
make before blocking further attempts to make that connection. After the specified number of
attempts have been made and failed, the blocking timer starts. For detailed information about
each parameter, see the MAX Reference Guide.

Connection profile telco options

A Connection profile has the following Telco Options parameters (shown with sample
settings):

Et her net
Connecti ons
any Connection profile
Tel co options...

AnsCri g=Bot h
Cal | back=Yes
Exp Cal | back=No
Cal | back Del ay=
Call Type=Swi tched
Dat a Svc=56KR
Force 56=N A
Bi |l #=555-1212
Di al out OK=No
NAS Port Type=Any

For detailed information about each parameter, see the MAX Reference Guide. This section
provides a brief overview.

AnsOrig

The AnsOrig parameter specifies whether the MAX can answer incoming calls, dial out, or
both.
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Callback

With Callback set to Yes, the MAX hangs up on the caller and dials back immediately, using
the dial number in this profile. When you set Expect Callback to Yes, the MAX expectsthe far
end to hang up and dial back (recommended when CLID isrequired on the far end unit and
Ping or Telnetisin use).

Callback Delay

Callback is afeature in which Host A calls Host B, Host B disconnects the call, and then dials
back to Host A. On switch typesin Japan and Germany, the switch holds onto the
DISCONNECT message from Host B to Host A. Since the disconnect has not been delivered,
thereturn call is not accepted because Host A till has the connection up. The Callback Delay
parameter allows you to specify atime delay until the DISCONNECT message has been
delivered and to configure the callback delay on a per connection basis. You can specify a
value from 0 to 60, which indicates the number of seconds for the time delay.

Data Svc

The Data Svc parameter specifies the type of data service thelink uses, such as 56K or modem.

Bill #

Bill # specifies a billing number for charges incurred on the line. If appropriate, your carrier
can provide a billing number that you can use to sort your bill. For example, each department
might require its own billing number. The billing number can contain up to 24 characters.

Dialout OK

The Dialout OK parameter specifies whether you can use the Connection profilefor dialing out
on one of the MAX unit’s digital modems. Only if you set Dialout OK to Yes is the local user
allowed access to the immediate modem feature.

Connection profile accounting options

A Connection profile includes the following accounting parameters (shown with default or
sample settings:)

Et her net
Connecti ons
Accounti ng. . .

Acct Type=None
Acct Host=N A
Acct Port=NA
Acct Ti meout=N A
Acct Key=N A
Acct -1 D Base=N A

For detailed information about each parameter, seBml#f¢Reference Guide. This section
provides a brief overview.
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Acct Type
You can set Acct Type to specify whether this connection uses the default accounting setup
(specified in the Ethernet profile), no accounting at al, or the user-specific setup specified
here. The MAX supports both RADIUS and TACACS+ accounting.

Acct Host and Acct Port

If Acct Type specifies use of a connection-specific accounting server, set Acct Host and Acct
Port to specify the IP address of the server and the UDP port number to use in accounting
requests.

Acct Timeout and Acct Key

Acct-ID Base

The Acct Timeout parameter specifies how long to wait for aresponse to a RADIUS
accounting request. TACACS+ has its own timeout method. The accounting key is a shared
secret (a password shared with the accounting server).

The Acct-1D Base parameter applies to RADIUS accounting. It specifies the numeric base
(base 10 or base 16) for the session ID.

Name/Password profiles

Name/Password profiles provide simple name and password authentication for incoming calls.
They are used only if authentication is required in the Answer profile (Recv Auth). Inthat case,
the MAX prompts dial-in users for a name and password, matches the input to a
Name/Password profile, accepts the call, and uses the settings in the Answer profile or a
specified Connection profile to build the connection.

Name/Password profiles include the following parameters (shown with sample settings):

Et her net
Nanes / Passwords
Nanme=Bri an
Act i ve=Yes
Recv PWebri anpw
Tenpl at e Connection #=0

Understanding the Name/Password profile parameters

Name

This section provides some background information about Name/Password profiles. (For
detailed information, see the MAX Reference Guide.

The name must exactly match the name specified by a dial-in user, including case changes.
Ascend does not recommend that you specify a name that is already in usein a Connection
profile. The name can be up to 31 characters.
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Active

Rec PW

To enable aName/Password profile for use, set Activeto Yes. If you are using atemplate
Connection profile to build the session, that profile must also be active. (The Template
Connection parameter specifies the template profile.)

Specify a password that exactly matches the one entered by the dial-in user, including case
changes. The password can be up to 20 characters.

Template Connection

To use atemplate Connection profile rather than the Answer profile settings to build the

session for this Name/Password profile, specify the unique portion of the profile’s number
here. The default of zero instructs the MAX to use the Answer profile settings. Any other
number denotes a Connection profile. The specified Connection profile must be active.

Template connections can be used to enable or disable group logins. For example, you can
specify a Connection profile for the Sales group to use when dialing in, then configure a
Name/Password profile for each individual salesperson. You can prevent a single salesperson
from dialing in by setting Active to No in the Name/Password profile, or you can prevent the
entire group from logging in by setting Active to No in the Connection profile.

Example Name/Password profile configuration

To configure a Name/Password profile that uses the Answer profile settings:
1 Open a Name/Password profile.
2 Specify the user’'s name and password, and activate the profile. For example:

Et her net
Nanes / Passwords
Nanme=Bri an
Act i ve=Yes
Recv PWebri anpw
Tenpl at e Connection #=0

3 Leave the Template Connection # sed{@ero) to use Answer profile settings.
4  Close the profile.

Note: To set up a dial-in AppleTalk PPP connection using a Name/Password profile, you also
need to set the Peer parameter in the AppleTalk Options profile to Dialin.

Configuring PPP connections

A PPP connection can be one of the following types:
* PPP—a single-channel connection to any remote device running PPP software.
e Multilink PPP (MP)—a multilink connection to an MP-compliant device from any vendor.

« MP with Bandwidth Allocation Control Protocol (MP with BACP)—an MP call that uses
BACP to increase or decrease bandwidth on demand.

3-12
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e Multilink Protocol Plus (MP+)—a multilink connection to another Ascend unit, that uses
Ascend dynamic bandwidth allocation to increase or decrease bandwidth on demand.

Note: MP+ supersedes MPP.

A multilink connection begins by authenticating a base channel. If the connection allows
additional bandwidth, the local or remote unit dials another link. For example, if a dial-in
Ascend Pipeline unit has a single-channel session at 56 Kbps or 64 Kbps and multilink PPP is
configured, a second call can combine the first B channel with the second for a transmission
rate of 112 Kbps or 128 Kbps.

MAX units can bestacked to distribute the bandwidth required for connections across multiple
units (as described in “Configuring multichannel calls across a stack of units” on page 3-26).

Note: If a connection configured for multilink PPP fails to establish multiple channels, it falls

back to a single-channel PPP session. In either case, you can use the PPP parameters as part of
the connection negotiation. Use the MP, BACP, and MP+ seftiragilition to the

single-channel PPP settings.

Configuring single-channel PPP connections

This section describes how to set the parameters used for PPP negotiation for establishing a
single-channel PPP call or the base channel of a multilink PPP call. Following are the related
parameters (shown with sample settings):

Et her net
Answer
Encaps. ..
PPP=Yes

PPP options...
Rout e | P=Yes
Rout e | PX=Yes
Rout e Appl eTal k=Yes
Bri dge=Yes
Recv Aut h=Ei t her
MRU=1524
LQVENo
LQM M n=600
LQM Max=600
Li nk Conp=St ac
VJ Conp=Yes
CBCP Enabl e=No
BACP=
Dyn Al g=
Sec History=
Add Pers=
Sub Pers=

Et her net
Connecti ons
any Connection profile
Encaps=PPP
Encaps options. ..
Send Aut h=None
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Send Name=N A

Send PWN A

Recv PW:

MRU=1524

LQVENo

LQV M n=600

LQM Max=600

Li nk Conp=St ac

VJ Conp=Yes

CBCP Mobde=N A

CBCP Trunk Group=N A
Split Code. User=N A--not in parans

Understanding the PPP parameters

This section provides some background information about the PPP parameters. For detailed
information about each parameter, see the MAX Reference Guide.

Routing and bridging parameters

You must enable routing or bridging in the Answer profile for the MAX to pass the data stream
from an answered call to itsinternal bridge/router software.

Revc Auth and Send Auth

The Recv Auth parameter specifies the protocol to use for authenticating the password sent by

the far end during PPP negotiation. You can specify None, PAP (Password Authentication
Protocol), CHAP (Challenge Handshake Authentication Protocol), MS-CHAP (Microsoft
Challenge Handshake Authentication Protocol format supported by Windows NT systems), or
Either. The Either setting allows any of the above.The far end must also support the specified
protocol. In the Connection profile’s Encaps Options subprofile, the Send Auth parameter
specifies that protocol to use for the password sent to the far end during PPP negotiation.

Send PW and Recv PW

In the Connection’s profile’'s Encaps Options subprofile, the Send PW parameter is the
password sent to the remote device. It must match the password expected from the MAX. The
Recv PW is the password sent to the MAX from the remote device. It is used to match up the
caller to a profile when IP routing is not in use.

Send Name

The Send Name parameter specifies the name that the MAX sends to the far-end device during
PPP authentication. Authentication fails if the name does not match what the far-end device
expects. Also, authentication fails if either the password or IP address (for IP-routed
connections) for the Connection profile does not match what the far-end device expects. You
can specify up to 16 characters. The default is null.
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Maximum receive units (MRU)

In the Answer’s profiles’s PPP Options, the MRU parameter specifies the maximum number of
bytes the MAX can receive in a single packet on a PPP link. Usually the default of 1524 is the
right setting, unless the far end device requires a lower number.

Link quality monitoring (LQM)

The LQM parameters specify whether the MAX monitors the quality of the link. If LQM is set
to Yes, you can specify the minimum and maximum duration between reports, measured in
tenths of a second.

LQM counts the number of packets sent across the link and periodically asks the remote end
how many packets it has received. Discrepancies are evidence of packet loss and indicate link
quality problems.

For a connection that has a Connection profile, that profile’s LQM settings take precedence
over the LQM settings in the Answer profile.

Link Comp and VJ Comp

In the Answer profile and in Connection profiles, the Link Comp parameter specifies the type
of link compression for the connection, and VJ Comp specifies the type of TCP/IP header
compression.

For data compression to take effect, both sides of a connection must support it. The MAX
supports Stac and MS-Stac compression for PPP-encapsulated calls.

Stac compression refers to the Stacker LZS compression algorithm, developed by STAC
Electronics, Inc., that modifies the standard LZS compression algorithm to optimize for speed
(as opposed to optimizing for compression). Stac compression is one of the parameters
negotiated when setting up a PPP connection.

MS-Stac refers to Microsoft LZS Coherency compression for Windows 95. This is a
proprietary compression scheme for Windows 95 only (not for Windows NT).

Note: If the caller requests MS-Stac and the matching profile does not specify MS-Stac
compression, the connection seems to come up correctly but no data is routed. If the profile is
configured with MS-Stac and the caller does not acknowledge that compression scheme, the
MAX attempts to use standard Stac compression, and if that does not work, it uses no
compression.

On a related topic, Novell's NetWare relies on the Data Link layer (also called Layer 2) to
validate and guarantee data integrity. STAC link compression, if specified, generates an
eight-bit checksum, which is inadequate for NetWare data.

If your MAX supports NetWare (either routed or bridged), and you require link compression,
you should configure your MAX in one of the following ways:

»  Configure either STAC-9 or MS-STAC link compression, which use a more robust
error-checking method, for any connection profile supporting IPX data. Configure link
compression in the Ethernet > Answer > PPP Options > Link Comp parameter and
Ethernet > ConnectionsAny Connection profile > Encaps Options > Link Comp
parameter.
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CBCP Enable

CBCP Mode

« Enable IPX-checksums on your NetWare servers and clients. (Both server and client must
support IPX-checksums. If you enable checksums on your servers but your clients do not
support checksums, they will fail to log in successfully.)

« Disable link compression completely by setting Ethernet > Answer > PPP Options > Link
Comp = None and Ethernet > Connection&ny Connection profile > Encaps Options >
Link Comp = None. By disabling link compression, the MAX validates and guarantees
data integrity by means of PPP.

VJ Comp applies only to packets in TCP applications, such as Telnet. When you turn it on, the
MAX applies TCP/IP header compression for both ends of the link.

The Answer profile's CBCP Enable parameter specifies how the MAX responds to caller
requests to support CBCP (Callback Control Protocol). If CBCP Enable is set to Yes, the MAX
positively acknowledges, during LCP negotiations, support for CBCP. If this parameter is set
to No, the MAX rejects any request to support CBCP. (For more information about CBCP, see
“Microsoft's Callback Control Protocol (CBCP)” in Chapter 3 of MAX Security

Supplement.)

The (Connection profile) CBCP mode parameter specifies what method of callback the MAX
offers the incoming caller.

CBCP Trunk Group

BACP

Dyn Alg

The (Connection profile) CBCP Trunk Group parameter assigns the callback to a MAX trunk
group. This parameter is used only when the caller is specifying the phone number the MAX
uses for the callback. The value in CBCP Trunk Group is prepended to the caller-supplied
number when the MAX calls back.

The BACP parameter enables the Bandwidth Allocation Control Protocol. The MAX
encapsulates connections in MP (RFC 1990) and uses BACP to manage dynamic bandwidth
on demand. Both sides of the connection must support BACP. BACP uses the same criteria for
managing bandwidth dynamically as MP+ connections. Specify either Yes to enable BACP or
No to disable BACP. No is the default.

The Dyn Alg parameter specifies the algorithm that the MAX uses to calculate average line
utilization (ALU). You can specify one of the following values:

e Quadratic—Specifies that the MAX gives preference to recent samples of bandwidth
usage than to older samples taken in the number of seconds specified in Sec History. The
preference grows at a quadratic rate. The default is Quadratic.

* Linear—Specifies that the MAX gives preference to recent samples of bandwidth usage
than to older samples taken in the number of seconds specified in Sec History. The
weighting grows at a linear rate.
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Sec History

Add Pers

Sub Pers

Split Code.User

e Constant—Specifies that the MAX does not give greater preference to recent samples.

The Sec History parameter specifies a number of seconds to use as the basis for calculating
average line utilization (ALU). The ALU is used in calculating when to add or subtract
bandwidth from a multi-channel call that supports dynamic bandwidth management.

The Add Pers parameter specifies the number of seconds that a call must maintain Average
Line Utilization (ALU) above the target utilization threshold you specified in Target Util

before the MAX adds bandwidth from available channels. When adding bandwidth, the MAX
adds the number of channels that you specify in the Inc Ch Count parameter. You can specify a
number from 1 to 300. The default for MP+ calls is 5. The default for AIM calls with dynamic
call management is 20.

The Sub Pers parameter specifies a number of seconds that a connection maintains an Average
Link Utilization (ALU) equal to (or less than) the Target Util threshold before the MAX
subtracts bandwidth.

The Split Code.User parameter divides the PIN and CODE of a user and their USERNAME by
a period. If the CHAP field cannot accommodate the full PIN+CODE.USER, you can enable
this feature. The MAX splits the passcode into two pieces with the information following the
period becoming the CHAP Name, overriding the name of the router. You can specify Yes, to
enable the PIN, CODE and USERNAME to be divided, or you can specify No to disable the
feature. No is the default.

Example of a PPP connection

Figure 3-1 shows the MAX with a PPP connection with a remote user who is running
Windows 95 with the TCP/IP stack and PPP dialup software. The dial-in user has a modem, so
the call is asynchronous and uses only one channel.

Figure 3-1. A PPP connection

i l Windows 95
8 with TCP/IP
Modem — E==J) and PPP

To configure this PPP connection:

1 Make sure the Answer profile enables PPP encapsulation and has the appropriate routing,
bridging, and authentication settings. For example:
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Et her net
Answer
Encaps. ..
PPP=Yes
PPP options...

Rout e | P=Yes
Rout e | PX=Yes
Bri dge=Yes
Recv Aut h=Ei t her
2 Closethe Answer profile.
Open a Connection profile.
4 Specify the name of the remote device and activate the profile. For example:

Et her net
Connecti ons
St ati on=t ommy
Acti ve=Yes

Note: Make sure that you specify the Station name exactly, including case changes.
5 Select PPP encapsulation and set the appropriate PPP options. For example:

Encaps=PPP
Encaps options. ..
Send Aut h=CHAP
Send PWer enot epw/ A
Recv PWl ocal pw
The Send Auth parameter should be set to CHAP or PAP. Both sides of the connection
must support the selected authentication protocol and the selected compression methods.

6 Closethe Connection profile.

Configuring MP and BACP connections

Multilink PPP (MP) uses the encapsulation defined in RFC 1717. It enables the MAX to

interact with MP-compliant equipment from other vendors to use multiple channels for a call.

MP parameters include the PPP parameters described in “Understanding the PPP parameters”

on page 3-14. MP without Bandwidth Allocation Control Protocol (BACP) requires setting a
few additional parameters. If you use MP with BACP, you have to set a number of additional
parameters. Following are the additional parameters requires for MP with BACP:

Et her net
Answer
Encaps. ..
MP=Yes
PPP=Yes

PPP options...
M n Ch Count=1
Max Ch Count =1

Et her net
Connecti ons
any Connection profile
Encaps=MP
Encaps options...
Base Ch Count=1
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If BACP is enabled, MP connections use that protocol to manage dynamic bandwidth on
demand. Both sides of the connection must support BACP. In addition to the PPP parameters,
M P connections with BACP use the following parameters:

Et her net
Answer

Encaps.

MP=Yes
PPP=Yes

PPP options...
BACP=Yes

Dyn
Sec
Add
Sub
Mn
Max

Al g=Quadratic
Hi st ory=15
Per s=5
Pers=10

Ch Count =1

Ch Count =1

Target Uil =70

Et her net

Connecti ons
any Connection profile
Encaps=WP
Encaps options...
BACP=Yes
Base Ch Count=1

Mn
Max
I nc
Dec
Dyn
Sec
Add
Sub

Ch Count =1
Ch Count =2
Ch Count =1
Ch Count =1

Al g=Quadratic
Hi st ory=15
Per s=5
Pers=10

Target Uil =70

Understanding the MP and BACP parameters

This section provides some background information about MP and BACP configuration. For
detailed information about each parameter, see the MAX Reference Guide.

MP without BACP

For MP connections without BACP, you can specify the base channel count, which must be
greater than or equal to the minimum count and less than or equal to the maximum count
specified in the Answer profile. The base channel count specifies the number of channelsto
use to establish the connection, and this number of channels remains fixed for the whole
session. You can ignore the rest of the parameters discussed in this section.

Enabling BACP for MP connections

Enable BACPin the Answer profile and the Connection profile for each connection that should
use it. Open the PPP Options subprofile from the Answer profile and set BACP to Yes. Open

the Encaps Options subprofile from the Answer profile and set BACP to Yes. Both sides of the
connection must support BACP.

MAX 800 Series Network Configuration Guide
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Specifying channel counts

In a Connection profile’'s Encaps Options subprofile, the base channel count specifies the
number of channels to use to establish the call. After the base channel or channels have been
established, adding another channel requires dealing another link. Inc Ch Count and Dec Ch
Count specify the number of channels the connection can add and subtract at one time,
respectively. You can also specify a maximum and minimum number of channels that can be
allocated to the call. For additional information, see Parallel Dial in the System profile.

Dynamic algorithm for calculating bandwidth requirements

In an Encaps Options subprofile, the Dyn Alg parameter specifies an algorithm for calculating
average line utilization (ALU) during the period specified, in seconds, by the Sec History
parameter. Figure 3-2 shows how the available algorithms weight usage samples.

Figure 3-2. Algorithms for weighing bandwidth usage samples

T | quadratic
weight linear
1- | constant
o- J |
| time —p» |
| |
0 1800 sec.

Quadratic (the default) gives more weight to recent samples of bandwidth usage than to older
samples taken during the specified period. The weighting grows at a quadratic rate.

Linear gives more weight to recent samples of bandwidth usage than to older samples taken
during the specified period. The weighting grows at a linear rate.

Constant gives equal weight to all samples taken during the specified period.

Time period for calculating average line utilization

Sec History specifies a number of seconds to use as the basis for calculating average line
utilization (ALU).

Target utilization

Target Util specifies a percentage of line utilization (default 70%) to use as a threshold when
determining when to add or subtract bandwidth.

How long the condition should persist before adding or dropping links (Add Pers)

Add Pers specifies a number of seconds that the ALU must persist beyond the Target Util
threshold before the MAX adds bandwidth. Sub Pers specifies a number of seconds that the
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ALU must persist below the Target Util threshold before the MAX subtracts bandwidth. When
adding bandwidth, the MAX adds the number of channels specified in the Inc Ch Count
parameter. When subtracting bandwidth, it subtracts the number of channels specified in the
Dec Ch Count parameter, dropping the newest channelsfirst.

Guidelines for configuring bandwidth criteria

When configuring dynamic bandwidth allocation, keep the following guidelinesin mind:

e The values for the Sec History, Add Pers, and Sub Pers parameters should smooth out
spikes in bandwidth utilization that last for a shorter time than it takes to add capacity.
Over T1 lines, the MAX can add bandwidth in less than ten seconds. Over ISDN lines, the
MAX can add bandwidth in less than five seconds.

«  When the MAX adds bandwidth, you typically incur a minimum usage charge. Thereafter,
billing is time sensitive. The Sub Pers value should allow the period to which the
minimum duration charge applies plus one or two billing time increments. Typically,
billing is done to the next multiple of six seconds, with a minimum charge for the first
thirty seconds. Your carrier representative can help you understand the billing structure for
the switched tariffs.

e You can add channels one at a time or in multiples. (For additional information, see the
Parallel Dial parameter).

< Avoid adding or subtracting channels too quickly (less than 10-20 seconds apart) to reduce
the number of short duration calls, each of which incurs the carrier's minimum charge.
Adding or subtracting channels too quickly can also affect link efficiency, because the
devices on either end have to retransmit data when the link speed changes.

Example of MP connection without BACP

To configure an MP connection without BACP:
1 Open the Answer profile.

2 Enable PPP and MP encapsulation and specify the appropriate routing, bridging, and
authentication values. For example:

Et her net
Answer
Encaps. ..
PPP=Yes
MP=Yes

PPP options...
Rout e | P=Yes
Rout e | PX=Yes
Bri dge=Yes
Recv Aut h=Ei t her

Close the Answer profile.

Open a Connection profile, specify the name of the remote device, and activate the profile.
For example:

Et her net
Connecti ons
St ati on=t ed
Acti ve=Yes
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Select MP encapsulation, and open the Encaps Options subprofile.
Configure PPP authentication. For example:

Encaps=MP

Encaps options. ..
Send Aut h=PAP
Send PWer enot epw
Aux Send PWEN A
Recv PWl ocal pw

Set the base channel count. For example, to use two channels for this call:
Base Ch Count =2

Note: Both sides of the connection should specify the same number of channels.
Close the Connection profile.

Example MP connection with BACP

To configure an MP connection that uses BACP:

1
2

Open the Answer profile.

Enable PPP and M P encapsulation and specify the appropriate routing, bridging, and
authentication values. For example:

Et her net
Answer
Encaps. ..
MP=Yes
PPP=Yes

PPP options...
Rout e | P=Yes
Rout e | PX=Yes
Bri dge=Yes
Recv Aut h=Ei t her
Enable BACP to monitor bandwidth requirements on the basis of received packets:
BACP=Yes
Close the Answer profile.

Open a Connection profile, specify the name of the remote device, and activate the profile.
For example:

Et her net
Connecti ons
Station=cl ara
Act i ve=Yes

Select MP encapsulation and set the M P authentication options. For example:

Encaps=MP

Encaps options. ..
Send Aut h=PAP
Send PWer enot epw
Aux Send PWEN A
Recv PWl ocal pw

Enable BACP to monitor bandwidth requirements for packets transmitted on this
connection, and configure the Ascend criteria for bandwidth management. For example:
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BACP=Yes

Base Ch Count=1
M n Ch Count=1
Max Ch Count =2
Inc Ch Count=1
Dec Ch Count=1
Dyn Al g=Quadratic
Sec History=15
Add Pers=5

Sub Pers=10
Target Uil =70

Note: For optimum performance, both sides of a connection must set the channel count
parameters to the same values.

8 Closethe Connection profile.

Configuring Ascend MP+ connections

Multilink PPP Plus (MP+) uses PPP encapsul ation with Ascend extensions. MP+ enables the
MAX to use multiple channels for connecting to another Ascend unit. BACP is not required,
because the Ascend criteriafor adding or dropping alink are part of the MP+ extensions. In
addition to the PPP and M P parameters described earlier use the following parametersfor MP+
connections: shown with sample settings):

Et her net
Answer
Encaps. ..
PPP=Yes
MP=Yes
MPP=Yes

PPP options...
Dyn Al g=Quadratic
Sec History=15
Add Pers=5
Sub Pers=10
M n Ch Count=1
Max Ch Count =1
Target Uil =70
Idle Pct=0

Et her net
Connecti ons
any Connection profile

Encaps=MPP

Encaps options...
Aux Send PWtaux- passwd
DBA Moni t or=Transmi t
Base Ch Count=1
Mn Ch Count=1
Max Ch Count =2
Inc Ch Count=1
Dec Ch Count =1
Dyn Al g=Quadratic
Sec History=15
Add Pers=5
Sub Pers=10

MAX 800 Series Network Configuration Guide 3-23



Configuring WAN Links
Configuring MP and BACP connections

Target Util =70
Idle Pct=0

Understanding the MP+ parameters

This section provides some background information about M P+ connections. For detailed
information about each parameter, see the MAX Reference Guide.

Channel counts and bandwidth allocation parameters

BACP and M P+ use the same criteriafor increasing or decreasing bandwidth for a connection.
For details about the bandwidth allocation parameters, see “Understanding the MP and BACP
parameters” on page 3-19 and “Guidelines for configuring bandwidth criteria” on page 3-21.

Auxiliary password for added channels

The Aux Send PW parameter can specify another password for authenticating subsequent links
as they are dialed. For details, see the MV2&urity Supplement for details.

Bandwidth monitoring

In a Connection profile’s Encaps Options subprofile, the DBA Monitor parameter specifies
whether bandwidth criteria for adding or dropping links are applied to traffic received across
the link, transmitted across the link, or both. If you set DBA Monitor to None on both sides of
the link, you disable bandwidth on demand.

Idle percent

Idle Pct specifies a percentage of utilization below which the MAX drops all channels,
including the base channel. Bandwidth utilization must fall below this percentégéhaides

of the connection before the MAX drops the link. If the device at the remote end of the link
enters an Idle Pct setting lower than the value you specify, the MAX does not clear the call
until bandwidth utilization falls below the lower percentage. The default value for Idle Pct is 0,
causing the MAX to ignore bandwidth utilization when determining whether to clear a call and
use the Idle timer instead.

Example of MP+ configuration

Figure 3-3 shows the MAX connected to a remote Pipeline unit with an MP+ connection.

Figure 3-3. An MP+ connection
Pipeline 25

[

To configure an MP+ connection with a remote Ascend unit:
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1 Openthe Answer profile.

2 Set PPP and MP+ encapsulation to Yes and specify the appropriate routing, bridging, and
authentication values. For example:

Et her net
Answer
Encaps. . .
MPP=Yes
PPP=Yes

PPP options...
Rout e | P=Yes
Rout e | PX=Yes
Bri dge=Yes
Recv Aut h=Ei t her

Close the Answer profile.

4 Open aConnection profile, specify the name of the remote device, and activate the profile.
For example:

Et her net
Connecti ons
Station=richard
Acti ve=Yes

5 Seect MP+ encapsulation and set the M P+ authentication options. For example:

Encaps=MPP

Encaps options. ..
Send Aut h=PAP
Send PWer enpt epw
Aux Send PWesecondpw
Recv PWl ocal pw

6 Configurethe DBA Monitor and the Ascend criteriafor bandwidth management. For
example:

Encaps options. ..
DBA Moni t or=Transmi t - Recv
Base Ch Count=1
M n Ch Count=1
Max Ch Count =5
Inc Ch Count=1
Dec Ch Count=1
Dyn Al g=Quadratic
Sec History=15
Add Pers=5
Sub Pers=10
Target Uil =70
Idle Pct=0

Note: For optimum performance, both sides of a connection must set the Base Ch Count,
Min Ch Count, and Max Ch Count parameters to the same values.

7 Closethe Connection profile.
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Configuring multichannel calls across a stack of units

If you configure multiple MAX units to form a stack, the multiple channels of a Multilink PPP
(MP) or MP+ call can to span (be distributed across) the units in the stack, as shownin “A
MAX stack for spanning multilink PPP calls (MP) or MP+" on page 3-26.

Figure 3-4. A MAX stack for spanning multilink PPP calls (MP) or MP+

Call spanning with a stack configuration can be effective when:
A MAX running MP+ asks for another phone number, and has no available lines.

e Arotary hunt group uses the same phone number to access multiple MAX units, making it
impossible to assume that the same MAX that answered the original call answers a
subsequent call.

MP/MP+ call spanning is protocol independent and works with all protocols supported by the
MAX.

Note: Stacking requires any MP caller to use the MP endpoint discriminator. The same is true
of MP+. All Ascend products and most other products that support MP or MP+ use an
endpoint discriminator, but the specification for MP does not require it.

How MP/MP+ call spanning works

A stack is a group of MAX units that have the same stack information and are on the same
physical LAN. There is nomaster MAX. The MAX units in the stack use a directed-broadcast
Ethernet packet to locate each other.

Directed-broadcast packets usually cannot cross a router, so the MAX units in a single stack
must be on the same physical LAN. MAX units running in a stack can generate fairly high
levels of network traffic which is another reason to keep them on the same physical LAN.

Bundle ownership

Although MAX stacks do not have a master MAX, each bundle of channels in a MP/MP+
configuration has a bundle owner. The MAX that answers the first call in the MP/MP+ bundle
is thebundle owner. If a bundle spans more than one MAX in a stack, an exchange of
information flows between the MAX units in the bundle.

Stacking requires an endpoint discriminator. Every MP/MP+ call that comes to any member of
the stack is compared to all existing MP/MP+ calls in the MAX stack to determine whether it
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isamember of an existing bundle. If the call belongs to an existing bundle, the MAX that
answered and the bundle owner exchange information about the bundle. Furthermore, the
MAX that answered the call forwards all incoming data packets over the Ethernet to the bundle
owner.

Outgoing data

To balance the load among all available WAN channels, outgoing data packets for the WAN
are assigned to available channelsin a bundle on arotating basis. If the MAX assigns an
outgoing packet to a channel that is not local to the bundle owner, the bundle owner forwards
the packet over the Ethernet to the MAX that owns the nonlocal channel.

Real and stacked channels

For the purpose of this description, real channels are those channel s that connect directly to the
MAX that owns the bundle. Sacked channels connect to a MAX that transfers the data to or
from the MAX that owns the bundle.

For example, assume the initial call through an MP/M P+ bundle connectsto MAX #1. This
connection isareal channel. Next, the second call of the bundle connectsto MAX #2. This
connection is a stacked channel. MAX #1 is the bundle owner, and it manages the traffic for
both channels of the bundle. MAX #2 forwards any traffic from the WAN to MAX #1, for
distribution to the destination as shown in Figure 3-5.

Figure 3-5. Packet flow from the slave channel to the Ethernet

WAN MAX #1 A

(master)

MAX #2
(slave)

Ethernet

Note: Figure 3-6 does not illustrate traffic from the master MAX. WAN traffic received on
the master channel by MAX #1 isforwarded directly to the destination.

Likewise, MAX#1 receives all Ethernet traffic destined for the bundle, and disperses the
packets between itself and MAX #2, as shown in Figure 3-6. MAX #1 forwards some of the
packets across the WAN through areal channel. MAX #2 sends the rest of them through a
stacked channel.
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Figure 3-6. Packet flow from the Ethernet
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Connection profiles within a stack

A stack does not support sharing of local Connection profiles between the MAX unitsin the
stack. Every MAX that is set up to use internal authentication must retain all authentication
information for every call. You can eliminate this requirement by using a centralized
authentication server, such as RADIUS.

Phone numbers for new MP+ and MP-with-BACP channels

When aMAX hasto add a channel for an MP+ or MP-with-BACP call, it provides alocal
phone number for the new channel. However, sometimes the MAX that answers the call
cannot provide alocal phone number for the additional channel because all the channels that
connect directly to it are busy. In that case, the MAX requests other members of the stack to
supply a phone number for the additional channel.

An MP call does not pass phone numbers when it adds a channel. The originator of the call
must know all of the possible phone numbers to begin with.

If each MAX in the stack is accessed through a different phone number, the originator of the
call must know all of the possible phone numbers. An aternativein thisinstance isto use
BACP or MP+ to obtain the phone number of aMAX with afree channel.

Performance considerations for MAX stacking

Thereisno limit to the number of stacked channelsin single call or in astack of MAX units,
other than the limit for each individual MAX. The MAX 6000, MAX 4000, MAX 2000, and
MAX 1800 each support up to 40 stacked channels. The MAX 200 Plus supports up to three
stacked channels. A MAX that can handle n real channels can handle n/3 stacked channels.

Thereis no theoretical limit to the number of MAX units in a stack, other than performance
considerations. Because all data from stacked channels crosses the LAN, performance could
suffer with alarge number of MAX unitsin the stack and many stacked channelsin use.

Performance overhead increases when stacked bundles span multiple boxes. In abundle of 6
channels, 4 of which arereal and 2 are stacked, the overhead isthe actual bandwidth of the two
stacked channels (2 x 64 = 128K). The actual payload data of the 6 channels with a2:1 data
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compressionis 6 x 2 x 64 = 768K. The overhead is 128 over 768, or 16%. |n a two-channel
bundle with one real and one stacked channel, with the same compression, the overhead is
25%.

Take into account that you do not know ahead of time how many bundles span the stack, or
how many multi- or single-channel calls you are going to get. You can base an estimate on
your traffic expectations. But in most situations, the majority of bundles are on asingle MAX,
for which thereis no overhead.

Suggested LAN configurations

Total Ethernet usage is approximately 5116Kbps for aMAX stack handling 82 single-channel
calls, 41 two-channel stacked calls, and 41 two-channel nonstacked calls. Because Ethernet
capacity generally does not achieve more than 50% utilization, this configuration uses up the
available Ethernet bandwidth.

The total number of channelsin this configuration is 246. Therefore, a stack of three MAX
units, each having three T1 lines with this usage profile, uses all of the Ethernet bandwidth.

The basic limitation from the above examplesis the speed of the LAN. Oneway to increase the
speed of your LAN isto attach each MAX to a separate port of a 10/100 Ethernet switch, then
use a 100M bps connection to the backbone LAN. This configuration enables each MAX to
utilize up to afull 10Mbps Ethernet bandwidth, and the entire stack combined can generate up
to full 100Mbps of Ethernet data. Once again assuming that the 100M pbsis saturated at 50%
usage, you can use up to 51200K bps of bandwidth, or 10 times more than in the preceding
example. The mixed environment of single-channel and two-channel calls now resultsin a
maximum of 2460 channels or 102 T1 lines, or no more than 34 MAX unitsin a stack. Note
that the success of this strategy depends on limiting stacked channels per MAX to the n/3 limit
mentioned above.

Suggested hunt group configurations

Whenever you stack MAX units, it isimportant to limit the number of multichannel calls that
are split between the MAX units. The following suggested configurations reduce the overhead
for amultichannel call by keeping as many channels as possible on the same MAX.

MP+ (MPP)and MP-with-BACP calls

Figure 3-7 shows the suggested hunt group setup for atypical MAX stack that receives only
PPP, MP+, or MP-with-BACP calls. Each MAX hasthree T1lines. All the T1 linesinaMAX
share a common phone number and they are in ahunt group that does not span MAX units.
Theillustration shows these three local hunt groups with phone numbers 555-1212, 555-1213,
555-1214. In addition, a global hunt group, 555-1215 spans all the T1s of all the MAX unitsin
the stack.

Users that access the MAX dial 555-1215, the global hunt group number. The telephone

company sets up the global hunt group to distribute incoming calls equally among the MAX

units. Namely, the first call dialing 555-1215 goesto MAX #1, the second call to MAX #2, and

so on. If you use this configuration, you must configure each of the MAX unit’s Line N

profiles with the local hunt group numbers. For example, for MAXn Figure 3-7, you

would set the CN # parameters to 12 (the last two digits of the 555-1212 hunt group number).
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You can achieve the same distribution without a global hunt group by having one third of the
usersdial 555-1212, one third dia 555-1213, and one third dial 555-1214. You can leave the
Ch N # parameters at their default setting (null) if you do not have a global hunt group.

Figure 3-7. Hunt groups for a MAX stack handling both MP and MP+ calls

. . MAX #1
Three T1 lines all in 555-1212

and 555-1215 hunt groups

Three T1 lines all in 555-1213
and 555-1215 hunt groups MAX #2

=

Three T1 lines all in 555-1214
and 555-1215 hunt groups

In Figure 3-7, suppose an MP+ call is connected to MAX #1. When that call needsto add a
channel, it requests an add-on number from the MAX, and the MAX returns 12 (for 555-1212)
aslong asachannel inthelocal T1linesisavailable. That is, the bundle does not span multiple
MAX units aslong as a channel is available in the local hunt group.

The Figure 3-7 configuration tends to break down if MAX units receive M P-without-BACP
calls. Spreading the calls across the MAX stack (by dialing the global hunt group) resultsin the
worst possible performance, because M P-without-BA CP must know all of the phone numbers
before the caller places thefirst call.

MP-without-BACP calls

Figure 3-8 shows a site that supports only MP-without-BACP calls. For this site, the telephone
company has set up aglobal hunt group that first completely fills MAX #1, then continues to
MAX #2, and so on. This arrangement tends to keep the channels of a call from being split
across multiple MAX units, keeping overhead low.

Figure 3-8. Hunt groups for a MAX stack handling only MP-without-BACP calls

MAX #1
Three T1 lines all in 555-1212 hunt group

Three T1 lines all in 555-1212 hunt group MAX #2

1=

Three T1 lines all in 555-1212 hunt group
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MP+ calls and MP calls with or without BACP

For aMAX that receives MP+ calls and MP calls with or without BACP, you can use a
configuration similar to the one shown in Figure 3-7. In this case, however, you set up the

global hunt group differently than explained in “MP+ (MPP)and MP-with-BACP calls.” You

set up the global hunt group to help prevent MP-without-BACP calls from being split across
multiple MAX units in the stack. As in “MP-without-BACP calls,” calls dialing 555-1215 first
completely fill the channels of MAX #1, then continue to MAX #2, and so on.

Both MP+ and MP callers dial the global hunt group number to connect to the stack.
“MP-without-BACP calls” on page 3-30 and “MP+ calls and MP calls with or without BACP”

on page 3-31 explain how the MAX adds channels to MP+ and MP bundles. Be sure to set the
ChN # parameters as explained in “MP+ calls and MP calls with or without BACP” on

page 3-31.

MP+ and MP-with-BACP callers do not have to dial the global hunt group numbers to connect.
Only the MP-without-BACP callers need to dial the global hunt group. You can achieve an
even distribution of MP+ and MP-with-BACP calls by having one third dial 555-1212, one
third dial 555-1213, and one third dial 555-1214. You can leave th¢#Cparameters at their
default setting (null) in this situation.

Understanding the stack parameters

This section provides some background information about the stack parameters. For complete
details, see th®IAX Reference Guide.

Stacking Enabled

Stack Name

UDP Port

The Stacking Enabled parameter enables the MAX to communicate with other members of the
same stack. A MAX can belong to only one stack. All members of the stack use the same stack
name and UDP port.

The Stack Name parameter specifies a stack name. Add a MAX to an existing stack by
specifying that name. Create a new stack by specifying a new stack name.

Stacked MAX units communicate with other members of the stack by using a
directed-broadcast Ethernet packet on the specified UDP port. Because directed-broadcast
packets are unlikely to cross a router, and because of the high traffic demands created by a
multilink call that spans MAX units, all members of a stack must reside on the same physical
LAN.

For detailed information about each parameter, se®l#¥¢Reference Guide.
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Configuring a MAX stack

This section shows how to configure a stack of two MAX units. It does not show the detail s of
configuring hunt groups, which is an important factor for stacked MP connections. For details
about hunt groups, see Chapter 2, “Configuring the MAX for WAN Access.”

To configure a MAX stack, proceed as follows for each MAX in the stack:

1 Open the Ethernet > Mod Config menu and select Stack Options, as shown in the
following sample menu:

90- A** Mod Config
RADI US Server

Log

ATMP

Modem Ri ngback=Yes
Appl eTal k

SNTP Server

>Stack Options...
UDP Checksum=No

When you press Enter, the Etherrélod Config> Stack Options menu appears. For
example:

90- A** Mod Config
>Stack Options...

St acki ng Enabl ed=Yes
St ack Nanme=nexst ack-1
UDP Port =6000

2 Set Stacking Enabled to Yes (Stacking Enabled=Yes).

Set the Stack Name parameter to a unique name for the stack.

A stack name has 16 characters or less. This is the name members of a stack use to identify
other members of the same stack. The stack name must be uniqgue among all MAX units
that communicate with each other, even if they are not on the same LAN.

If a MAX receives calls from two MAX units on different LANS, and the two units are
members of different stacks with the same stack name, the MAX receiving the calls
assumes the two MAX units with the same stack name are in the same bundle.

Note: Multiple stacks can exist on the same physical Ethernet LAN if the stacks have
different names.

4  Specify the UDP port.

This is a reserved UDP port for intrastack communications. The UDP port must be
identical for all members of a stack, but is not required to be uniqgue among all stacks.

Disabling a MAX stack

To disable a stack, specify Stacking Enabled=No for each of the MAX units in the stack.
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Adding and removing a MAX

You can add aMAX to an existing stack at any time without rebooting the MAX or affecting
stack operation. Because a stack is a collection of peers, none keeps alist of the stack
membership. The MAX unitsin a stack communicate when they need a service from the stack.

Removing aMAX from a stack requires care, because any calls using a channel between the
MAX to be removed and another MAX in the stack could be dropped. Thereis no need to
reboot aMAX removed from a stack.

Configuring an ARA connection

AppleTalk Remote Access (ARA) uses V42 Alternate Procedure asits datalink, so ARA can
be used only over asynchronous modem connections.

To configure ARA connections, you set the following parameters (shown with sample
settings):

Et her net
Mod Config
Appl et al k=Yes
Appl eTal k. . .
Zone Name=*

Et her net
Answer
Profil e Reqd=Yes
Encaps. ..
ARA=Yes

Et her net
Connecti ons
Encaps=ARA
Encaps options. ..
Passwor d=* SECURE*
Max. Tine (mn)=0

Appl eTal k Options...

Peer=Di alin

Zone Nane=

Appl eTal k Rout er =Seed
Net Start =300
Net End=309
Default Zone=
Zone Nane #1=
Zone Nane #2=
Zone Nane #3=
Zone Name #4=

Understanding the ARA parameters

This section provides some background information about ARA parameters. For detailed
information about each parameter, see the MAX Reference Guide.

MAX 800 Series Network Configuration Guide 3-33



Configuring WAN Links
Configuring an ARA connection

AppleTalk and Zone Name

Profile Reqd

Password

Max. Time

The AppleTalk parameter in the Ethernet Mod Config profile enables the AppleTak stack in
the MAX. If the local Ethernet supports an AppleTalk router with configured zones, the Zone
Name parameter in the Mod Config profile should specify the zone in which the MAX unit’s
resides.

When Profile Reqd=Yes in the Answer profile, ARA Guest access is disabled.

The (Connection profile) Password parameter specifies the password sent to the MAX from
the ARA client.

The (Connection Profile) Max. Time parameter specifies the maximum number of minutes an
ARA session can remain connected. If it is set to 0 (zero)— (the default), the timer is disabled.
The maximum connect time for an ARA connection has nothing to do with the MAX idle
timer. If a connection is configured with maximum connect time, the MAX initiates an ARA
disconnect when that time is up. The ARA link goes down cleanly, but remote users are not
notified. Users find out the ARA link is gone only when they try to access a device.

Example of ARA configuration that enables IP access

This section shows an example of ARA configuration that enables a Macintosh with an
internal modem to dial into the MAX by using the ARA Client software to communicate with
an IP host on the Ethernet. A connection that does not require IP access would be a subset of
this example. Figure 3-9 shows the sample network.

Figure 3-9. An ARA connection enabling |P access

Macintosh
D with ARA

Client and
Open Trans-
port

Note: If you do not require IP access, the Connection profile does not need IP routing and the
Macintosh client does not need a TCP/IP configuration. For ARA connections that support IP
access, the MAX receives IP packets encapsulated in AppleTalk’s DDP protocol. It removes
the DDP headers and routes the IP packets normally.

Configure the Macintosh ARA Client software as follows:

e Set the appropriate modem parameters in the ARA Client software to enable the user’s
async modem to establish a connection with the MAX.

e Specify the dial-in number in the ARA Client software.

Configure the Macintosh TCP/IP software as follows:
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1 Configure Open Transport

The TCP/IP Control Panel has an option to connect by using MaclP. DDP-IP
encapsulation requires MaclP. This Control Panel aso has an option to configure its IP
address manually, viaBOOTR, DHCP, or RARP. If you assign the Macintosh a permanent
I P address, choose Manually. If the MAX assigns an address to the Macintosh from a pool
of alocated addresses, choose BOOTP.

2 Configure MacTCP

The MacTCP Control Panel should have an icon for ARA. That icon must be selected for
DDP-IP encapsulation. This Control Panel also has an option to configureits | P address
Manually or from a Server. If you assign the Macintosh a permanent | P address, choose
Manually. If you assign the MAX an address to the Macintosh from a pool of allocated
addresses, choose Server. Do not choose Dynamically in the MacTCP Control Panel. The
MAX does not support Dynamically.

Note: The MAX must be configured as an IP router. At a minimum, the MAX unit’s Ethernet
interface should be configured with an IP address and a DNS server address. If the ARA client
obtains an IP address from the server, you must also configure the MAX for dynamic IP
address assignment. See Chapter 8, “Configuring IP Routing.”

If you configure the MAX for IP routing (in the Ethernet profile), you can configure an ARA
connection that enables IP access as follows:

1 Open the Ethernet profile and set AppleTalk to Yes.
2 If applicable, specify the AppleTalk zone in which the MAX resides. For example:

Et her net
Mod Config
Appl et al k=Yes
Appl eTal k. . .
Zone Name=Engi neeri ng

Close the Ethernet profile.

Open a Connection profile, specify the dial-in user’s name, and activate the profile. For
example:

Et her net
Connecti ons
St ati on=nmac
Acti ve=Yes

5 Select ARA encapsulation and configure the ARA options. For example:
Encaps=ARA
Encaps options. ..

Passwor d=Il ocal pw
Max. Tine (mn)=0

6 Configure the connection for IP routing.
For example, if the Macintosh software has a hard-coded IP address (Manual):

Rout e | P=Yes
| P options...
LAN Adrs=10. 2. 3. 4/ 24

Or, if the Macintosh software expects a dynamic IP address assignment:

Rout e | P=Yes
| P options...
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7

LAN Adrs=0.0.0.0/0
Pool =1

Close the Connection profile.

Configuring dial-in PPP for AppleTalk

You can configure an Ascend unit so that individual users can dial into an AppleTalk network
using a PPP dialer, such as AppleTalk Remote Access 3.0 and Pacer PPP. The MAX does not
need to be set up as an AppleTalk router to support dial-in PPP to AppleTalk.

You can set up aMAX to enable an AppleTalk client to dial in using PPP in two ways:

With a Connection profile

With a Name/Password profile

Configuring an AppleTalk PPP connection with a Connection profile

To use a Connection profile to configure an AppleTalk PPP connection:

1

ga b~ wWwDN

Open the Ethernet > Mod Config menu.
Set Appletalk=Yes.

Open the appropriate Connection profile.
Set Route Appletalk=Yes.

Open the AppleTalk Options menu.

90- 103 appl e
Appl eTal k options...
Peer=Dialin
Zone Name=N A
Net Start=N A
Net End=N A

Set the Peer parameter to indicate whether the connection for this profile is a single user
PPP connection or a router

Peer=Dialin indicates that the profile is for a single user PPP connection. All other fields
in the AppleTalk Options menu are N/A.

If you select Peer=Dialin, you have completed the configuration. Close the AppleTalk
Options menu and save your changes.

Peer=Router indicates that the profile is for a connection with a router (such as an Ascend
Pipeline unit). If you select Peer=Router, you need to configure the other fields in the
AppleTalk options menu by continuing with step 1 through step 5.

Note: Peer=Router works the same way that AppleTalk routing worked before this
feature. The following steps are given here for convenience, and duplicate the existing
documentation for AppleTalk routing.

Configure the AppleTalk zone name for the Ascend unit in the AppleTalk Options
submenu of the Ethernet Configuration profile.

If there are other AppleTalk routers on the network, you must configure the zone names
and network ranges to coincide with the other routers on the LAN.
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The default for the Zone Name field is blank. Enter up to 33 alphanumeric charactersto
identify the zone name for the unit you are configuring.

Note: Thesefieldsdisplay N/A if you have not enabled AppleTalk in the Ethernet Mod
Config menu.

2 Setthe AppleTak Router parameter to specify the Ascend unit is aseed or nonseed router.
The default setting is Off disabling AppleTalk routing.
A seed router must be assigned a network range and zone name configuration. There must
be at least one seed router on arouted AppleTalk network. Select AppleTalk Router=Seed
for this option.
A nonseed router learns network number and zone information from other routers. Select
AppleTalk Router=Non-Seed for this option. If you choose Non Seed or Off, then Net
Start, Net End, Default Zone, and Zone Name #n are N/A.

If you are configuring a nonseed router and are using Name/Password, go to “Configuring
an AppleTalk PPP connection with a Name/Password profile” on page 3-38.

3 If you are configuring the Ascend unit as a seed router, specify the network range for the
network to which the Ascend unit is attached.

Net Start and Net End define the network range for nodes attached to this network. Valid
entries for these fields are in the range from 1 to 65199. If there are other AppleTalk
routers on the network, you must configure the network ranges to coincide with the other
routers.

4 Specify the default zone name for nodes on the Ascend unit’s internet.

Enter up to 33 alphanumeric characters for the default zone name. The default for this
field is blank.

The default zone is the one used by a node in the network for which you are configuring
the Connection profile, until another zone name is explicitly selected by the node.
5 Specify the zone names that the platform can seed.

The MAX can seed up to 32 zones, the Pipeline can seed up to 5. Enter up to 33
alphanumeric characters in each Zone Naméeid.
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Configuring an AppleTalk PPP connection with a Name/Password
profile

To use a Name/Password profile to configure an AppleTalk PPP connection:
1 Open the Ethernet > Mod Config menu.

Set Appletalk to Yes.

In the Answer profile, open the PPP Options menu.

Set Route Appletalk to Yes.

PPP Options menu’s Appletalk options submenu. For example:
90-103 appl e

Appl eTal k options...
Peer=Di al i n

g b W N

6 Setthe Peer parameter to indicate whether the connection for this profile is a single user
PPP, connection, or a router.

Peer=Dialin indicates that the profile is for a single user PPP connection. All other fields
in the AppleTalk options menu are N/A. Peer=Router indicates that the profile is for a
connection with a router (such as an Ascend Pipeline unit). If you select Peer=Router, you
need to configure the other fields in the AppleTalk Options menu. If you select
Peer=Dialin, you have completed the configuration.

7 Close the AppleTalk Options menu and save your changes.

If you selected Peer=Router in step 6 of the preceding procedure:

1 Configure the AppleTalk zone name for the Ascend unit in the AppleTalk Options
submenu of the Ethernet Configuration profile.

If there are other AppleTalk routers on the network, you must configure the zone names
and network ranges to coincide with the other routers on the LAN.

The default for the Zone Name field is blank. Enter up to 33 alphanumeric characters to
identify the zone name for the unit you are configuring.

Note: These fields display N/A if you have not enabled AppleTalk in the Ethernet Mod
Config menu.

2 Setthe AppleTalk Router parameter to specify the Ascend unit is a seed or nonseed router.
The default setting is Off disabling AppleTalk routing.

A seed router must be assigned a network range and zone name configuration. There must
be at least one seed router on a routed AppleTalk network. Select AppleTalk Router=Seed
for this option.

A nonseed router learns network number and zone information from other routers. Select
AppleTalk Router=Non-Seed for this option. If you choose Non Seed or Off, then Net
Start, Net End, Default Zone, and Zone Namete N/A.

If you are configuring a nonseed router and are using Name/Password, go to “Configuring
an AppleTalk PPP connection with a Name/Password profile” on page 3-38.

3 If you are configuring the Ascend unit as a seed router, specify the network range for the
network to which the Ascend unit is attached.

Net Start and Net End define the network range for nodes attached to this network. Valid
entries for these fields are in the range from 1 to 65199. If there are other AppleTalk
routers on the network, you must configure the network ranges to coincide with the other
routers.
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4  Specify the Default Zone name for nodes on the Ascend unit’s internet.
Enter up to 33 alphanumeric characters for the Default Zone name.

The Default Zone is the one used by a node in the network for which you are configuring
the Connection profile, until another zone name is explicitly selected by the node.

5 Specify the zone names that the platform can seed.

The MAX can seed up to 32 zones, and the Pipeline can seed up to five. Enter up to 33
alphanumeric characters in each Zone Naméefd.

Configuring AppleTalk connections from RADIUS

You can set up an AppleTalk connection in a RADIUS user profile and configure static
AppleTalk routes in a RADIUS pseudo-user file. For detailed information, sééAKe
RADIUS Configuration Guide.

Configuring terminal-server connections

Terminal-server connections are host-to-host connections that use an analog modem, ISDN
modem (such as a V.120 terminal adapter), or raw TCP. If you use one of these methods to
initiate a call but the call contains PPP encapsulation, the terminal server forwards the call to
the MAX router. These are asynchronous PPP calls, and aside from the initial processing, the
MAX handles asynchronous PPP calls like regular PPP sessions as described in “Configuring
PPP connections” on page 3-12.

Figure 3-10 shows a user dialing in via analog modem with dial-up software that does not
include PPP. The MAX first routes this type of call to a digital modem, then forwards the call
automatically to the terminal server.

Figure 3-10. Terminal-server connection to a local Telnet host

Windows 9
running
22 SoftCom

Terminal-server connections can be authenticated via Connection or Name/Password profiles,
or through a third-party authentication server such as RADIUS.

Note: Like PPP connections, terminal-server connections rely on the Answer profile for
default settings and enabling of the encapsulation type. For information about the telco options
in a Connection profile, see “Introduction to WAN links” on page 3-1. These telco options
apply equally to PPP or terminal-server calls.

Connection authentication issues

When the terminal server receives a forwarded call, it waits briefly to receive a PPP packet. If
the terminal server times out waiting for PPP, it sends its Login prompt. When the terminal
server receives a name and password, it authenticates them against the Connection profile.
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If the terminal server receives a PPP packet, instead of sending a Login prompt it responds
with a PPP packet and L CP negotiation begins, including PAP or CHAP authentication. The
terminal server then establishes the connection as aregular PPP session.

Note: If you do not want your users to share profiles, set the Shared Prof parameter to No.
This parameter can be set in Ethernet > Mod Config for all users or in Ethernet > Connections
> any Connection profile for a single user. For more details about the Shared Prof parameter,
see the MAX Reference Guide. To specify shared profiles per user in RADIUS, see the
Ascend-Shared-Profile-Enable attribute in the MAX RADIUS Reference Guide.

Recommended settings for callers with modems and terminal adapters depend on the type of
device and whether the connection uses PPP.

Analog modems and async PPP connections

If the Connection profile specifies PAP or CHAP authentication for connection through analog
modem, the caller's PPP software should not be configured with any expect-send scripts,
because the software must start negotiating PPP when the modems connect.

If the Connection profile does not specify PAP or CHAP authentication, configure the caller’s
PPP software with an expect-send script (expedaighn: send <$username> expect

Password: send <$password:>). When the MAX authenticates the connection, the software
starts sending PPP packets.

V.120 terminal adapters and PPP connections

If you configure the V.120 terminal adapter to run the PPP protocol, the V.120 terminal adapter
handles PAP or CHAP authentication and whatever other PPP or MP features the terminal
adapter supports. Typically, the Connection profile requires PAP or CHAP.

V.120 terminal adapters with PPP turned off

If you configure a V.120 terminal adapter to run without PPP, it does not support PAP or CHAP
authentication. If the Connection profile requires PAP or CHAP authentication, the connection
fails.

Modem connections

This section shows sample Connection profiles for a terminal server connection established via
analog modem. For example, the following profile uses only the required parameters for
authenticating a terminal server modem connection:

Et her net
Connecti ons
St ati on=uttam
Act i ve=Yes
Encaps=PPP
Encaps options. ..
Recv PWl ocal pw

For detailed information about each parameter, see “Understanding the PPP parameters” on
page 3-14.
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The next profile shows optional parameters for bringing down the terminal server connection
after a specified amount of idle time:

Et her net
Connecti ons

Station=uttam

Active=Yes

Encaps=PPP

Encaps options. ..
Recv PWl ocal pw

Sessi on options...
TS |1 dl e Mbde=I nput/ Qut put
TS 1dl e=60

For information about the parameters, see “Connection profile Session options” on page 3-8
and “Configuring single-channel PPP connections” on page 3-13.

V.120 terminal adapter connections

V.120 terminal adapters (also known as ISDN modems) are asynchronous devices that use
CCITT V.120 encapsulation. The values that seem to work best for V.120 operation are:

« Maximum information field size for send and receive packets = 260 bytes

e Maximum number of retransmissions (N200) = 3

e Logical link ID (LLI) = 256

e ldle timer (T203) = 30 seconds

e Maximum number of outstanding frames =7

*  Modulo =128

e Retransmission timer (T200) = 1.5 seconds

« Types of frames accepted = Ul, I. (I-type frames are recommended.)

» Call placement: The MAX can receive V.120 calls, but cannot place them.

Note: If the connection uses PAP or CHAP authentication, the ISDN terminal adapter should
be configured for async-to-sync conversion. In this case, V.120 encapsulation is not required in

the Connection profile. For more information, see “Connection authentication issues” on
page 3-39.

The V.120 device must be correctly configured to place calls to the MAX. The settings
required for compatible operation of a V.120 device and the MAX are listed below. For
information about entering these settings, see the V.120 manual.

e V.120 maximum transmit frame size = 260 bytes

e V.120 maximum receive frame size = 260 bytes

e Logical link ID = 256

e Modulo = 128

* Line channel speed = Select 56K if the MAX accepts calls from the V.120 device on a T1
line, or if you are not sure that you have 64 Kbps channel speed end-to-end.

After checking the configuration of the V.120 device, make sure you enable V.120 calls in the
Answer profile:
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Et her net
Answer
Encaps. ..
V. 120=Yes

V. 120 options...
Frane Lengt h=260

To configure a connection that uses aV.120 terminal adapter, create a Connection profile such
asthefollowing:

Et her net
Connecti ons
Tormy

St at i on=t onmy

Acti ve=Yes

Encaps=PPP

Encaps options...
Recv PWEl ocal pw

Sessi on options...
TS 1 dl e Mbde=I nput
TS 1dl e=60

For information about the parameter, see “Connection profile Session options” on page 3-8
and “Configuring single-channel PPP connections” on page 3-13.

TCP-clear connections

Use a TCP-clear connection for surname logins or TCP modem connections.

Username login

In most cases, use TCP-clear to transport custom-encapsulated data understood by the host and
the caller. For example, America Online customers who log in from an ISDN device typically
use a TCP-clear connectionttmnel their proprietary encapsulation method in raw TCP/IP
packets, as shown in Figure 3-11.

Figure 3-11. A TCP-clear connection

AOL user
—D with ISDN
modem

installed

Note: A TCP-clear connection is host-to-host. As soon as the MAX authenticates the
connection, the host establishes a TCP connection as specified in the Connection profile.

First, make sure you enable TCP-clear calls in the Answer profile:

Et her net
Answer
Encaps. ..
TCP- CLEAR=Yes
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To configure a TCP-clear connection, set the parameters shown in the following example:

Et her net
Connecti ons
Ri chard

Station=richard

Acti ve=Yes

Encaps=TCP- CLEAR

Encaps options...
Recv PWl ocal pw
Logi n Host =t echpubs
Logi n Port=23

Sessi on options. ..
TS 1dl e Mode=I nput
TS 1dl e=60

If you configure DNS, you can enter a hostname for the Login host (such as the techpubs
example above). Otherwise, specify the host's IP address. The port number is the TCP port, on
the host, to use for the connection. A port number of zero naegm®rt.

(F or related information, “Connection profile Session options” on page 3-8 and “TCP-modem
connections (DNIS Login)” on page 3-43.)

TCP-modem connections (DNIS Login)

The TCP-modem feature enables the MAX to accept connections through the Ethernet
interface although the MAX handles the sessions as if they were modem connections. You can
enable or disable TCP-modem access to the MAX, and you can configure the default port for
TCP modem access.

TCP-modem refers to the way the MAX treats a TCP-encapsulated call between two MAX
units over an asynchronous line as if it were a modem. You can disable TCP-modem
connections to the MAX. In addition, you can change the TCP port used for these connections.
The default port for TCP-modem is 6150.

Figure 3-12 illustrates an example of a TCP modem-setup. A user dialing into an ISP first
connects to the telephone switch and then establishes a connection to MAX 1. The MAX 1 has
a TCP-Clear connection configured in RADIUS to a MAX at an ISP. Typically, this connection
is over Frame Relay. The remote user appears to be directly connected to the ISP MAX. MAX
1 merely passes the data through. The ISP MAX typically authenticates remote users.

Figure 3-12. Sample TCP-modem connection

RADIUS

ISP MAX TCP-modem
connection
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For detailed information about TCP-modem connections, see the MAX RADIUS Configuration
Guide.

The terminal-server interface

Terminal mode

Menu mode

The terminal server can provide acommand-line interface (terminal mode) or amenu of Telnet
hosts that dial-in users can log into (menu mode). Or, you can configure an immediate mode to
automatically present the user with alogin prompt to a host, bypassing the terminal -server
interface altogether.

In terminal mode, users have access to the command line and can see information about your
network by using administrative terminal-server commands. You can also enable them to
initiate their own Telnet, Rlogin, or TCP connections to hosts.

The menu interface lists up to four local hosts. Users select a hosthame to initiate a Telnet
session to that host. The menu interface with four hosts looks like this:

Up to 16 lines of up to 80 characters each
will be accepted. Long lines will be truncated.

Additional lines will be ignored

host 1. abc. com
host 2. abc. com

host 3. abc. com

Ll

host 4. abc. com
Enter Selection (1-4, Q)

Immediate mode

In immediate mode, the terminal server initiates a Telnet, Rlogin, or TCP connection to one
specified host without every giving the dial-in user a choice. The host requires login and
password entered by the user, not by the terminal server.

Enabling terminal-server calls and setting security

To enable the MAX units terminal servers, open Ethernet > Mod Config > TServ Options and
set TS Enabled to Yes.

Also, the terminal-server Security setting can be None, Partial, or Full. The setting determines
whether users are prompted for alogin name and password before entering the terminal server.
Its meaning is partly dependent on whether users|og into menu mode or terminal mode, and
whether they are allowed to toggle between these two modes.

*  With security set to None, no prompt appears for a login name and password.
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e With security set to Partial, a prompt appears for a name and password only when entering
terminal mode, not for menu mode.

e With security set to Full, a prompt appears for a name and password upon initial login, no
matter what interface appears.
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Understanding modem parameters

Callsfrom analog modems are directed first to the MAX digital modems where the connection
must be negotiated before being directed to the terminal-server software.

To influence the outcome for modem negotiation and data packetizing, you can set the
following parameters:

Et her net
Mod Config
TServ options...
VA2 MNP=W | |

Max Baud=33600

MDM Trn Level =-13
MDM Mbdul at i on=K56
Cell First=No

Cell Level =-18

7- Even=No

Packet Wait Tine=2
Packet characters=0

This section provides background information about the modem configuration parameters. For
complete information, see the MAX Reference Guide.

V42/MNP
The digital modems negotiate LAPM/MNP error control with the analog modem at the other
end of the connection according to how the V42/MNP parameter is set. The modems can
request LAPM/MNP and accept the call anyway if it is not provided, request it and drop the
cal if itisnot provided, or not use LAPM/MNP error control at all.

Max Baud

Typically, the digital modems start with the highest possible baud rate (3360) and negotiate
down to the rate accepted by the far end modem. You can adjust the maximum rate to bypass
some of the negotiation cycles, provided that no inbound calls use a baud rate higher than what
you specify here.

MDM Trn Level

The MDM Trn Level parameter specifies the modem transit level, which is the amount of
attenuation in decibels the MAX should apply to the line. When a modem callsthe MAX, the
unit attempts to connect at the transmit attenuate level you specify. Generally, you do not need
to change the transmit level. However, if the carrier becomes aware of line problems or
irregularities, you might need to ater the modem transmit level.

Users can change the default settings for their specific connections. Increasing the attentuation,
level helps certain modems with near-end-echo problems.

MDM Modulation

You can specify the modulation to use when answering calls on the unit's 56K modems. The
possible settings are K56, V.34 and V.90.
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Cell First and Cell Level

The MAX supports cellular modem call, and the user can set the gain level of the modem for
cellular communication.

Cell First determines whether the MAX first attempts cellular modem or conventional modem
negotiation when answering incoming cals. If thefirst negotiation fails, the MAX attemptsthe
other negotiation.

Cdll Level determinesthe gain level of the cellular modem.

7-Even

The MAX does not use 7-bit even parity on outbound data unless you set the 7-Even parameter
to Yes. Most applications do not use 7-bit even parity.

Packet Wait and Packet Characters

The Packet Wait and Packet Characters parameters support specialized applications on modem
connections. Packet Wait specifies the maximum amount of time, in milliseconds, that any
received data can wait before being passed up the protocol stack for encapsulation.

Packet Characters specifies the minimum number of bytes of received data that should
accumulate before the data is passed up the protocol stack for encapsulation.

Note: Be sureto take into account modem speeds when cal culating these val ues.

Example of modem configuration

To set the maximum negotiable baud rate for incoming calls from analog modems:
1 Open Ethernet > Mod Config > TServ Options.
2 Set the maximum negotiable baud rate to 26400:

Et her net
Mod Config
TServ options...
Max Baud=26400

3 Closethe Ethernet profile.

Configuring terminal mode

When auser communicates with the terminal server itself (rather than with ahost, in

immediate mode), the MAX establishes a session between the remote user’s PC and the
terminal server. The following parameters (shown with sample settings) affect the session the
MAX establishes and what commands are available to the user:

Et her net
Mod Config
TServ options...
Si | ent =No
Cr Scrn=Yes
Passwd=
Banner =** Ascend Term nal Server **
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Logi n Pronpt =Logi n:
Pronpt For mat =Yes
Passwd Pr onpt =Passwor d:
Pronpt = ascend%

Term Type= vt 100

Logi n Ti meout = 60

Tel net =Yes

Rl ogi n=No

Def Tel net =Yes
Clear Call=No

Tel net node=ASCl |
Local Echo=No
Buf f er Char s=Yes

3rd Pronpt=
3rd Pronpt Seq=N A
| P Addr Msg=N A

Understanding the terminal-mode parameters

This section provides background information on the terminal-mode configuration parameters.
For complete information, see the MAX Reference Guide.

Silent and CIr Scn

The Silent and Clr Scn parameters specify the appearance of the user’s screen during
establishment of the connection. Silent determines whether status messages appear while the
MAX tries to establish the connection. You can set Clr Scrn to clear the screen when the MAX
establishes a connection.

Password

The Passwd parameter specifies a terminal-mode password of up to 15 characters. This is the
password terminal-server users will be prompted for when establishing a connection to the
terminal server itself.

Banner and prompts for login

When the MAX establishes the terminal-server session, the system displays the banner
“**Ascend Terminal Server **” or a different banner you have configured.

Login Prompt and Password Prompt specify what the user sees while logging in. The default
prompts are:

Login:
Password:

The Login prompt can be up to 80 characters and consist of more than one line if Prompt
Format is set to Yes. To specify a multiline prompt, set Prompt Format to Yes dnadl tase
represent a carriage return/line feed ahdo represent a tab.
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Prompt
The Prompt parameter specifies the command-line prompt, which by default is:
ascend%

Be sure to include a trailing space you want one on the user’s screen.

Login timeout

The MAX disconnects users if they have not completed logging in when the number of
seconds set in the Login Timeout field has elapsed. A user has the total number of seconds
indicated in the Login Timeout field to attempt a successful login. The timer begins when the
login prompt appears on the terminal-server screen, and it continues (is not reset) when the
user makes unsuccessful login attempts.

Telnet and Rlogin session defaults

You can enable or disable the use of the Rlogin, and Telnet commands at the terminal-server
command line. When they are enabled, you can set parameters to affect session defaults.
(Users can modify some of these default values on the command line.)

Term Type specifies a default terminal type, such as the VT100.

Def Telnet instructs the terminal server to interpret unknown command strings as the name of a
host for a Telnet session.

Clear Call specifies whether the connection terminates when the user terminates a Telnet or
Rlogin session.

Telnet Mode specifies whether binary, ASCII, or transparent mode is the default for Telnet
sessions.

Local Echo sets a global default for echoing characters locally. The default can be changed for
an individual session within Telnet.

Buffer Chars determines whether the terminal server buffers input characters for 100
milliseconds before forwarding them to the host, or sends the characters as they are received.

3rd Prompt and 3rd Prompt Seq

The 3rd Prompt parameter specifies another login prompt, and 3rd Prompt Seq specifies
whether the third prompt appears before or after the regular terminal server login prompts.

For RADIUS-authenticated logins, some servers require a third prompt and require that it
appear last in the login sequence.

Some ISPs use a terminal server that follows a login sequence that includes a menu selection
before to login. Administrators at those sites can configure the third prompt to appear first, to
mimic their terminal server and retain compatibility with client software in use by subscribers.
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IP Addr Msg

When informing users of their address, the terminal server displays Your |P addressis...
followed by the assigned address. You can change this default message.

Example of terminal-mode configuration

This example shows how to configure the password and make the Rlogin option available to
dial-in users.

1 Open Ethernet > Mod Config > TServ Options.
2 Set Telnet to Yes.
3 Specify the terminal-server password. For example:

Passwd=t spasswd
Rl ogi n=Yes

4 Configure amultiline login prompt. For example:

Et her net
Mod Config
TServ options...
Logi n Pronpt =Wl cone to Ascend Renote Server\Enter your
nane:
Pronpt For mat =Yes

5 Enablethe use of the Rlogin command in terminal mode:

Passwd=t spasswd
Rl ogi n=Yes

6 Closethe Ethernet profile.

Configuring immediate mode

When dia-in calls are directed immediately to a host, the MAX establishes a session between
the remote user’s PC and that host via Rlogin, Telnet, or TCP. The following parameters
(shown with sample values) affect:

Mod Confi g
TServ options...
| med Servi ce=None
| med Host=N A
| med Port=N A
Tel net Host Aut h=No

Understanding the immediate-mode parameters

This section provides background information about the immediate-mode configuration
parameters. For complete information, seeMi#eX Configuration Guide.

Immediate Service and Telnet Host Auth

The Immed Service parameter enables a particular type of service for establishing an
immediate host connection for dial-in users. You can specify Telnet, Raw-TCP, or Rlogin.
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For Telnet service, you can set the Telnet Host Auth parameter to bypass the terminal-server

authentication and go right to a Telnet login prompt.

Immed Host and Immed Port

Specify the hostname or address to which users will connect in terminal-server immediate
mode. You can also specify a TCP port number to use for the connections.

Example of immediate-mode configuration

To configure immediate Telnet service relying on the Telnet host for authentication:

o O~ WOWDN P

Following is an example of this configuration:

Et her net

Mod Config

Open Ethernet > Mod Config > TServ Options.

Set the Immed Service parameter to Telnet.

Specify the name or |P address of the Telnet host.

If appropriate, specify the TCP port to use on the Telnet host.
Set the Telnet Host Auth parameter to Yes.

Close the Ethernet profile.

TServ options...
| med Servi ce=Tel net

| mred Host =host 1. abc. com

| med Port=23
Tel net Host Aut h=Yes

Configuring menu mode

You can set up the terminal server to display amenu of up to four Telnet hosts that dial-in users
can select for logging in. You can set up menu mode with the following parameters (shown

with sample settings):

Et her net

Mod Config

TServ options...
Initial
Toggl e Scrn=No
Renot e Conf =No

Host
Host
Host
Host
Host
Host
Host
Host

#1
#1
#2
#2
#3
#3
#4
#4

Scr n=Cnd

Addr=0.0.0.0
Text =
Addr=0.0.0.0
Text =
Addr=0.0.0.0
Text =
Addr=0.0.0.0
Text =
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Understanding the menu-mode parameters

This section provides background information about the menu-mode configuration parameters.
For complete information, see the MAX Configuration Guide.

Initial Scrn and Toggle Scrn

The Initial Scrn parameter determines whether the terminal server brings up a menu interface
first for interactive users initiating connections. Depending on the Toggle Scrn setting, users
can switch to the command-line interface from menu mode by pressing the O (zero) key. The
Security setting (Ethernet > Mod Config > Tserv Options) determines whether alogin and
password is required when entering the menu interface.

Remote Conf

The Remote Conf parameter specifies that the terminal-server menu and list of hosts will be
obtained from a RADIUS server.

Host addresses and names

The Host #N Addr and Host #N Text parameters expect an | P address and hostname,
respectively, for up to four Telnet hosts which will appear in the menu interface.

Example of menu-mode configuration

Configuration of this example enables the menu to appear at login, and specifies four hosts.
The user does not have access to the command line. To implement the configuration:

1 Open Ethernet > Mod Config > TServ Options.
2 Specify that the dial-in users are in menu mode initially:

Et her net
Mod Config
TServ options...
Initial Scrn=Menu

3 Specify the |P addresses and hostnames of up to four hosts to appear in the menu. For
example:

Et her net
Mod Config
TServ options...
Host #1 Addr=10.2.3.4
Host #1 Text=host 1. abc.com
Host #2 Addr=10. 2. 3. 57
Host #2 Text =host 2. abc. com
Host #3 Addr=10.2.3.121
Host #3 Text =host 3. abc. com
Host #4 Addr=10.2. 3. 224
Host #4 Text =host 4. abc.com

Dial-in users are able to Telnet to these hosts by selecting the hostname or | P address. For
an example menu, see “Enabling terminal-server calls and setting security” on page 3-44.

4  Close the Ethernet profile.
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Configuring PPP mode

Users who are logged into the terminal server in terminal mode can invoke an async PPP
session by using the PPP command, to initiate PPP mode. Or, even if users do not have access
to the command line, they can begin an async PPP session from an application such as
Netscape Navigator or Microsoft Explorer. For example, if a user initiates a session from
Windows 95, which has aresident TCP/IP stack, the async PPP session can begin immediately,
without the user entering the terminal-server interface. The following parameters (shown with
their sample settings) configure PPP mode:

Et her net
Mod Config
TServ options...
PPP=No
PPP Del ay=5
PPP Direct =No
PPP | nf o=npde

Understanding the PPP mode parameters

This section provides some background information about the PPP mode configuration
parameters. For complete information, see the MAX Configuration Guide.

PPP

Users cannot initiate PPP sessions unless you enable PPP mode by setting PPP to No.

PPP Delay

The PPP Delay parameter specifies the number of seconds the terminal server waits before
transitioning to packet-mode processing.

PPP Direct

The PPP Direct parameter specifies whether to start PPP negotiation immediately after a user
enters the PPP command in the terminal-server interface, or to wait to receive a PPP packet
from an application. (Some applications expect to receive a packet first.)

PPPInfo

Y ou can set the PPP Info parameter to specify one of the three messages to inform users that
they are in PPP mode. The selections are None (no message), PPP Mode, and PPP Session.

Example of PPP configuration

The configuration in this example enables PPP direct mode. To implement the configuration:
1 Open Ethernet > Mod Config > TServ Options.

2 Enablethe use of the PPP command in terminal mode.

3 Enable PPP direct negotiation:
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Et her net
Mod Config
TServ options...
PPP=Yes
PPP Direct =Yes

4  Closethe Ethernet profile.

Configuring Serial Line IP (SLIP) mode

If you enable SLIP mode in the terminal server, users can initiate a SLIP session and then run
an application such as FTP in that session. SLIP mode configuration uses the following
parameters (shown with their default settings):

Et her net
Mod Config
TServ options...

SLI P=No

SLI P BOOTP=N A

I P Net mask Msg

| P Gateway Adrs Msg
Slip Info

Understanding the SLIP mode parameters

This section provides some background information about the SLIP mode configuration
parameters. For complete information, see the MAX Configuration Guide.

SLIP

To enable SLIP sessions, set the SLIP parameter to Yes.

SLIP BOOTP

Setting the SLIP BOOTP parameter to Yes enables the terminal server to respond to BOOTP
within SLIP sessions. A user who initiates a SLIP session can then get an |P address from the
designated | P address pool viaBOOTP. If the parameter is set to No, the terminal server does
not run BOOTP. Instead, the user is prompted to accept an | P address at the start of the SLIP
session

IP Netmask Msg

The IP Netmask Msg parameter enables you to specify atext message the MAX displays
before the netmask field in the SLIP session startup message. You can enter up to 64
characters. The default is Net mask: (1P Netmask Msg does not apply unless you set SLIP
Info to Advanced.)

IP Gateway Adrs Msg

The IP Gateway Adrs Msg parameter specifies the text the MAX displays before the MAX IP
address field in the SLIP session startup message. You can enter up to 64 characters. The
default isNet mask: (IP Netmask Msg does not apply unless you set SLIP Info to Advanced.)
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SLIP Info

The SLIP Info parameter has the following two settings:

» Basic—Enables the MAX to report the SLIP user’s IP address and the Maximum
Transmission Unit (MTU).

e Advanced—Enables the MAX to report the SLIP user’s IP address, the MTU, the
Netmask, and the Gateway to SLIP users.

Note: The gateway is the MAX unit’s IP address.

Example of SLIP configuration

The configuration in this example enables SLIP sessions and ensures the terminal server’s
response to BOOTP in SLIP sessions. To implement the configuration:

1 Open Ethernet > Mod Config > TServ Options.
2 Enable the use of the SLIP command:
SLI P=Yes
3 Enable the use of BOOTP in SLIP sessions:
4  Close the Ethernet profile.

Configuring dial-out options

The terminal server has access to the MAX digital modems, and can be configured to enable
users on the local network to dial through the digital modems. To enable local dial-out, you set
the following parameters (shown with sample settings):

Et her net
Mod Config
TServ options...
Modem di al out =No
| medi at e ModenrN A
I M Modem port=N A
I mMm Modem Pwd=N A

Understanding the Dialout parameters

This section provides some background information about the dialout configuration
parameters. For complete information, seeMi#eX Configuration Guide.

Modem Dialout

If you set the Modem Dialout parameter to Yes, local users can connect to the terminal server
via Telnet and then issue AT commands to the modem as if connected locally to the modem’s
asynchronous port.

Immediate-modem parameters

If you set the Immediate Modem parameter to Yes, users Telnet to a particular port on the
MAX and the MAX provides immediate modem dial-out service. The port number configured
for immediate-modem dial-out tells the MAX that all telnet sessions initiated with the port
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number want modem access. | mmediate-modem service has its own password (up to 64
characters). If the Imm. Modem Pwd setting is non-null, userswill be prompted for apassword
before being allowed access to a modem.

How to use non-immediate-modem dial-out

If you enable dial-out (not immediate modem), users can access amodem after Telneting to the
MAX from aworkstation. For example:

Tel net nmax01

Once the Telnet session is established, the user proceeds as follows:

1 Invoke the terminal-server command-line interface (System > Sys Diag > Term Serv).
Users see the terminal-server prompt, for example:
ascend%

2 Enter the terminal-server Open command.

ascend% open

Without an argument, the Open command sets up avirtual connection to the first available
digital modem. Alternatively, the user can specify a particular modem by including its slot
and item number as an argument to the command. For example:

ascend% open 7:1

3 Usethe standard Rockwell AT commandsto dial out on the modem, just asif using a
modem connected directly to a workstation. For example:

ATDT 1Vl1i "M

4  Tosuspend avirtual connection to adigital modem and return to the terminal -server
prompt, press Ctrl-C three times.

5 Toresume the suspended virtual connection, enter the Resume command:
ascend% r esune
6 Toterminate avirtua connection, enter the Close command:

ascend% cl ose

How to use immediate-modem dial-out

Immediate Modem enables users to access amodem directly by Telneting to the specified port.
For exampl e, users can access a modem as follows:

1 Telnet to the MAX from aworkstation, specifying the immediate-modem port number on
the command line. For example:

Tel net max01 5000
Where max01 is the system name of the MAX and 5000 is the immediate-modem port.

2 Usethe standard Rockwell AT commands to dial out on the modem, just asif using a
modem connected directly to a workstation. For example:

ATDT 1Vl "M
3 Press Cirl-C to terminate the connection.
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Example of dial-out configuration

The configuration in this example enables direct access (immediate modem) on port 5000. To
implement the configuration:

1 Open Ethernet > Mod Config > TServ Options.
2 Enablethe use of the modem-dial-out and direct-access (immediate-modem) features:

Et her net
Mod Config
TServ options...
Modem di al out =Yes
| medi at e Moden¥Yes

3 Specify the port on which port the immediate-modem feature functions and specify a
password for modem access:

Et her net
Mod Config
TServ options...
I M Modem port =5000
I mMm Modem Pwd=di al out pwd

4  Closethe Ethernet profile.
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This chapter covers the following topics:

Introduction to AppleTalk routing . . ... ... ..o e 4-1
Understanding how AppleTalk works . . .. ... ... . 4-4
Configuring an AppleTalk connection with RADIUS. . .. .. .................... 4-7
Reading more about AppleTalk . . . ... ... 4-8

Introduction to AppleTalk routing

The MAX functions asan AppleTalk internet router, providing routing functionsfor AppleTalk
nodes (Macintosh workstations or Apple printers) that are connected to the MAX over
Ethernet or aWAN. MAX routing supports the following AppleTak protocols:

« Datagram Delivery Protocol (DDP)

* Routing Table Maintenance Protocol (RTMP)

e AppleTalk Echo Protocol (AEP)

e Zone Information Protocol (ZIP)

* Name Binding Protocol (NBP)

* AppleTalk Control Protocol (ATCP— for router-to-router applications)

When to use AppleTalk routing

Use AppleTalk routing to connect two or more networks that have AppleTalk nodes such as
Mac OS computers or Apple printers. The primary benefits of routing AppleTalk traffic (as
opposed to bridging this traffic) are:

« Gives you more control over calls
* Reduces broadcast and multicast traffic over the WAN
* Provides startup information to local AppleTalk devices

Reducing broadcast and multicast traffic

Because AppleTalk uses multicast and broadcast addresses extensively, routing AppleTalk can
greatly improve the efficiency of a LAN or WAN. By using AppleTalk zones to segment

traffic, you can significantly reduce the amount of broadcast and multicast traffic on a LAN or
WAN. When you set up a router for the first time, you identify the cable range
(network-number range) for the subnetwork segment and one or more zones.
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For example, when a user on a network without a router selects a device in the Chooser, the
MAC OS computer sends out a Name Binding Protocol (NBP) Lookup as a broadcast packet.
Because a bridge forwards all broadcast traffic, all devices on the network receive the Lookup
packet. A router can significantly reduce AppleTalk traffic over the WAN because it does not
forward broadcast traffic from one subnetwork to another, but stopsit at the subnetwork port of
the router.

Zone multicasting is intended to prevent any node not in the destination zone for the lookup

from receiving the lookup packet. Any AppleTak node responds only to NBP lookups for that

node’s zone name. In the example in the preceding paragraph, a router would convert the
Broadcast Request packet generated by the Lookup request to a Forward Request packet for
each network that contains nodes in the target zone specified by the Lookup request.

A bridge can filter directed traffic between two specific nodes but cannot filter broadcast or
multicast traffic, since there is not a specific port that can be assigned to a multicast or
broadcast address. This means that although filters used with bridging can reduce the number
of AppleTalk packets sent to remote network segments, bridging does not reduce the number
of broadcast and multicast packets over these networks.

Providing dynamic startup information to local devices

In addition to routing services, the Ascend AppleTalk router provides startup information to
AppleTalk stations. As with other routed protocols, AppleTalk stationpae, addresses

consist of a unique network number/node combination. AppleTalk addresses are dynamically
assigned when a node starts up. In addition, the router provides an AppleTalk node with the
network cable range to which it is attached, and supplies zone name information.

Understanding AppleTalk zones and network ranges

AppleTalk zones

AppleTalk zones and network ranges are configured in AppleTalk routers. Network numbers
are assigned to network segments, and must be unique within the internetwork. A network
range is a range of network numbers specified the port descriptor of the router port and then
transmitted through RTMP to the other nodes of the network. Each of the numbers within a
network range can represent up to 253 devices.

A zone is a multicast address containing an arbitrary subset of the AppleTalk nodes in an
internet. Each node belongs to only one zone, but a particular extended network can contain
nodes belonging to any number of zones. Zones provide departmental or other groupings of
network entities that a user can easily understand.

In the Ascend AppleTalk router, zone names are case-insensitive. However, because some
routers regard zone names as case-sensitive, you should be consistent in spelling zone names
when you configure multiple connections or routers.

Extended and nonextended AppleTalk networks

AppleTalk subnetworks are either nonextended or extended. Nonextended networks
theoretically allow up to 254 nodes. A nonextended network has one network number (not a
range) and one zone. Examples of nonextended networks are LocalTalk and ARA dial-up
networks.

4-2
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An extended network is a group of nonextended networks on the same physical datalink, and
contains arange of network numbers. Each network in the range supports up to 253 devices.
EtherTalk and TokenTalk are examples of extended networks.

At least one router on a network, called the seed router, must have the network number range
specified in its port description. Other routers on the network can have a network range of 0
(zero), which specifies that they acquire the network-number range from RTMP packets sent
by the seed router. AppleTalk routers on a network must not have conflicting network-number
ranges for that network. A zero value does not cause a conflict, but otherwise, all seed routers
on the same network must have the same value for the start and end of the network-number
range.

Figure 4-1 shows a network with three routers and three zones configured. Each zone has a
range of network numbers.

Figure4-1. AppleTalk LAN

Zone: SALES
Network Range:
100-109
""" = Zone: SALES
Router X
Network Range: Network Range:
1001-1010 —E 200-209
= Zone: MKTG.
Router Y
Network Range:

“““ = Zone: SALES, MKTG.
Router Z n
: = :

Router X, Router Y, and Router Z connect to the backbone network (Range 1001-1010). Each
router has an additional connection to alocal network segment. For example, Router X has a
connection to the network range 100-109. User A's computer also connects to the 100-109
range.

Because Router X is configured with only one zone, any AppleTalk device joining the segment
belongs to the SALES zone. But User B's computer can belong to either the SALES zone or
the MKTG. zone. Some AppleTalk devices allow you to select the zone to which they belong.
If there is no way to manually assign the zone, the AppleTalk device is put irdefahk

zone, which is defined on the AppleTalk router.

Figure 4-1 shows two important concepts about network numbers and zones. When a network
range is defined, all values within that range are unusable for any other segment. The segment
to which user C’s computer connects uses network range 300-309. No other network segment
in this AppleTalk network can use network numbers 300, 301, 302, etc., in their ranges. As an
example, network number 31®available to a new network segment

Zones can be shared among network segments. In Figure 4-1, network 100-109 supports zone
SALES. So does network 300-309.
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Understanding how AppleTalk works

Figure 4-2 illustrates a connection between aworkstation on a MAX that is connected to
another MAX over a synchronous PPP WAN connection.

Figure 4-2. Routed connection

&
a

— Remote MAX
= .

AppleTalk
ﬁﬁﬁ[gfa/k workstations

Local MAX

Following isabrief description of how aworkstation user seesatypical AppleTalk connection.
The steps describe in ageneral way what is happening as the user makes the choices that lead
to a connection:

1 AnAppleTak workstation user opensthe Macintosh Chooser for thefirst time sinceit has
been attached to the router and configured.

2  Theworkstation sends a ZIP Query to obtain an updated zone list from the local MAX,
and the MAX returnsthe updated zonelist. Thislist might contain different zonesthan did
theinitia list.

3 Theuser selects azone and a specific device in the Chooser.

4  Theworkstation sends a Name Binding Protocol (NBP) Broadcast Request to the MAX,
which checks its Zone Information Table (ZIT) to determine which subnetwork that
printer islocated in, and sends the request to the remote MAX viathe port configured in
the Connection profile.

5 Theremote MAX determines the port to which the subnetwork is attached and performs
the lookup in the appropriate multicast address (multicast addresses are assigned to
Zones).

6 All devicesinthe appropriate zone on the subnetwork detect and process the NBP Lookup
packet.

7 The selected printer obtains the sender’s address from the Lookup packet (in this case the
routers ardorwarders and the workstation is ttsender) and sends the reply through the
routers to the workstation.

8 The user sends the print job to the printer.

9 When the print job is complete and no data packets are passing through the connection, the
MAX units continue to pass routing information.
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Configuring AppleTalk routing

To configure AppleTalk routing, you must set system-level parameters in the Ethernet Mod
COnfig profile and, if required for caller authentication, in the Answer profile. In addition, you
can configure AppleTalk for specific connections, You can also configure AppleTalk
connectionsin RADIUS.

System-level AppleTalk routing parameters

To set the required parametersin the Ethernet Mod Config profile;
1 Open the Ethernet > Mod Config > Ether Options menu.

2 Set AppleTak to Yes.
Otherwise you cannot configure the remaining parameters.

3 IntheEthernet > Mod Config > AppleTalk Options menu, set the Zone Name parameter to
the name of any of the zones assigned to the network segment to which the Ascend unit is
connected. Enter up to 33 alphanumeric characters. For example, for router X in
Figure 4-1:

90- BOO Mbd Confi g

Appl eTal k Opti ons...
Peer=Router

>Zone Nane=SALES
Appl eTal k Rout er =Seed
Net Start=300
Net End=309
Default Zone=SALES
Zone Nanme #1=MKTG
Zone Nane #2=ENG NEERI NG
Zone Nane #3=
Zone Nane #4=

4  Set the AppleTalk Router parameter to Seed or Non-Seed to specify whether the Ascend
unit is a seed or nonseed router. For example:

90- BOO Mbd Config
Appl eTal k Options...
Peer=Router
>Zone Nanme=SALES

Appl eTal k Rout er =Seed

Net Start=300

Net End=309

Def aul t Zone=SALES

Zone Nanme #1=MKTG

Zone Nane #2=ENG NEERI NG

Zone Name #3=

Zone Name #4=
A seed router has a manually defined network configuration. When a nonseed router
boots, it has no local network configuration. It examines local network traffic and learns
its local network configuration.

Note: You should configure the MAX as a nonseed router provided thatddast one
seed router on the local network. Having only one seed router on a local network
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simplifies potential network configuration changes. Should you need to change the
network numbering, only the seed router needsto be reconfigured. The remaining nonseed
routers simply need to be rebooted to learn the changes.

If the MAX isto be a seed router, set the Net Start and Net End parameters to specify the
range for the network to which the unit is attached. (For example, the menu shownin
step 4 specifies a range of 300-309.)

If there are other seed routers sharing the MAX unit's network segment, this information
must be identical oall routers thashare the network segment. If there are no other seed
routers, every network number from Net Start to Net End must be unique for the entire
internet. Valid network numbers are of from 1-65,534.

If the MAX is to be a seed router, specify the default-zone name assigned to the local
AppleTalk network segment. Enter up to 33 alphanumeric characters in the Default Zone
field. (For example, the menu shown in step 4 specifies SALES as the default zone.)

AppleTalk routers assign the default zone to any AppleTalk device that is connected to the
local Ethernet segment but has not explicitly been assigned to another zone.

Note: Zones can be shared across network segments. However, the Default Zone and list
of additional zones need to be identical for any AppleTalk router sharing the local network
segment.

If the MAX is to be a seed router, specify the names of any other zones assigned to the
network segment to which the MAX is connected. Enter up to 33 alphanumeric characters
in each of one or more of the Zone Name fields. (For example, the menu shown in step 4
specifies MKTG in the Zone Name #1 field and SALES, MKTG in Zone Name #2.)

Answer profile parameter

If you configure the MAX to authenticate with names and passwords, enable AppleTalk
routing in the Ethernet > Answer profile by setting Route AppleTalk=Yes. For example:

90- 700 Answer

PPP Options...

>Rout e | P=No
Rout e | PX=No
Rout e Appl eTal k=Yes
Bri dge=Yes
Recv Aut h=None
MRU=1524

(You cannot set the Route AppleTalk parameter if AppleTalk is set to No in the Ethernet
Configuration profile or if AppleTalk Router is set to Off in that profile’s AppleTalk Options
submenu.)

Per-connection AppleTalk routing parameters

To enable AppleTalk routing for a specific connection:
1 Open Ethernet > Connectionsary Connection profile.
2 Set Route AppleTalk to Yes.

You cannot set the Route AppleTalk parameter unless you set Ethernet > Mod Config >
AppleTalk Options > AppleTalk to No or Ethernet > Answer profile > Route AppleTalk to
No in the Answer profile.
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3 Set the Encaps parameter to PPP, MPP, or MP.

4  Set Dial # to the number the MAX dials when it receives AppleTalk data that it should
forward to the remote network specified by this profile.

5 Open the AppleTak Options menu.

6  Set Zone Name to specify the zone name for the AppleTalk router at the remote end of the
connection. For example:

90- 101 Macintosh 1
>Appl eTal k options...

Peer =Rout er

Zone Name=ENG NEERI NG

Net Start=2001

Net End=2010
This zone name appearsin the AppleTalk Zones window of the Chooser. If the WAN
segment for the zoneis not already connected when packets for the zone are received (for
example, when a user selects this zone in the Chooser, and then selects AppleShare), the
MAX places acall to the number in the Dial # field of the Connection profile.

7  Enter the network range in the Net Start and Net End fields.

This range defines the networks available for packets that are to be routed to this static
route. Valid entries for these fields are in the range from 1-65,534. All routes that share a
network segment must specify the same network range.

Configuring an AppleTalk connection with RADIUS

You can configure an AppleTalk-routed connection in a RADIUS user profile and configure
static AppleTalk routes in a RADIUS pseudo-user file. For more information, s&#Aike
RADIUS Configuration Guide.
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Reading more about AppleTalk

This chapter provides only avery brief description of AppleTalk networking. For more
complete information, see the following books:

Apple Computer. Inside Macintosh: Networking.
Chappell, Laura A., and Roger L. Spicer. Novell's Guide to Multiprotocol Internetworking
Sidhu, Andrews, and Alan B. Oppenheimer. Inside AppleTalk, Second Edition.

Cougias, Dell, and Heiberger. Designing AppleTalk Network Architectures.
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This chapter covers the following topics:

Introduction to Ascend filters .. ... .. 5-1
Defining packet filters . . ... ... e 5-5
Applying packet filters. . . .. ... 5-18
Configuring predefined filters . . .. ... ... 5-21

Introduction to Ascend filters

A packet filter contains rules describing packets and actions to take upon those packets that
match the description. After you apply a packet filter to an interface, the MAX monitors the
data stream on that interface. Depending on how you define afilter, it can apply to inbound
packets or outbound packets, or both. In addition, filter rules are flexible enough to specify
taking an action (such as forward or drop) on those packets that match the rules, or al packets
except those that match the rules.

Note: The MAX shipswith three predefined filters. Many sites use these filters asis or add
rules pertinent to their networks. For more information, see “Configuring predefined filters” on
page 5-21.

Packet filters and firewalls

The MAX supports the following types dfatic packet filters:
*  Generic filters

o IP filters

e IPXfilters

The MAX also supportdynamic firewalls.

Generic filters

Generic filters examine the byte- or bit-level contents of every packet, comparing specified
bytes or bits with a value defined in the filter. On the basis of this comparison, they specify a
forwarding action. To use generic filters effectively, you need to know the contents of certain
bytes in the packets you wish to filter. Protocol specifications are usually the best source of
such information.
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IP filters

IPX filters

I P filters examine higher-level fields specific to IP packets. They focus on known fieldsin IP
packets (for example, the source or destination address, or the protocol number). They operate
on logical information that is relatively easy to obtain. | P filters can block Address Resolution
Protocol (ARP) packets aswell as | P packets.

IPX filters examine higher-level fields specific to IPX packets. They focus on known fieldsin
IPX packets (for example, the source or destination address, or node, or socket numbers). Like
IPfilters, IPX filters operate on logical information that is relatively easy to obtain.

Dynamic firewalls

The MAX also supports SecureConnect, which provides dynamic firewalls. A firewall differs
from afilter in that it altersits behavior as traffic passes through it, whereas a filter remains
unchanged through its lifetime. Unlike a static packet filter which has alimited number of
rules, a SecureConnect firewall's only limitation is router memory.

If your MAX unit has SecureConnect support installed, se&#oeireConnect Manager’s
User’s Guideor complete instructions about how to create and apply firewalls. You can refer
to a SecureConnect firewall set up in SAM in aRADIUS user profile, so that the firewall is
applied for the connection defined in the user profile. For more information, see the MAX
RADIUS Configuration Guide.

Ways to apply packet filters to an interface

After you define a packet filter, you apply it to an interface to monitor packets crossing that
interface. You can apply the filter as one of the following:

e A data filter, to define the packets that can or cannot cross the interface.
« A callfilter, to define the packets that can or cannot bring up a connection or reset the idle
timer for an established connection (WAN interfaces only).

Packets can pass through both a data filter and call filter on a WAN interface. If you specify
both, the MAX applies the data filter first.

Data filters for dropping or forwarding certain packets

Data filters are commonly used for security, but they can apply to any purpose that requires the
MAX to drop or forward only specific packets. For example, you can use data filters to drop
packets addressed to particular hosts or to prevent broadcasts from going across the WAN. You
can also use data filters to allow users to access only specific devices across the WAN.

When you apply a data filter, its forwarding action (forward or drop) affects the actual data
stream by preventing certain packets from reaching the Ethernet from the WAN, or vice versa.
Data filters do not affect the idle timer, and a data filter applied to a Connection profile does
not affect the answering process. In Figure 5-1, the vertical bar represents a barrier blocking
specified packets.
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Figure5-1. Datafilter

Data filter

Call filters for managing connections

A call filter defines the packets that can or cannot bring up a connection or reset the idle timer
for an established link. As shown in Figure 5-2, acall filter does not block the transmission of
packets.

Call filters prevent unnecessary connections and help the MAX distinguish active traffic from
noise. By default, any traffic to aremote site triggers acall, and any traffic across an active
connection resets the connection’s idle timer.

When you apply a call filter, its forwarding action does not affect the packets the MAX sends
across an active connection. The forwarding action of a call filter determines whether or not a
packet can either initiate a connection or reset a session’s timer. When a session’s idle timer
expires, the session terminates. The default for the idle timer is 120 seconds, so if a connection
is inactive for two minutes, the MAX terminates the connection.

Figure5-2. Call filter

Call filter @

How packet filters work

This section provides an overview of packet filters and the processes they follow. For more
details about a filter matching a value in a packet, see “Defining packet filters” on page 5-5.

A Filter profile can contain up to 12 input-filter rules and up to 12 output-filter rules. Each rule
has its own forwarding action: forward or drop. At the first successful comparison between a
filter and the packet being examined, the filtering process stops and the forwarding action in
that rule is applied to the packet.

If no comparison succeeds, the packet does not match the filter. However, this does not mean
that the MAX forwards the packet. When no filter is in use, the MAX forwards all packets, but
applying a filter to an interface reverses this default. For security purposes, the MAX does not
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automatically forward nonmatching packets. It requires arule that explicitly allows such
packets to pass. (For an example of an input filter that forwards all packets that did not match a
previous rule, see “Defining a filter to prevent IP-address spoofing” on page 5-14.)

Note: For a call filter to prevent an interface from remaining active unnecessarily, you must
define rules for both input and output packets. Otherwise, if you define only input rules, output
packets keep a connection active, or vice versa.

Generic filters

In a generic filter, all parameter settings in a rule work together to specify a location in a packet
and a number to be compared to that location. The Compare parameter specifies whether a
comparison succeeds when the contents of the packet equal the specified number or when they
or do not equal that number.

IP filters

In an IP filter, a set of distinct comparisons are made in a defined order. When a comparison

fails, the MAX applies the next comparison to the packet. When a comparison succeeds, the

filtering process stops and the MAX applies the forwarding action in that rule to the packet.

The IP filter tests proceed in the following order:

1 Apply the Src Mask value to the Src Adrs value and compare the result to the source
address of the packet. If they are not equal, the comparison fails.

2 Apply the Dst Mask value to the Dst Adrs value and compare the result to the destination
address in the packet. If they are not equal, the comparison fails.

3 If the Protocol parameter is O (zero, which matches any protocol), the comparison
succeeds. If it is nonzero and not equal to the protocol field in the packet, the comparison
fails.

4  If the Src Port Cmp parameter is not set to None, compare the value of the Src Port #
parameter to the source port of the packet. If they do not match as specified in the
Src-Port-Cmp parameter, the comparison fails.

5 If the Dst Port Cmp parameter is not set to none, compare the value of the Dst Port#
parameter to the destination port of the packet. If they do not match as specified in the
Dst-Port-Cmp parameter, the comparison fails.

6 If TCP Estab is set to Yes and the protocol number is 6, the comparison succeeds.

IPX filters

In an IPX filter, each rule includes a set of comparisons that are made in a defined order. When
a comparison fails, the packet is allowed to go on to the next comparison. When a comparison
succeeds, the filtering process stops and the forwarding action in the rule is applied to the
packet. The IPX filter tests proceed in the following order:

1 Compare the Src Adrs number to the source network number of the packet. If they are not
equal, the comparison fails.

2 Compare the Dst Adrs number to the destination network number in the packet. If they are
not equal, the comparison fails.

3 Compare the Src Adrs number to the source number of the packet. If they are not equal,
the comparison fails.
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4 Compare the Dst Adrs number to the destination number in the packet. If they are not
equal, the comparison fails.

5 If the Src Port Cmp parameter is not set to None, compare the Src Port number to the
source socket number of the packet. If they do not match as specified in the Src Port Cmp
parameter, the comparison fails.

6 If the Dst Port Cmp parameter is not set to None, compare the Dst Port number to the
destination socket number of the packet. If they do not match as specified in the Dst Port
Cmp parameter, the comparison fails.

Defining packet filters

Filter profiles provide parameters for defining affected packets. The parameters are the same
for input or output filters. Following are the filter parameters (shown with sample settings):

Et her net
Filters
any filter profile
Nanme=fil ter-nane
Input filters...
In filter 01—12
Valid=Yes
Type=Generic
Generic...
Forward=No
Offset=14
Length=8
Mask=ffffffffffrfree
Value=aaaa0300000080f3
Compare=Equals
More=No

Forward=No
Src Mask=255.255.255.192
Src Adrs=192.100.50.128
Dst Mask=0.0.0.0
Dst Adrs=0.0.0.0
Protocol=0
Src Port Cmp=None
Src Port #=N/A
Dst Port Cmp=None
Dst Port #=N/A
TCP Estab=N/A

Ipx...
Forward=No
Src Network Adrs=cfff0000
Dst Network Adrs=cf088888
Src Node Adrs=111222333
Dst Node Adrs=aaabbbccc
Src Socket Cmp=equal
Src Socket #=0451
Dst Socket Cmp=equal

Dst Socket #=0015

Output filters...
Out filter 01—12
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Val i d=Yes

Type=CGeneri c

Generic...
For war d=No
O fset=14
Lengt h=8

Mask=ffffffffffffffff
Val ue=aaaa0300000080f 3
Conpar e=Equal s

Mor e=No

For war d=No

Src Mask=255. 255. 255. 192

Src Adrs=192. 100. 50. 128

Dst Mask=0.0.0.0

Dst Adrs=0.0.0.0

Pr ot ocol =0

Src Port Cnp=None

Src Port #=N A

Dst Port Cnp=None

Dst Port #=N A

TCP Est ab=N A

I px. ..

For war d=No
Src Network Adrs=cfff0000
Dst Networ k Adrs=cf (088888
Src Node Adrs=111222333
Dst Node Adrs=aaabbbccc
Src Socket Cnp=equal
Src Socket #=0451
Dst Socket Cnp=equal

Dst Socket #=0015

This section provides some background information about configuring packet filters. For
detailed information about each parameter, see the MAX Reference Guide. Note that the
parameters for defining the actual packet conditions are identical for Input and Output filters.

Name of the Filter profile

Each filter must be assigned a name so it can be referenced from other profiles. The names of
defined filters appear in the main Filters menu.

Input and output filters

Each filter can contain up to 12 input filters and output filters, each defined individually and

applied in order (1-12) to the packet stream. The MAX applies input filters to inbound packets
and output filters to outbound packets. The individual input and output filters are in the In
Filter and Out Fllter subprofiles, respectively. In each individual filter, the Valid parameter
enables or disables that filter. When you disable a filter, none of its parameters apply. (You
cannot configure a filter until you enable it.)
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Type of filter

Set Type to Generic or IP. Only the parametersin the corresponding subprofile (Generic or Ip)
are applicable.

Generic filter parameters

Generic filters can affect any packet, regardless of its protocol type or header fields. Following
are the parameters for generic filters (shown with sample settings):

Ceneric. ..
For war d=No
O fset=14
Lengt h=8
Mask=ffffffffffffffff
Val ue=aaaa0300000080f 3
Conpar e=Equal s
Mor e=No

This section provides some background information about how these parameters work
together.

Forward

The Forward parameter specifies whether the MAX discards or forwards packets that match
the filter specification. When nofilters arein use, the MAX forwards all packets by default.
When afilter isin use, the default, Forward=No, discards matching packets.

Offset

Offset specifies abyte-offset from the start of aframe to the start of the data to be tested. For
example, with the following filter specification:

CGeneric. ..
For war d=No
O fset=2
Lengt h=8
Mask=0F FF FF FF 00 00 00 FO
Val ue=07 FE 45 70 00 00 00 90
Conpar e=Equal s
Mor e=No
and the following packet contents:

2A 31 97 FE 45 70 12 22 33 99 B4 80 75
the first two byes in the packet (2A and 31) are ignored because of the two-byte offset.

Note: If the MAX links the current filter to the previous one (if More=Yesin the previous
filter), the offset starts at the endpoint of the previous segment.

Length

The Length parameter specifies the number of bytesto test in aframe, starting with the byte
specified by the Offset parameter. For example, with the following specification:
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Ceneric. ..
For war d=No
O fset=2
Lengt h=8
Mask=0F FF FF FF 00 00 00 FO
Val ue=07 FE 45 70 00 00 00 90
Conpar e=Equal s
Mor e=No

and the following packet contents:

2A 31 97 FE 45 70 12 22 33 99 B4 80 75
the filter tests the value of bytes three (97) through ten (99).

The Mask parameter is a 8-bit mask to apply to the value specified by the Value parameter
before the MAX compares it to the packet contents at the specified offset. You can set the
parameter to specify exactly the bits you want to compare.

The MAX translates both the mask and the value specified by the Value parameter into binary
format and then appliesalogical AND to the results. Each binary O (zero) in the mask hidesthe
bit in the corresponding position in the value. A mask of al ones (FF FF FF FF FF FF FF FF)
masks no hits, so the full value must match the packet contents. For example, with thisfilter
specification:

Ceneric...
For war d=No
O fset=2
Lengt h=8
Mask=0F FF FF FF 00 00 00 FO
Val ue=07 FE 45 70 00 00 00 90
Conpar e=Equal s
Mor e=No

and the following packet contents:

2A 31 97 FE 45 70 12 22 33 99 B4 80 75
The MAX applies the mask and compares the data as follows:

Value setting 07 FE 45 70 00 00 00 90

Mask OF FF FF FF 00 00 00 FO

Result of mask 07 FE 45 70 9

Packet contents_ 2A 31 97 FE 45 70 12 22 33 99 B4 80 75
Z}/;/;byte Eight-byte comparison

Every bit specified by the Value parameter and not masked by the Mask setting matches the
corresponding bit in the packet. Therefore, the MAX drops the packet, because the Forward
parameter is set to No. The comparison works as follows:

— The MAX ignores 2A and 31 because of the two-byte offset.

— The 9 in the third byte is also ignored, because the mask has a 0 (zero) in its place.

The 7 in the third byte matches the Value parameter’s 7 for that byte.

— Inthe fourth byte, F and E match the fourth byte specified by the Value parameter.

— Inthe fifth byte, 4 and 5 match the fifth byte specified by the Value parameter.

— Inthe sixth byte, 7 andatch the sixth byte specified by the Value parameter.

5-8
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— Inthe seventh (12), eighth (22) and ninth (33) bytes in the seventh, eighth and ninth
bytes are ignored because the mask has zeroes in those places.

— Inthe tenth byte, 9 matches the Value parameter’s 9 for that byte. The second 9 in the
packet’s tenth byte is ignored because the mask has a 0 (zero) in its place.

Value
The Value parameter specifies a hexadecimal number to be compared to the packet data
identified by the Offset, Length, and Mask calculations.

Compare
The Compare parameter specifies the type of comparison to make between the specified value
and the packet's contents. The choices are: less than, equal, greater than, or not equal.

More

The More parameter specifies whether the MAX applies the conditions specified in the next In
Filter nn or Out Filtemn subprofile before determining whether the packet matches the filter. If
More is set to Yes, the MAX links the current set of filter conditions to the one immediately
following it, so the filter can examine multiple noncontiguous bytes within a packet before the
forwarding decision is made. In effect, this parameteries the current filter to the next one,

so that the MAX applies the next filter before the MAX makes the forwarding decision. The
match occurs only iboth noncontiguous bytes contain the specified values. Note that the next
set of conditions must be enabled, or the MAX ignores it.

IP filter parameters

IP filter parameters affect only IP and related packets. Following are the IP filter parameters
(shown with sample settings):

Ip...
For war d=No
Src Mask=255. 255. 255. 192
Src Adrs=192. 100. 50. 128
Dst Mask=0.0.0.0
Dst Adrs=0.0.0.0
Pr ot ocol =0
Src Port Crp=None
Src Port #=N A
Dst Port GCrp=None
Dst Port #=N A
TCP Est ab=N A

This section provides some background information about how these parameters work.

Forward

The Forward parameter specifies whether the MAX discards or forwards packets that match
the filter specification. When no filters are in use, the MAX forwards all packets by default.
When a filter is in use, the default setting discards matching packets.
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Src Mask

Src Adrs

Dst Mask

Dst Adrs

Protocol

The Src Mask parameter specifies amask to apply to the Src Adrs value before comparing it to
the source address in a packet. You can use it to mask out the host portion of an address, for
example, or the host and subnet portion.

The MAX trandlates both the mask and the address into binary format and then uses alogical
AND to apply the mask to the address. The mask hides the bits whose positions match those of
the binary zeroes in the mask. A mask of all zeros (the default) masks al bits, so al source
addresses match. A mask of all ones (255.255.255.255) masks no bits, so the full source
address from a single host is compared to the Src Adrs vaue.

The Src Adrs parameter specifies asource |P address. After you modify this value by applying
the specified Src Mask, the MAX compares it to a packet's source address.

The Dst Mask parameter specifies a mask to apply to the Dst Adrs value before comparing it to
the destination address in a packet. You can use it to mask out the host portion of an address,
for example, or the host and subnet portion. The MAX translates both the mask and the address
into binary format and then uses a logical AND to apply the mask to the address. The mask
hides the portion of the address that appears behind each binary 0 in the mask. A mask of all
zeros (the default) masks all bits, so all destination addresses are matched. A mask of all ones
(255.255.255.255) masks no bits, so the full destination address to a single host is compared to
the Dst Adrs value.

The Dst Adrs parameter specifies a destination IP address. After modifying this value by
applying the specified Dst Mask value, the MAX compares it to a packet’s destination address.

If you specify a protocol number, the MAX compares it to the protocol field in each packet.
The default protocol number of zero matches all protocols. A list of common protocols appears
below. For a complete list of protocol numbers, see “Well-Known Port Numbers” in RFC
1700,Assigned Numbers, by Reynolds, J. and Postel, J., October 1994.

e 1—ICMP

e 5—STREAM

e B8—EGP

e 6—TCP

e 9—Any private interior gateway protocol (such as Cisco’s IGRP)
e 11—Network Voice Protocol

e 17—UDP

e 20—Host Monitoring Protocol

e 22—XNS IDP
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e 27—Reliable Data Protocol

e 28—Internet Reliable Transport Protocol
e 29—ISO Transport Protocol Class 4

e 30—Bulk Data Transfer Protocol

e 61—Any Host Internal Protocol

e B89—OSPF

Src Port #

The Src Port # parameter specifies a value to compare with the source port number in a packet.
The default setting (zero) indicates that the MAX disregards the source port in this filter. Port
25 is reserved for SMTP. This socket is dedicated to receiving mail messages. Port 20 is
reserved for FTP data messages, port 21 for FTP control sessions, and port 23 for Telnet.

The Src Port Cmp parameter specifies the type of comparison to be made.

Dst Port #

The Dst Port # parameter specifies a value to compare with the destination port number in a
packet. The default setting (zero) indicates that the MAX disregards the destination port in this
filter. Port 25 is reserved for SMTP; that socket is dedicated to receiving mail messages. Port
20 is reserved for FTP data messages, port 21 for FTP control sessions, and port 23 for telnet.

The Dst Port Cmp parameter specifies the type of comparison to be made.

TCP Estab

If the Protocol parameter (which specifies the protocol number) has been set to 6 (TCP), you
can set TCP Estab to restrict the filter to packets in an established TCP session. Otherwise, the
parameter is not applicable.

Example filter specifications

This section shows some examples of generic and IP filter specifications.

Defining a filter to drop AppleTalk broadcasts

This example shows a generic filter whose purpose is to prevent local AppleTalk AEP and
NBP traffic from going across the WAN. The filter is supposed to drop packets, so it will be
applied as a data filter. The filter first defines packets that should be forwarded across the
WAN: AppleTalk Address Resolution Protocol (AARP) packets, AppleTalk packets that are
not addressed to the AppleTalk multicast address (for example, regular traffic related to an
actual AppleTalk File Server connection), and all non-AppleTalk traffic. The filter then
specifies that AppleTalk Echo Protocol (AEP) and Name Binding Protocol (NBP) packets
should be dropped. To define this filter:

1 Open a Filter profile and assign it a name. For example:

Et her net
Filters
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any filter profile
Nanme=Appl eTal k Broadcasts

2 Open Output Filters > Out Filter 01.
3 SetValidto Yesand Typeto Generic.

Qutput filters...
Qut filter 01
Val i d=Yes
Type=CGeneri c

4 Open the Generic subprofile and set the following values:

CGeneric. ..

For war d=Yes

O fset=14

Lengt h=8

Mask =FFFFFFFFFFFFFFFF

Val ue=FFFF0300000080F3

Conpar e=Equal s

Mor e=No
These settings define the bytesin AARP packets that contain the protocol type number
(Ox80F3). The Value setting specifies the same value (0x80F3), so AARP packets match
theserules.

5 Closethisfilter. Then open Out Filter 02, and set Valid to Yes and Type to Generic.

Qutput filters...
Qut filter 02
Val i d=Yes
Type=Generi c

6 Open the Generic subprofile and set the following values:

Ceneric. ..

For war d=Yes
O fset =32
Lengt h=6
Mas k=FFFFFFFFFFFF0O000
Val ue=090007FFFFFF0000
Conpar e=Not Equal s
Mor e=No

These settings specify the multicast address used by AppleTalk broadcasts. The MAX
forwards any AppleTalk packet that does not match the specified values.

7 Closethisfilter. Then open Out Filter 03, and set Valid to Yes and Type to Generic.

Qutput filters...
Qut filter 03
Val i d=Yes
Type=CGeneri c

8 Open the Generic subprofile and set the following values:

Generic...
For war d=Yes
O fset=14
Lengt h=8
Mask=FFFFFFFFFFFFFFFF
Val ue=AAAA03080007809b
Conpar e=Not Equal s
Mor e=No
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These settings include the bytesin AppleTalk packets that specify the protocol type
number (0x809B).These rules define non-AppleTalk traffic (packets that do not contain
that value in the specified location). The MAX forwards non-AppleTalk outbound packets.

Close thisfilter. Then open Out Filter 04, and set Valid to Yes and Type to Generic.

Qutput filters...
Qut filter 04
Val i d=Yes
Type=Generi c

Open the Generic subprofile and set the following values:

Generic...

For war d=No

O fset=32

Lengt h=3

Mask=FFFFFFFFFFFFFFFF

Val ue=0404040000000000

Conpar e=Equal s

Mor e=No
These settings specify AEP packets as described in, for example, Inside AppleTalk
published by Addison Wesley, Inc.

Close thisfilter. Then open Out Filter 05, and set Valid to Yes and Type to Generic.

Qutput filters...
Qut filter 05
Val i d=Yes
Type=CGeneri c

Open the Generic subprofile and set the following values:

CGeneric. ..

For war d=No

O fset =32

Lengt h=4

Mask=FFOOFFF000000000

Val ue=0200022000000000

Conpar e=Equal s

Mor e=Yes
Notice that More=Yes, linking Out Filter 05 with the Out Filter 06. Together, these two
Out filters specify NBP lookup packets with awildcard entity name.

Close thisfilter. Then open Out Filter 06, and set Valid to Yes and Type to Generic.

Qutput filters...
Qut filter 06
Val i d=Yes
Type=Generi c

Open the Generic subprofile and set the following values:

Generic...
For war d=No
O fset =42
Lengt h=2
Mask=FFFF000000000000
Val ue=013D000000000000
Conpar e=Equal s
Mor e=No

Closethisfilter.
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16 Closethe Filter profile.

Defining a filter to prevent IP-address spoofing

| P-address spoofing typically occurs when aremote deviceillegally acquires alocal address
and usesit to try to break through afirewall. This example shows afilter that prevents

| P-address spoofing. The samplefilter first definesinput filtersthat drop packets whose source
addressis on the local 1P network or isthe loopback address (127.0.0.0). The third input filter
accepts all remaining source addresses (by specifying a source address of (0.0.0.0) and
forwards them to the local network.

Note: If you apply thisfilter to the Ethernet interface, the MAX drops I P packets it receives
from the local LAN, and therefore you cannot Telnet to the unit.

Thefilter then defines an output filter that definesthe following rule: If an outbound packet has
a source address on the local network, forward it. Otherwise, drop it. The MAX drops all
outbound packets with a nonlocal source address. In this example, the filter usesalocal 1P
network address of 192.100.50.128, with a subnet mask of 255.255.255.192. The following
procedure defines the | P filter:

1 Open aFilter profile and assign it a name. For example:

Et her net
any filter profile
Filters
Name=| P Spoofi ng

2 Open Input Filters > In Filter 01.
3 SetValidto Yesand Typeto IP:

Input filters...

In filter 01

Val i d=Yes
Type=I P

4 Open the IP subprofile and set the following values:

Ip...
For war d=No
Src Mask=255. 255. 255. 192
Src Adrs=192. 100. 50. 128
Dst Mask=0.0.0.0
Dst Adrs=0.0.0.0
Pr ot ocol =0
Src Port Cnp=None
Src Port #=N A
Dst Port Cnp=None
Dst Port #=N A
TCP Est ab=N A

The Src Mask parameter specifies the mask for the local subnet. The Src Adrs parameter
specifiesthe local 1P address. If an incoming packet has the local address, the MAX does
not forward it onto the Ethernet.

5 Closethisfilter. Then open In Filter 02, and set Valid to Yes and Typeto IP:

Input filters...

In filter 02

Val i d=Yes
Type=I P
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6 Open the IP subprofile and set the following values:

Ip...
For war d=No
Src Mask=255.
Src Adrs=127.
Dst Mask=0. 0.
Dst Adrs=0. 0.
Pr ot ocol =0
Src Port Cnp=None
Src Port #=N A
Dst Port Cnp=None
Dst Port #=N A
TCP Est ab=N A

These settings specify the loopback address in the Src Mask and Src Adrsfields. If an
incoming packet has this address, the MAX does not forward it onto the Ethernet.

7 Closethisfilter. Then open In filter 03, and set Valid to Yesand Typeto IP;

0.0.
0.0.
0.0
0.0

Input filters...

In filter 03

Val i d=Yes
Type=I P

8 Open the IP subprofile and set the following values:

Ip...
For war d=Yes
Src Mask=0.0.0.0
Src Adrs=0.0.0.0
Dst Mask=0.0.0.0
Dst Adrs=0.0.0.0
Pr ot ocol =0
Src Port Cnp=None
Src Port #=N A
Dst Port Cnp=None
Dst Port #=N A
TCP Est ab=N A

These settings specify every source address (0.0.0.0). The MAX forwards, onto the
Ethernet, every incoming packet that has not been dropped by the preceding filter.

9 ClosethisIn Filter and the Input Filters subprofile. Then, open the Output Filters
subprofile and select the first Out Filter in the list (01).

10 SetValidto Yesand Typeto IP:

Qutput filters...

Qut filter 01
Val i d=Yes
Type=I P

11 Open the IP subprofile and set the following values:

Ip...
For war d=Yes
Src Mask=255. 255. 255. 192
Src Adrs=192. 100. 40. 128
Dst Mask=0.0.0.0
Dst Adrs=0.0.0.0
Pr ot ocol =0
Src Port Cnp=None
Src Port #=N A
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Dst Port Cnp=None

Dst Port #=N A

TCP Estab=N A
The Src Mask parameter specifies the mask for the local subnet. The Src Adrs parameter
specifiesthe local 1P address. If an outgoing packet has alocal source address, the MAX
forwardsit.

12 Closethe Filter profile.

Defining a filter for more complex IP security issues

This exampleillustrates some of the issues you need to consider when writing your own IP
filters. The samplefilter presented here does not address the fine points of network security.
You can use this example as a starting point and augment it to address your security
reguirements. For details, see the MAX Security Supplement.

In this example, the local network supports a Web server and the administrator needsto carry
out the following tasks:

* Provide dial-in access to the server’s IP address.

* Restrict dial-in traffic to all other hosts on the local network.

However, many local IP hosts need to dial out to the Internet and use IP-based applications
such as Telnet or FTP. Therefore, their response packets need to be directed appropriately to
the originating host. In this example, the Web server’s IP address is 192.9.250.5. The filter will
be applied in Connection profiles as a data filter.

The following procedure defines the filter:
1 Open a Filter profile and assign it a name. For example:

Et her net
any filter profile
Filters
Name=Web Safe

Open Input Filters > In Filter 01.
Set Valid to Yes and Type to IP:

Input filters...

In filter 01

Val i d=Yes
Type=I P

4 Open the IP subprofile and set the following values:

Ip...
For war d=Yes
Src Mask=0.0.0.0
Src Adrs==0.0.0.0
Dst Mask=255. 255. 255, 255
Dst Adrs=192.9. 250.5
Pr ot ocol =6
Src Port Cnp=None
Src Port #=N A
Dst Port Cnp=Eql
Dst Port #=80
TCP Est ab=No
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This input filter specifies the Web server’s IP address as the destination and sets IP
forwarding to Yes. The MAX forwards all IP packets received with that destination
address.

5 Close this filter. Then open In Filter 02, and set Valid to Yes and Type to IP.

Input filters...

In filter 02

Val i d=Yes
Type=I P

6 Open the IP subprofile and set the following values:

Ip...
For war d=Yes
Src Mask=0.0.0.0
Src Adrs=0.0.0.0
Dst Mask=0.0.0.0
Dst Adrs=0.0.0.0
Pr ot ocol =6
Src Port Cnp=None
Src Port #=N A
Dst Port Cmp=Gr
Dst Port #=1023
TCP Est ab=No

These settings specify TCP packets (Protocdire®) any address artd any address.

The filter forwards them if the destination port number is higher than that of the source
port. For example, Telnet requests go out on port 23, and responses come back on some
random port above 1023. So, this filter defines packets coming back in response to a user's
request to Telnet to a remote host.

7 Close this filter. Then open In Filter 03, and set Valid to Yes and Type to IP.

Input filters...

In filter 03

Val i d=Yes
Type=I P

8 Open the IP subprofile and set the following values:

Ip...
For war d=Yes
Src Mask=0.0.0.0
Src Adrs=0.0.0.0
Dst Mask=0.0.0.0
Dst Adrs=0.0.0.0
Pr ot ocol =17
Src Port Cnp=None
Src Port #=N A
Dst Port Cmp=Gr
Dst Port #=1023
TCP Est ab=No

These settings specify UDP packets (Protocolfbm any address artd any address.

The filter forwards them if the destination port number is higher than that of the source
port. For example, suppose a RIP packet goes out as a UDP packet to destination port 520.
The response to this request goes to a random destination port above port 1023.

9 Close this filter. Then open In Filter 04, and set Valid to Yes and Type to IP.

Input filters...
In filter 04
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Val i d=Yes
Type=I P

10 Open the IP subprofile and set the following values:

Ip...

For war d=Yes
Src Mask=0.0.0.0
Src Adrs=0.0.0.0
Dst Mask=0.0.0.0
Dst Adrs=0.0.0.0
Pr ot ocol =1

Src Port Cnp=None
Src Port #=N A
Dst Port Cmp=None
Dst Port #=N A
TCP Est ab=No

These rules specify unrestricted Pings and Traceroutes. Unlike TCP and UDP, ICMP does
not use ports, o a port comparison is unnecessary.

11 Closethe Filter profile.

Applying packet filters

A filter does not examine any packets unlessit is applied to aMAX interface. Once applied,

the filter examines packets that cross the interface. You can apply the filter as a datafilter, to
forward or drop certain packets, or asacall filter, to affect the packets that can initiate calls or
reset the idle timer. For background information about these two applications, see

“Introduction to Ascend filters” on page 5-1. Following are the relevant parameters (shown
with sample settings):

Et her net
Answer
Sessi on options...
Data Filter=0
Call Filter=0
Filter Persistence=No

Et her net
Connecti ons
any Connection profile
Sessi on options...
Data Filter=5
Call Filter=0
Filter Persistence=No

Et her net
Mod Config
Et her options...
Filter=1
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How filters are applied

This section provides some background information about the parameters for applying filters
toaloca or WAN interface. For detailed information about each parameter, see the MAX
Reference Guide.

Applying filters in the Answer profile

The MAX does not apply filters referenced in the Answer profile. Apply filtersin the Answer
profile only if configured profiles are not required for callers, or if the caller is authenticated
with aName/Password profileif acaller hasaConnection profile. If the Answer profile applies
filters, they have the same effect as those ordinarily specified in a Connection profile.

Specifying a data filter

A datafilter affects the actual data stream on the WAN interface, forwarding or dropping

packets according to its rules (as described in “Data filters for dropping or forwarding certain
packets” on page 5-2.) When you apply a filter to a WAN interface, the filter takes effect when
the MAX brings up a connection on that interface.

Specifying a call filter

A call filter does not forward or drop packets. When the filter rules spiecifard, the call
filter lets matching packets initiate the connection or, if the connection is active, reset the idle
timer (as described in “Call filters for managing connections” on page 5-3.)

If you apply both a data filter and call filter, the data filter acts first. Only those packets that
pass the data filter reach the call filter.

Filter persistence

Before the MAX supported Secure Connect Firewall, it constructed a filter on a WAN interface
when the connection was established and destroyed the filter when the connection was brought
down, even if the connection just timed out momentarily. This works fine for static packet
filters, but does not accommodate firewall. Filter persistence is needed to allow firewalls to
persist across connection state changes, but it is not needed for filters. If you do set Filter
Persistence for a static packet filter, the filter persists across connection state changes. For
details, see thBIAX Security Supplement.

Applying a data filter on Ethernet

Call filters do not apply to the local network interface, so you need only one Filter parameter in
the Ethernet profile. This is a data filter that affects the packets that are allowed to reach the
Ethernet or to leave the Ethernet for another interface.

A filter applied to the Ethernet interface takes effect immediately. If you change the Filter
profile definition, the changes apply as soon as you save the Filter profile.

Note: Use caution when applying a filter to the Ethernet interface. You could inadvertently
render the MAX inaccessible from the local LAN.
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Examples of configurations that apply filters

This section provides a few examples of applying data filters and applying cal filters.

Applying a data filter in a Connection profile

To apply adatafilter in a Connection profile:
1 Open the Session Options subprofile of the Connection profile.
2 Specify the filter’s number in the Data Filter parameter. For example:

Et her net
Connecti ons
any Connection profile
Sessi on options...
Data Filter=5
Call Filter=0
Filter Persistence=No

Specify the unique portion of the number preceding the filter’s name in the Filters menu.
3 Close the Connection profile.

Applying a call filter for resetting the idle timer

When you apply a call filter in a Connection profile, it determines which packets can reset the
idle timer for a connection. In this example, the idle timer is reset to 20 seconds, so if no
packets pass the filter’s tests for 20 seconds, the MAX terminates the connection.

To apply a call filter for resetting the idle timer in a Connection profile:
1 Open Connections any Connection profile > Session Options.

2 Specify the filter’s number in the Call Filter parameter.

The filter's number is the unique portion of the number preceding the filter’s name in the
Filters menu.

3 Set the Idle parameter to 20 seconds.

Et her net
Connecti ons
any Connection profile

Sessi on options..
Data Filter=0
Call Filter=2
Filter Persistence=No
| dl e=20

Or, if the profile specifies a terminal-server call, set the TS Idle Mode and TS Idle
parameters instead. For example:

Et her net
Connecti ons
any Connection profile
Sessi on options...

Data Filter=0

Call Filter=2

Filter Persistence=No
| dl e=0
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TS 1 dl e Mbde=I nput/ Cut put
TS 1 dl e=20

4 Closethe Connection profile.

Applying a data filter to the Ethernet interface

To apply adatafilter to the local network interface:
1 Open the Ethernet > Mod Config > Ether Options profile.
2 Set the Filter parameter to the filter's number. For example:

Et her net
Mod Config
Et her options...
Filter=1

(Call filters are not applicable to the local network interface.)
3 Close the Ethernet profile.

Configuring predefined filters

IP Call filter

The MAX ships with three predefined filter profiles, one for each commonly used protocol
suite. Some sites modify the predefined filters to make them more full-featured for the types of
packets commonly seen at that site. As shipped, the filters provide a base that you can build on
to fine-tune how the MAX handles routine traffic on your network. They are intended for use
as call filters, to help keep connectivity costs down. Following are the predefined filters:

e |P Call (for managing connectivity on IP connections)
« NetWare Call (for managing connectivity on IPX connections)
« AppleTalk Call (for managing connectivity on bridged AppleTalk connections)

The predefined IP Call filter prevents inbound packets from resetting the idle timer. It does not
prevent any type of outbound packets from resetting the timer or placing a call. The settings for
the IP Call filter parameters are:

Et her net
Filters
IP Call...
Nane=| P Cal |
Input filters...
In filter 01
Val i d=Yes
Type=GENERI C
Ceneric. ..
For war d=No
O fset=0
Lengt h=0
Mask=000000000000000000
Val ue=000000000000000000
Compar e=None
Mor e=No
Qutput filters...
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Qut filter 01

Val i d=Yes

Type=GENERI C

Ceneric...
For war d=Yes
O fset=0
Lengt h=0
Mask=000000000000000000
Val ue=000000000000000000
Compar e=None
Mor e=No

The P Call filter contains oneinput filter that definesall inbound packets, and one output filter
that defines all outbound packets (all outbound packets destined for the remote network).

NetWare Call filter

The design of predefined NetWare Call filter prevents Service Advertising Protocol (SAP)
packets originating on the local I1PX network from resetting the idle timer or initiating a call.
NetWare servers broadcast SAP packets every 60 seconds to make sure that all routers and
bridges know about available services. To prevent these packets from keeping a connection up
unnecessarily, apply the predefined NetWare Call filter in the Session Options subprofile of
Connection profiles in which you configure IPX routing.

The predefined NetWare Call filter contains six output filters that identify outbound SAP
packets and prevent them from resetting the idle timer or initiating a call. The settings for the
NetWare Call filter parameters are:

Et her net
Filters
Net Ware Call ...
Nane=Net Ware Cal |
Qutput filters...
Qut filter 01
Val i d=Yes
Type=GENERI C
Ceneric...
For war d=No
O fset=14
Lengt h=3
Mask=ffffff 000000000000
Val ue=e0e0030000000000
Conpar e=Eql s
Mor e=Yes
Qut filter 02
Val i d=Yes
Type=GENERI C
Ceneric. ..
For war d=No
O fset =27
Lengt h=8
Mask=Fffffffffffffffff
Val ue=ffffffffffff0452

Mor e=Yes
Qut filter 03
Val i d=Yes
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Type=GENERI C
Ceneric. ..
For war d=No
O fset =47
Lengt h=2
Mask=f f f f 000000000000
Val ue=0002000000000000
Mor e=No
Qut filter 04
Val i d=Yes
Type=Generic
Ceneric. ..
For war d=No
O fset=12
Lengt h=4
Mask=f cOOf f f f 00000000
Val ue=0000f f f f 00000000
Mor e=Yes
Qut filter 05
Val i d=Yes
Type=Generic
Ceneric...
For war d=No
O fset =24
Lengt h=8
Mask=ffffffffffffffff
Val ue=ffffffffffff0452
Mor e=Yes
Qut filter 06
Val i d=Yes
Type=Generic
Ceneric. ..
For war d=No
O fset=44
Lengt h=2
Mask=f f f f 000000000000
Val ue=0002000000000000
Mor e=No

AppleTalk Call filter

The AppleTalk Call filter instructsthe MAX to place acall and reset the idle timer on the basis
of AppleTalk activity on the LAN, but to prevent inbound packets or AppleTalk Echo (AEP)
packets from resetting the timer or initiating acall. The filter includes one input and five output
filters.

Theinput filter prevents inbound packets from resetting the timer or initiating a call. The
output filtersidentify the AppleTalk Phase Il and Phase| AEP protocols. Thelast filter enables
all other outbound packets to reset the timer or initiate acall. The settings for the AppleTalk
Call filter parameters are:

Et her net
Filters
Appl eTal k Call. ..
Nanme=Appl eTal k Cal |
Input filters...
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In filter 01
Val i d=Yes
Type=Generic
Ceneric...
For war d=No
O fset=0
Lengt h=0
Mask=000000000000000000
Val ue=0000000000000000
Mor e=No
Qutput filters...
Qut filter 01
Val i d=Yes
Type=Generic
Ceneric. ..
For war d=No
O fset=14
Lengt h=8
Mask=ffffffO000000ffff
Val ue=aaaa03000000809b
Mor e=Yes
Qut filter 02
Val i d=Yes
Type=Generic
Ceneric. ..
For war d=No
O fset =32
Lengt h=3
Mask=f f ffff 0000000000
Val ue=0404040000000000
Mor e=No
Qut filter 03
Val i d=Yes
Type=CGeneric
Ceneric. ..
For war d=No
O fset=12
Lengt h=2
Mask=f f f f 000000000000
Val ue=809b000000000000
Mor e=Yes
Qut filter 04
Val i d=Yes
Type=CGeneric
Ceneric. ..
For war d=No
O fset=24
Lengt h=3
Mask=ffffff 0000000000
Val ue=0404040000000000
Mor e=No
Qut filter 05
Val i d=Yes
Type=CGeneric
Ceneric. ..
For war d=Yes
O fset=0
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Lengt h=0
Mask=0000000000000000
Val ue=0000000000000000
Mor e=No
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Configuring Packet Bridging 6

This chapter covers the following topics:

Introduction to Ascend bridging ... ... ... 6-1
Establishing a bridged connection. . ... ... . . . 6-3
Enabling bridging. . . . ... ... 3... 6-

Managing the bridge table . . . ... ... 6-4
Configuring bridged coONNecCtions. . . . ... ... 6-5

Introduction to Ascend bridging

This section provides an overview of packet bridging and explains how the MAX bringsup a
bridging connection.

Bridging is useful primarily to provide connectivity for protocols other than IR, IPX, and
AppleTalk, although it can also be used for joining segments of an IR, IPX, or AppleTalk
network. Because a bridging connection forwards packets at the hardware-address level (link
layer), it does not distinguish between protocol types, and it requires no protocol-specific
network configuration.

The most common uses of bridging in the MAX areto:
« Provide nonrouted protocol connectivity with another site.

« Link two sites so that their nodes appear to be on the same LAN.
e Support protocols, such as BOOTP, that depend on broadcasts to function.

Disadvantages of bridging

Bridges examineall packets on the LAN (in what is termpbmiscuous mode), so they incur
greater processor and memory overhead than routers. On heavily loaded networks, this
increased overhead can result in slower performance.

Routers also have other advantages over bridging. Because they examine packets at the
network layer (instead of the link layer), you can filter on logical addresses, providing
enhanced security and control. In addition, routers support multiple transmission paths to a
given destination, enhancing the reliability and performance of packet delivery.

Note: If you have a MAX running Multiband Simulation, disable bridging.
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How the MAX initiates a bridged WAN connection

When you configure the MAX for bridging, it acceptsall packets on the Ethernet and forwards
only those that have one of the following:

e A physical address that is not on the local Ethernet segment (the segment to which the
MAX connects).

* A broadcast address.

The important thing to remember about bridging connections is that they operate on physical
and broadcast addresses, not on logical (network) addresses.

Physical addresses and the bridge table

A physical address is a unique, hardware-level address associated with a specific network
controller. A device’s physical address is also called its Media Access Control (MAC) address.
On Ethernet, the physical address is a six-byte hexadecimal number assigned by the Ethernet
hardware manufacturer. For example:

0000D801CFF2

If the MAX receives a packet whose destination MAC address is not on the local network, it
first checks its internal bridge table. (For a description of the table, see “Managing the bridge
table” on page 6-4.) If it finds the packet’s destination MAC address in its bridge table, the
MAX dials the connection and bridges the packet.

If the address isot specified in its bridge table, the MAX checks for active sessions that have
bridging enabled. If there are one or more active bridging links, the MAX forwards the packet
acrossall active sessions that have bridging enabled.

Broadcast addresses

Multiple nodes in a network recognize a broadcast address. For example, the Ethernet
broadcast address at the physical level is:

FFFFFFFFFFFF

All devices on the same network receive all packets with that destination address. The MAX
discards broadcast packets when you configure the MAX as a router only. When you configure
the MAX as a bridge, it forwards packets with the broadcast destination address across all
active sessions that have bridging enabled.

ARP broadcast packets that contain an IP address specified in the bridge table are a special
case. For details, see “Configuring proxy mode on the MAX” on page 6-12.
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Establishing a bridged connection

The MAX uses station names and passwords to sync up a bridging connection, as shown in
Figure 6-1.

Figure 6-1. Negotiating a bridge connection (PPP encapsulation)

Ethernet Ethernet

Name=sitagw Name=sitbgw

Remote station=sitbgw Remote station=sitagw
Send PW=*noknok* Send PW=*comein*
Recv PW=*comein* Recv PW=*noknok*
Bridging=yes Bridging=yes

Note: Theinformation exchangeillustrated in Figure 6-1 differs dightly for Combinet

bridging, where the bridges’ MAC addresses are exchanged instead of station names, and
passwords can be configured as optional. Otherwise, the way in which the MAX establishes a
Combinet bridge connection across the WAN is very similar to the PPP bridged connection in
Figure 6-1. For more information about Combinet, see Chapter 3, “Configuring WAN Links.”

The system name assigned to the MAX in the Name parameter of System > Sys Config must
exactly match the device name specified in the Connection profile on the remote bridge,
including case changes. Similarly, the name assigned to the remote bridge must exactly match
the name specified in the Station parameter of that Connection profile, including case changes.

Note: The most common cause of trouble when initially setting up a PPP bridging connection
is specifying the wrong name for the MAX or the remote device. Errors often include not
specifying case changes or not entering a dash, space, or underscore.

Enabling bridging

The MAX has a systemwide bridging parameter that you must enable for any bridging
connection to work. The Bridging parameter directs the MAX unit's Ethernet controller to run

in promiscuous mode. In promiscuous mode, the Ethernet driver accepts all packets, regardless
of address or packet type, and passes them up the protocol stack for a higher-layer decision on
whether to route, bridge, or reject the packets. (Even if no packets are actually bridged, running
in promiscuous mode incurs greater processor and memory overhead than the standard mode
of operation for the Ethernet controller.)

You enable packet bridging by opening Ethernet > Mod Config and setting the Bridging
parameter to Yes:

Et her net
Mod Config
Bri dgi ng=Yes
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Managing

the bridge table

To forward bridged packets to the correct destination network, the MAX uses a bridge table
that associates end nodes with particular connections. It builds this table dynamically
(transparent bridging). It also incorporates the entries found in its Bridge Adrs profiles. Bridge
Adrs profiles are anal ogous to static routes in a routing environment. You can define up to 99
destination nodes and their connection information in Bridge Adrs profiles.

Asatransparent bridge (also termed alearning bridge, the MAX keeps track of the location of

a particular address, and of the Connection profile that specifies the interface to which the

packet should be forwarded. When forwarding a packet, the MAX logs the packet’s source
address and creates a bridge table that associates node addresses with a particular interface.

For example, Figure 6-2 shows the physical addresses of some nodes on the local Ethernet and
at a remote site. The MAX at Site A has a bridge configuration.

Figure 6-2. How the MAX creates a bridging table

080045CFA123

E_

08002B25CC11

Site B

08009FA2A3CA

Ethernet

The MAX at Site A gradually learns addresses on both networks by looking at each packet’s
source address, and it develops a bridge table that includes the following entries:

0000D80O1CFF2 SI TEA
080045CFA123 SI TEA
08002B25CC11 SI TEA
08009FA2A3CA S| TEB

Entries in the MAX unit's bridge table must be relearned within a fixed aging limit, or they are
removed from the table.

6-4
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Configuring bridged connections

Bridged connections require both Answer and Connection (or Name) profiles settings. They
also require amethod of recognizing when to dial the connection, which can be the
dial-on-broadcast feature or a Bridge Adrs profile (Ethernet > Bridge Adrs). If a connection
has an associated Bridge Adrs profile, it does not need dial-on-broadcast. You can define up to
100 Bridge Adrs profiles.

Following are the bridging parameters (shown with sample values):

Et her net
Answer
PPP options...
Bri dge=Yes
Recv Aut h=Ei t her

Et her net
Connecti ons

St ati on=farend

Bri dge=Yes

Di al Brdcast =No

| PX options...
Net Ware t/o=N A
Handl e |1 PX=C i ent

Et her net
Nanes / Passwords
Nane=Bri an
Active=yes
Recv PWebri anpw
Et her net
Bridge Adrs

Enet Adrs=CFD012367
Net Adrs=10.1.1.12
Connection #=7

Understanding the bridging parameters

This section provides some background information about the bridging parameters. For
discussion of IPX options, see “IPX bridged configurations” on page 6-9. For detailed
information about other parameters, seeNiAeX Reference Guide.

Bridging in the Answer profile

Both the Bridge parameter and a form of password authentication must be enabled in order for
the MAX to accept inbound bridged connections.

Note: Bridge = N/A in the Answer profile if the packet bridging has not already been enabled
in the Ethernet profile. (For more information, see “Enabling bridging” on page 6-3.)

Station name and password

Name and password authentication is required, as described in “Establishing a bridged
connection” on page 6-3.
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Bridging and dial broadcast in a Connection profile

In a Connection profile, a Yes setting for the Bridge parameter specifies that the connection
bridges packets at the link level, provided that a method of bringing up the connection exists.
Either the Connection profile must be specified in a static bridge table entry or Dial Brdcast
must be turned on. (For more information, see “Establishing a bridged connection” on
page 6-3.)

Names and passwords

The MAX uses station names and passwords to sync up a bridged connection. These can be
provided in a Connection profile, a Name profile, or an external authentication profile.

Bridge Adrs parameters

If a Connection profile does not use dial broadcast, it must have a bridge table entry in order
for the MAX to be able to bring up the connection on demand. The Bridge Adrs profile defines
a bridge table entry by specifying an Ethernet address, a network address, and a connection
number.

Ethernet address

Each bridge table entry specifies an Ethernet (hode) address that is not on the local segment.
For details about Ethernet addresses, see “Physical addresses and the bridge table” on
page 6-2.

Network address

If you are bridging between two segmeaftshe same IP network, you can use the Net Adrs
parameter in a Bridge Adrs profile to enable the MAX to respond to ARP requests while
bringing up the bridged connection. (For more information, see “Configuring proxy mode on
the MAX” on page 6-12.)

Connection number

You associate Bridge Adrs profiles with one Connection profile, which the MAX uses to bring
up the connection to the specified node address. You specify a Connection profile by the
unique portion of its number in the Connections menu.

Example of a bridged connection

An AppleTalk connection at the link level requires a bridge at either end of the connection.
This is unlike a dial-in connection using AppleTalk Remote Access (ARA) encapsulation, in
which the MAX acts as an ARA server negotiating a session with ARA client software on the
dial-in Macintosh.

Figure 6-3 shows an example of a bridged connection between a branch office at Site B, which
supports Macintosh systems and printers, and a corporate network at Site A. Both site A and
Site B support CHAP and require passwords for entry.

6-6
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Figure 6-3. An example of a connection bridging AppleTalk
Site A Site B
g MAX MAX
= (corporate) (branch)

r.!%
. o o @;.

The most common cause of trouble when initially setting up abridged connection is specifying
the wrong name for the MAX or the remote device. Errors often include not specifying case
changes, or not entering a dash, space, or underscore. Make sure you type the name exactly as
it appears in the remote device.

Note: Inthisexample, Dial Brdcast isturned off in the Connection profiles and aBridge Adrs
profileis specified. Thisis not required. If you prefer, however, you can turn on Dia Brdcast
and omit the Bridge Adrs profile.

To configure the Site A MAX for a bridged connection:

1 If necessary, assign the MAX a station name in System > Sys Config. This example uses
the name SITEAGW for the MAX.

2 Turn on bridging and specify an authentication protocol in Ethernet > Answer > PPP
Options:
Et her net
Answer
PPP options...
Bri dge=Yes
Recv Aut h=Ei t her
3 Open Connection profile #5 and set the following parameters:

Et her net
Connecti ons

profile #5...
St at i on=S| TEBGW
Acti ve=Yes
Encaps=PPP
Bri dge=Yes

Di al Brdcast=No

Note: Dial Brdcast is not needed because of the Bridge Adrs profile configured next.

4 Configure password authentication:

Encaps options. ..
Send Aut h=CHAP
Recv PWEl ocal pw
Send PWEr enot epw

Close Connection profile #5.
Open Ethernet > Bridge Adrs.
7 Specify a node’s Ethernet address and IP address (if known) on the remote network:

Et her net
Bridge Adrs
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8

9

Enet Adr s=0080AD12CF9B
Net Adrs=0.0.0.0
Connection #=5

Specify the number of the Connection profile to bring up alink to the remote network.

Et her net
Bridge Adrs
Connection#=5 ...

Close the Bridge Adrs profile.

To configure the Site B MAX unit for the bridged connection:

1

If necessary, assign the remote MAX unit a station name in its System profile. This
exampl e uses the name SITEBGW for the remote unit.

Turn on bridging and specify an authentication protocol in the Site B MAX unit’'s Answer
profile. For example:

Et her net
Answer
PPP options...
Bri dge=Yes
Recv Aut h=Ei t her

Open Connection profile #2 on the Site B MAX and set the following parameters:

Et her net
Connecti ons

profile #2...
St at i on=SI TEAGW
Acti ve=Yes
Encaps=PPP
Bri dge=Yes
Di al Brdcast =No

Note: Dial Brdcast is not needed because of the Bridge Adrs profile, configured next.
Configure password authentication. For example:

Encaps options. ..
Send Aut h=CHAP
Recv PWer enot epw
Send PWEl ocal pw

Close Connection profile #2.
Open a Bridge Adrs profile.

Specify a node’s Ethernet address and the IP address (if known) on the remote network
and the number of the Connection profile to bring up a link to the remote network.

Et her net
Bridge Adrs
Enet Adr s=0CFF1238FFFF
Net Adrs=0.0.0.0
Connection #=2

Specify Ethernet Bridge Adrs Connection#=2.
Close the Bridge Adrs profile.
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IPX bridged configurations

For NetWare WANSs in which NetWare servers reside only on one side of the connection, you
can configure an IPX bridged connection. IPX bridging has special requirements for
facilitating NetWare client-server logins across the WAN and for preventing IPX RIP and SAP
broadcasts from keeping a bridged connection up indefinitely. These options vary, depending
on whether the local network supports NetWare servers, NetWare clients, or both.

Understanding the IPX bridging parameters

This section focuses only on IPX issues. It does not describe the general bridging parameters
explained earlier, athough those parameters do apply to an IPX bridging connection.

Following are the related parameters (shown with sample settings):

Et her net
Mod Config
Et her options...
| PX Frane=802. 2

Et her net
Connecti ons
Rout e | PX=No
| PX options...
Handl e |1 PX=Cl i ent
Net Ware t/o=N A

IPX Frame

Set the Handle IPX parameter to N/A if an IPX frame type is not specified in the Ethernet
profile. For more information about IPX frame types and how they affect routing and bridging
connections, see Chapter 7, “Configuring IPX Routing,”

Route IPX

If you set Route IPX to Yes in the Connection profile, the System sets the Handle IPX
parameter to N/A but acts as if the parameter is set to Server.

Handle IPX

Handle IPX can be set to Server (IPX server bridging) or Client (IPX client bridging).

Use IPX server bridging when the local Ethernet supports NetWare servers (or a combination
of clients and servers) and the remote network supports NetWare clients only.

Use IPX client bridging when the local Ethernet supports NetWare clients but no servers. In an
IPX client bridging configuration, you want the local clients to be able to bring up the WAN
connection by querying (broadcasting) for a NetWare server on a remote network. You also
want to filter IPX RIP and SAP updates, so the connections should not remain up permanently.

Note: If NetWare servers are supported on both sides of the WAN connection, Ascend
strongly recommends that you use an IPX routing configuration instead of bridging IPX. If you
bridge IPX in this type of environment, client-server logins are lost when the MAX brings
down an inactive WAN connection.
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Netware T/O (watchdog spoofing)

NetWare servers send out NCP watchdog packets to monitor client connections. Only clients
that respond to watchdog packets remain logged into the server.

In an IPX server bridging configuration, you want the MAX to respond to NCP watchdog
reguests on behalf of remote clients, but to bring down inactive connections whenever possible.
In this situation, you should set the Netware T/O timer. The timer begins counting down as
soon as the link goes down. When the timer expires, the MAX stops responding to watchdog
packets and the client-server connections can be released by the server. If the WAN session
reconnects before the end of the selected time, the timer resets.

Note: The MAX performswatchdog spoofing only for packets encapsulated in the IPX frame
type specified in the Ethernet profile. For example, if IPX Frame=802.3, only loginsto servers
using that packet frame type are spoofed.

Example of an IPX client bridge (local clients)

In this example, the local Ethernet supports NetWare clients, and the remote network supports
both NetWare servers and clients, so the MAX requires IPX client bridging. When Handle
IPX=Client, the MAX applies a data filter that discards RIP and SAP periodic broadcasts at its
WAN interface, but forwards RIP and SAP queries. Therefore, local clients can locate a
NetWare server across the WAN, but routine broadcasts do not keep the connection up
unnecessarily.

Figure 6-4. An example of an IPX client bridged connection

Site A Site B
MAX MAX
£= (local) (remote) %

To configure the Site A MAX in this example:

1 If necessary, assign the MAX a station name in the System profile. This example usesthe
name SITEAGW for the MAX.

2 SettheIPX frametypein the Ethernet profile. For example:

Et her net
Mod Config
Et her options...
| PX Frane=802. 3

3 Enable bridging and specify an authentication protocol in the Answer profile. For
example:

Et her net
Answer
PPP options...
Bri dge=Yes
Recv Aut h=Ei t her

6-10
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4 Open aConnection profile and set the following parameters:

Et her net
Connecti ons

St at i on=S| TEBGW
Acti ve=Yes
Encaps=PPP

Rout e | PX=No

Bri dge=Yes

Di al Brdcast =Yes

Note: Enable Dial Brdcast to allow service queries to bring up the connection.

5 Configure password authentication. For example:

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWEr enot epw
6 Specify IPX client bridging:
| PX options...
Handl e |1 PX=Cli ent

7 Closethe Connection profile.

Example of an IPX server bridge (local servers)

In this example, the local network supports a combination of NetWare clients and servers, and
the remote network supports clients only, so the MAX requires IPX server bridging. When
Handle IPX=Server, the MAX applies a datafilter that discards RIP and SAP broadcasts at its
WAN interface, but forwards RIP and SAP queries. It also uses the value specified in the
NetWare T/O parameter as the time limit for responding to NCP watchdog requests on behalf
of clients on the other side of the bridge.

Figure 6-5. An example of an IPX server bridged connection

g Site A Site B
MAX MAX
~ (local) (remote) £|

To configure the Site A MAX in this example:

1 If necessary, assign the MAX astation name in the System profile. This example usesthe
name SITEAGW for the MAX.

2  Setthe IPX frametypein the Ethernet profile. For example:

Et her net
Mod Config
Et her options...
| PX Frame=802. 3

3 Enable bridging and specify an authentication protocol in the Answer profile. For
example:
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Et her net
Answer
PPP options...
Bri dge=Yes
Recv Aut h=Ei t her
4 Open aConnection profile and set the following parameters:

Et her net
Connecti ons

St at i on=S| TEBGW
Act i ve=Yes

Encaps=PPP

Rout e | PX=No

Bri dge=Yes

Di al Brdcast =Yes

5 Configure password authentication. For example:

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw

6  Specify IPX server bridging and configure the timer for watchdog spoofing.

| PX options...
Handl e | PX=Ser ver
Net ware T/ O=30

7 Closethe Connection profile.

Configuring proxy mode on the MAX

If you are bridging between two segments of the same I P network, you can use the Net Address
parameter in a Bridge Adrs profile to enable the MAX to respond to ARP requests while
bringing up the bridged connection.

If an ARP packet contains an | P address that matches the Net Adrs parameter of a Bridge Adrs
profile, the MAX respondsto the ARP request with the Ethernet (physical) address specifiedin
the Bridge Adrs profile, and brings up the specified connection. In effect, the MAX actsas a
proxy for the node that actually has that address.
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This chapter covers the following topics:

Introduction to IPX routing . . . . ... oo 7-1
Enabling IPX routing inthe MAX. . ... ... e 7-5

Configuring IPX routing CONNECLIONS . . .. ...t e e 7-7
Configuring static IPX routeS . . ... ..o e e 7-17
Creating and applying IPX SAPfilters . ... ... . . 7-19

Introduction to IPX routing

This section describes how the MAX supports IPX routing between sites that run Novell
NetWare version 3.11 or newer. The MAX operates as an IPX router, with one interface to each
of itstwo local Ethernet connections and the third across the WAN. Each IPX Connection
profile defines an IPX WAN interface.

The most common use for IPX routing in the MAX isto integrate multiple NetWare LANsto
form an interconnected wide-area network

The MAX supports IPX routing over PPP and Frame Relay connections. Support for both the
IPXWAN and PPP IPXCP protocols makes the MAX fully interoperable with non-Ascend
products that conform to these protocols and the associated RFCs.

Note: IPX transmission can use multiple frame types. The MAX, however, routes only one
IPX frame type (which you configure), and it routes and spoofs IPX packets only if they are
encapsulated in that type of frame. If you enable bridging and IPX routing in the same
Connection profile, the MAX bridges any other IPX packet frame types. (For more
information, see Chapter 6, “Configuring Packet Bridging.”)

Unlike an IP routing configuration, in which the MAX uniquely identifies the calling device by
its IP address, a MAX IPX routing configuration does not include a built-in way to uniquely
identify callers. For that reason, use PAP and CHAP which requires password authentication,
unless you configure IP routing in the same Connection profile.

Note: If you have a MAX running Multiband Simulation, disable IPX routing.
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IPX Service Advertising Protocol (SAP) tables

The MAX follows standard IPX SAP behavior for routers. However, when it connects to
another Ascend unit configured for IPX routing, the two units exchange their entire SAP
tables. Each unit immediately adds all remote servicesto its SAPtable.

NetWare servers broadcast SAP packets every 60 seconds to make sure that routers (such as
the MAX) know about their services. Each router builds a SAP table with an entry for each
service advertised by each known server. When arouter stops receiving SAP broadcasts from a
server, it ages its SAP-table entry for that server and eventually removes it from the table.

Routers use SAP tables to respond to client queries. When a NetWare client sends a SAP
request to locate a service, the MAX consultsits SAP table and replies with its own hardware
address and the internal address of the requested server. The process is analogous to proxy
ARP in an IP environment. The client then transmits packets whose destination address is the
internal address of the server. When the MAX receives the packets, it consultsits RIP table. If
it finds an entry for their destination address, it brings up the connection or forwards the
packets across the active connection.

IPX Routing Information Protocol (RIP) tables

The MAX follows standard IPX RIP behavior for routers when connecting to non-Ascend
units. However, when two Ascend units configured for IPX routing connect, they immediately
exchange their entire RIP tables. In addition, the MAX maintains the imported RIP entries as
static until you reset or power cycle the Ascend unit.

Note: Inthischapter, RIP awaysrefersto IPX RIP. IPX RIPissimilar to the routing
information protocol in the TCP/IP protocol suite, but it is a different protocol.

The destination of an IPX route is the internal network of a server. For example, the network
administrator assigns NetWare file servers an internal IPX network number, and the servers
typically use the default node address of 000000000001. Thisis the destination network
address for file read/write requests. (If you are not familiar with internal network numbers, see
your NetWare documentation for details.)

IPX routers broadcast RIP updates both periodically and each time you establish aWAN
connection. The MAX receives RIP broadcasts from aremote device, increments n the hop
count of each advertised route, updates its own RIP table, and broadcasts updated RIP packets
on connected networks in a split-horizon fashion.

The MAX recognizes network number —2 (OXFFFFFFFE) as the IPX RIP default route. When
the MAX receives a packet for an unknown destination, it forwards the packet to the IPX router
advertising the default route. For example, if the MAX receives an IPX packet destined for

network 77777777, and it does not have a RIP-table entry for that destination, it forwards the
packet toward network number FFFFFFFE, if available, instead of simply dropping the packet.
If more than one IPX router is advertising the default route, the MAX makes a routing decision

based on Hop and Tick count.
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IPX and PPP link compression

NetWare relies on the Data Link layer (also called Layer 2) to validate and guarantee data
integrity. STAC link compression, if specified, generates an eight-bit checksum, which is
inadequate for NetWare data.

If your MAX supports NetWare (either routed or bridged), and you require link compression,
you should configure your MAX in one of the following ways:

e Configure either STAC-9 or MS-STAC link compression, which use a more robust
error-checking method, for any connection profile supporting IPX data. Configure link
compression in the Ethernet > Answer > PPP Options > Link Comp parameter and
Ethernet > Connections/Any Connection profile > Encaps Options > Link Comp
parameter.

« Enable IPX-checksums on your NetWare servers and clients. (Both server and client must
support IPX-checksums. If you enable checksums on your servers but your clients do not
support checksums, they will fail to log in successfully.)

» Disable link compression completely by setting Ethernet > Answer > PPP Options > Link
Comp = None and Ethernet > Connectionsny Connection profile > Encaps Options >
Link Comp = None. By disabling link compression, the MAX validates and guarantees
data integrity by means of PPP.

Ascend extensions to standard IPX

NetWare uses dynamic routing and service location, so clients expect to be able to locate a
server dynamically, regardless of its physical location. To help accommodate these
expectations in a WAN environment, Ascend provides two IPX extensions: IPX Route profiles
and IPX SAP filters.

(For information about the Handle IPX parameter and IPX bridging, see Chapter 6,
“Configuring Packet Bridging.”)

IPX Route profiles

IPX Route profiles specify static IPX routes. When the MAX clears its RIP and SAP tables
because of a reset or power-cycle, it adds the static routes when it reinitializes. Each static
route contains the information needed to reach one server.

If the MAX connects to another Ascend unit, some sites choose not to configure a static route.
Instead, after a power-cycle or reset, the initial connection to that site must be activated
manually. After the initial connection, the MAX downloads the RIP table from the remote site
and maintains the routes as static until the next power-cycle or reset.

Static routes need manual updating whenever you remove the specified server or change the
address. However, static routes help prevent timeouts when a client takes a long time to locate
a server across a remote WAN link. (For more information, see “Configuring static IPX routes”
on page 7-17, or see tlmnfigurator Online Help for information about parameters in a

profile.)
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IPX SAP filters

Many sites do not want the MAX SAP table to include long lists of all services available at a
remote site. IPX SAP filters enable you to exclude services from, or explicitly include certain
servicesin, the SAP table.

SAP filters can be applied to inbound or outbound SAP packets. Inbound filters control the

services you add to the MAX unit's SAP table from advertisements on a network link.
Outbound filters control which services the MAX advertises on a particular network link. (For
more information, see “Creating and applying IPX SAP filters” on page 7-19.)

WAN considerations for NetWare client software

NetWare clients on a wide area network do not need special configuration in most cases.
Following are some considerations regarding NetWare clients in an IPX routing environment,
and Ascend’s recommendations.

Consideration Recommendation

Preferred servers If the local IPX network supports NetWare servers, configure
NetWare clients with a preferred server on the local network,
not at a remote site. If the local Ethernet does not support
NetWare servers, configure local clients with a preferred
server that is on the network with the lowest connection costs.
(For more information, see your NetWare documentation for
more information.)

Local copy of LOGIN.EXE Because of possible performance issues, executing programs
remotely is not recommended. You should put LOGIN.EXE
on each client’s local drive.

Packet Burst (NetWare 3.11) Packet Burst lets servers send a data stream across the WAN
before a client sends an acknowledgment. The feature is
enabled by default in server and client software for NetWare
3.12 or later. If local servers are running NetWare 3.11, they
should have PBURST.NLM loaded. (For more information,
see your NetWare documentation.)

Macintosh or UNIX clients ~ Both Macintosh and UNIX clients can use IPX to
communicate with servers. But they also support native
communications via AppleTalk or TCP/IP, respectively. If
Macintosh clients must use AppleTalk software (rather than
MaclPX) to access NetWare servers across the WAN, the
WAN link must support bridging. Otherwise, AppleTalk
packets do not make it across the connection. If UNIX clients
access NetWare servers via TCP/IP (rather than UNIXWare),
the MAX must be configured as either a bridge or an IP
router. Otherwise, TCP/IP packets do not make it across the
connection.
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Enabling IPX routing in the MAX

The Ethernet profile configures system-global parameters that affect all 1P interfacesin the
MAX. Following are the related parameters (shown with sample settings):

Et her net
Mod Config
| PX Routi ng=Yes
Ether options...
IPX Frame=802.2
IPX Enet #=00000000
IPX Pool #=CCCC1234

Understanding the global IPX parameters

IPX Routing

IPX Frame

IPX Enet #

IPX Pool #

This section provides some background information about IPX routing in the Ethernet profile.
For detailed information about each parameter, see the MAX Reference Guide.

When you set to Yes, the IPX Routing parameter enables IPX routing mode. When you enable
IPX routing in the MAX and close the Ethernet profile, the MAX comes up in IPX routing
mode, uses the default frame type 802.2 (which is the suggested frame type for NetWare 3.12
or later), and listens on the Ethernet to acquireits IPX network number from other IPX routers
on that segment.

The MAX routes and spoofs only one IPX frame type (IEEE 802.2 by default), as specified in
the IPX Frame parameter. |If some NetWare software transmits IPX in a frame type other than
the type specified here, the MAX drops those packets or, if you enable bridging, bridges them.
If you are not familiar with the concept of packet frames, see the Novell documentation.

The IPX Enet # parameter specifies the IPX network number for the Ethernet interface of the
MAX. The easiest way to ensure that the number is correct isto leave the default null address.
The null address causes the MAX to listen for its network number and acquire it from another
router on the same interface. If you enter a number other than zero, the MAX becomes a
seeding router, and other routers can learn their IPX network number from the MAX. (For
details about seeding routers, see the Novell documentation.)

The IPX Pool # parameter specifies avirtual IPX network to be assigned to dial-in NetWare
clients. Dial-in clients do not belong to an I1PX network, so they must be assigned an 1PX
network number to establish arouting connection with the MAX. The MAX advertises the
route to this virtual network and assigns it as the network address for dial-in clients.

The dial-in Netware client must accept the network number, although it can provide its own
node number or accept a node number provided by the MAX. If the client does not have a
unique node address, the MAX assigns the node address as well.
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Examples of IPX routing configuration

This section shows the simple configuration in which the MAX usesthe default frame type and
learns its network number from other routers on the Ethernet. It also shows a more complex
router configuration whose values you enter explicitly.

A basic configuration using default values

In this example, the MAX routes IPX packets in 802.2 frames and learnsits IPX network
number from other routers on the Ethernet. It does not define a virtual network for dial-in
clients. To configure the MAX Ethernet profile:

1 Open the Ethernet profile.
2 SetIPX Routing to Yes:

Et her net
Mod Config
| PX Routi ng=Yes

3 Closethe Ethernet profile.

When you close the Ethernet profile, the MAX comes up in IPX routing mode, uses the default
frame type of 802.2, and acquiresits IPX network number from other routers.

A more complex example

In this example, the MAX routes IPX packetsin 802.3 frames (other frame types are bridged),
and uses the IPX network number CF0123FF. It also supports avirtua 1PX network for
assignment to dial-in clients.

To verify that the MAX should use 802.3 frames, go to the NetWare server’s console and type
LOAD INSTALL to view the AUTOEXEC.NCF file. Look for lines similar to the following:

internal network 1234
Bi nd ipx ipx-card net=CF0123FF
Load 3c509 nane=i px-card franme=ETHERNET_8023

The last line specifies the 802.3 frame type. To verify that the IPX network number you assign
to the MAX Ethernet interface is compatible with other servers and routers on that interface,
check the BIND line in the AUTOEXEC.NCF file. The second line in the example above
specifies the number CF0123FF.

Note: Every IPX network number on each network segment and internal network within a
server on thentire WAN must be unique. So you should know both the external and internal
network numbers in use at all sites.

To configure the Ethernet profile:
1 Open Ethernet > Mod Config and set IPX Routing to Yes:

Et her net
Mod Config
| PX Routi ng=Yes

2 Open the Ether Options subprofile.

3 Specify the 802.3 frame type and set the IPX network number for the Ethernet interface.
For example:
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Ether options...
IPX Frame=802.2
IPX Enet #=00000000

4 Assign anetwork number for assignment to dial-in clients.
IPX Pool #=CCCC1234

Note: The most common configuration mistake on NetWare internetworksisin
assigning duplicate network numbers. Make sure that the network number you specify in
the IPX Pool# field is unique within the entire IPX routing domain of the MAX unit.

5 If more than one frame type needs to cross the WAN, make sure that you enable Bridging
(as described in “Configuring Packet Bridging” on page 6-1).

Bri dgi ng=Yes
6 Close the Ethernet profile.

Verifying the router configuration

You can IPXPING a NetWare server or client from the MAX to verify that it is up and running
on the IPX network. To do so:

1 Invoke the terminal-server command-line interface.

2 Enter the IPXPING command with the advertised name of a NetWare server. For example:
ascend% i pxpi ng server-1

3 Terminate IPXPING at any time by pressing Ctrl-C.

Configuring IPX routing connections

You configure IPX routing connections, by setting parameters in the Answer profile and in
Connection profiles. Following are the related parameters (shown with sample settings):

Et her net
Answer
PPP options...
Rout e | PX
Recv Aut h=Ei t her

Session options...
IPX SAP Filter=1

Ethernet
Connections
any Connection profile
Station=device-name
Route IPX=Yes
Encaps options...
Recv PW=localpw

IPX options...
Peer=Router
IPX RIP=None
IPX SAP=Send
Dial Query=No
IPX Net#=cfff0003
IPX Alias#=00000000
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Handl e | PX=None
Net war e t/0=30

SAP HS Proxy=N A

SAP HS Proxy Net#1=N A
SAP HS Proxy Net#2=N A
SAP HS Proxy Net#3=N A
SAP HS Proxy Net#4=N A
SAP HS Proxy Net#5=N A
SAP HS Proxy Net#6=N A

Sessions options...
IPX SAP Filter=1

Understanding the IPX connection parameters

This section provides some background information about IPX connections. For detailed
information about each parameter, see the MAX Reference Guide.

Enabling IPX routing in the Answer profile

You must enable IPX routing in the Answer profile for the MAX to pass IPX packetsto the
bridge/router software.

Authentication method used for passwords received from the far end

IPX SAP filters

The Recv Auth parameter specifies the protocol to use for authenticating the password sent by
the far end during PPP negotiation. IPX connections require this parameter, because the MAX
cannot verify Connection profiles by address asit does for | P connections.

You can apply an IPX SAPfilter to exclude or explicitly include certain remote services from

the MAX unit's SAP table. If you apply a SAP filter in a Connection profile, you can exclude
or explicitly include services in both directions (as described in “Creating and applying IPX
SAP filters” on page 7-19).

Station name and Recv PW in a Connection profile

The MAX requires name and password authentication for IPX connections, because the MAX
cannot verify Connection profiles by address as it does for IP connections.

Peer dialin for routing to NetWare clients

Dial-in NetWare clients do not have IPX network addresses. To establish an IPX routing
connection to the local network, such a client must dial in with PPP software and the
Connection profile must specify Peer=Dialin. In addition, the MAX must have a virtual IPX
network defined for assignment to these clients (as described in IPX Pool # on page 7-5).

Peer=Dialin causes the MAX to assign the virtual IPX network number to the dial-in client
during PPP negotiation. If the client does not provide its own unique node number, the MAX
assigns a unique node number to the client. The MAX does not send RIP and SAP
advertisements across the connection, and it ignores RIP and SAP advertisements received
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from the far end. However, it does respond to RIP and SAP queries received from dial-in
clients. See “An example dial-in client connection” on page 7-18.

Controlling RIP and SAP transmissions across the WAN connection

The IPX RIP and IPX SAP parameters in a Connection profile define how the MAX handles
RIP and SAP packets across this WAN connection.

Set IPX RIP to Both (the default), indicating that RIP broadcasts will be exchanged in both
directions. You can disable the exchange of RIP broadcasts across a WAN connection, or
specify that the MAX only send or only receive RIP broadcasts on that connection.

Set IPX SAP to Both (the default), indicating that SAP broadcasts will be exchanged in both
directions. If you enable SAP to both send and receive broadcasts on the WAN interface, the
MAX broadcasts its entire SAP table to the remote network and listens for SAP table updates
from that network. Eventually, both networks have a full table of all services on the WAN. To
control which services are advertised and where, you can disable the exchange of SAP
broadcasts across a WAN connection, or specify that the MAX only send or only receive SAP
broadcasts on that connection.

Dial Query for bringing up a connection based on service queries

Setting the Dial Query parameter to Yes configures the MAX to bring up a connection when it
receives a SAP query for service type 0004 (File Server), if that service type is not present in
the MAX SAP table. If the MAX has no SAP table entry for service type 0004, it brings up
every connection that has Dial Query set. If 20 Connection profiles have Dial Query set, the
MAX brings up all 20 connections in response to the query.

Note: If the MAX unit has a static IPX route for even one remote server, it brings up that
connection instead of choosing the more costly solution of bringing up every connection that
has Dial Query set.

IPX network and alias

IPX Net # specifies the IPX network number of the remote-end router. Rarely needed, it is
provided only for those remote-end routers that require the MAX to know their router’s
network numbers before connecting. IPX Alias specifies a second IPX network number, to be
used only when connecting to non-Ascend routers that use numbered interfaces.

Handle IPX client or server bridging
The Handle IPX parameter defines the handling of bridged connections. When you enable IPX

routing for a connection, IPX Routing = N/A. (For more information, see Chapter 6,
“Configuring Packet Bridging.”)

Netware T/O watchdog spoofing

The Netware T/O parameter defines the number of minutes the MAX enables clients to remain
logged in after losing a connection.
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NetWare servers send out NCP watchdog packets to determine which logins are active so that
they can log out inactive clients. Only clients that respond to watchdog packets remain logged
in.

Watchdog packets can cause a WAN connection to stay up unnecessarily. But if the MAX
simply filtered them, the remote server would drop active as well asinactive client logins. To
prevent unwanted client logouts while enabling WAN connectionsto be brought down in times
of inactivity, the MAX local to IPX servers responds to NCP watchdog requests as a proxy for
clients on the other side of an IPX routing or IPX bridging connection. Responding to such
requests is commonly called watchdog spoofing.

To the server, a spoofed connection |ooks like a normal, active client login session, so it does
not log the client out. The timer begins counting down as soon as the link goes down. At the
end of the selected time, the MAX stops responding to watchdog packets and the server can
release the client-server connections. If the WAN session reconnects before the end of the
selected time, the MAX resets the timer.

Note: The MAX filters watchdog packets automatically on al 1PX routing connections and
all IPX bridging connections that have watchdog spoofing enabled. The MAX applies a call
filter implicitly, which prevents the idle timer from resetting when the MAX sends or receives
IPX watchdog packets. You apply thisfilter after the standard data and call filters.

SAP HS Proxy (NetWare SAP Home Server Proxy)

By setting SAP HS Proxy parameters, you can configure the MAX to forward SAP broadcasts
to specified IPX networks, thus ensuring that remote users access the same resources as local
users.

By default, when you initially load any IPX client software on your PC, the MAX broadcasts a
SAP Request packet asking for any serversto reply. The MAX takes the first SAP reply
received to be the nearest server, and attaches your PC to that server.

If you load your client software from another PC, or use the same PC when traveling, the
responseto theinitial SAP Request could attach you to a different server. With SAP HS Proxy,
you can direct SAP Requests to specific networks. The SAP Responses come from servers on
these specified networks rather than the server nearest the MAX. To configure the parameters,
see “Configuring the NetWare SAP Home Server Proxy” on page 7-17.

Examples of IPX routing connections

This section shows sample WAN connections using IPX routing. If the MAX has not yet been
configured for IPX routing, see “Enabling IPX routing in the MAX” on page 7-5.

Configuring a dial-in client connection

In this example, a NetWare client dials into a corporate IPX network by using PPP dial-in
software. Figure 7-1 shows corporate network supporting both NetWare servers and clients.

Figure 7-1. Adial-in NetWare client
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To configure an IPX routing connection for the client:

1

10

n

Open Ethernet > Mod Config > Ether Options and verify that an IPX Pool assignment
exists. For example:

Et her net
Mod Config
Ether options...
IPX Pool #=CCCC1234

Close the Ethernet profile.
Open Answer > PPP Options.
Enable IPX routing and PAP/CHAP authentication:

Ethernet
Answer
PPP options...
Route IPX
Recv Auth=Either

Close the Answer profile.
Open the Connection profile for the dial-in user.
Specify the dial-in client’s login name and activate the profile. For example:

Et her net
Connecti ons
Stati on=scottpc
Acti ve=Yes

Enable IPX routing:
Rout e | PX=Yes
Select PPP encapsulation and configure the dial-in client's password. For example:

Encaps=PPP
Encaps options. ..
Recv PWescott pw

Open the IPX Options subprofile and specify a dial-in client:

| PX options...
Peer=Di alin
| PX Rl P=None

Close the Connection profile.
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Configuring a connection between two LANs

In this example, the MAX connects to an IPX network that supports both servers and clients
and connects with aremote site that also supports both servers and clients as shown in
Figure 7-2.

Figure 7-2. A connection with NetWare servers on both sides

Net=11223344
Internal Net=013DE888

Site A @'_ /\’\\ ﬁ
& O e

. — Net=9999ABFF
=
Q; H Net=1234ABCD —

Qg Site B
=S Y Internal net=CFC12345

Net=AABBCC11

Site A and Site B both have Novell LANs that support NetWare 3.12 and NetWare 4 servers,
NetWare clients, and aMAX. The NetWare server at Site A has the following configuration
settings:

Nanme=SERVER- 1

internal net CFC12345

Load 3c509 nane=i px-card frame=ETHERNET_8023
Bi nd ipx ipx-card net=1234ABCD

The NetWare server at Site B has the following configuration settings:

Name=SERVER- 2

internal net 013DE888

Load 3c509 nane=net-card frane=ETHERNET_8023
Bi nd i px net-card net =9999ABFF

To establish the connection shown in Figure 7-2, you would configure the MAX at Site A,

enable IPX routing for its Ethernet interface, and configure a static route to the remote server.
The same procedures would apply to Site B.

Configuring the MAX at Site A:

At Site A:
1 Makesureyou assign the MAX a system name in the System profile. This example uses
the name SITEAGW.

2 If you have not done so already, configure the Ethernet profile (as described in “Enabling
IPX routing in the MAX” on page 7-5).

3 In Answer > PPP Options, enable IPX routing and PAP/CHAP authentication, and then
close the Answer profile.
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Et her net
Answer
PPP options...
Rout e | PX
Recv Aut h=Ei t her

(If the MAX needs to support multiple IPX frame types, you must also enable bridging in
the Answer profile.)

4 Open the Connection profile for Site B.

In this example, the Connection profile for Site B is profile #5. A profile’'s number is the
unique part of the number you assign in the Connections menu. For example, the
Connection profile defined as 90-105 is #5.

5 Set up the Connection profile as follows:

Et her net
Connecti ons
profile 5...

St at i on=SI TEBGW
Acti ve=Yes
Encaps=MPP

PRI # Type=Nati onal
Di al #=555-1212
Rout e | PX=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWs* SECURE*
Send PWs* SECURE*

| PX options...
I PX R P=None
| PX SAP=Bot h
Net Ware t/0=30
SAP HS Proxy=N A
SAP HS Proxy Net#1=N A
SAP HS Proxy Net#2=N A
SAP HS Proxy Net#3=N A
SAP HS Proxy Net#4=N A
SAP HS Proxy Net#5=N A

SAP HS Proxy Net#6=N A
6 Close Connection profile #5.
7 Open an IPX Route profile.

8 Set IPX RIP to None in the Connection profile, and configure a static route to the remote
server.

9 Set up aroute to the remote NetWare server (SERVER-2). Use the following settings:

Et her net
| PX Rout es
Server Name=SERVER- 2
Acti ve=Yes
Net wor k=013DE888
Node=000000000001
Socket =0451
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Server Type=0004
Connecti on #=5

Note: The Connection # parameter in the IPX Route profile must match the number of
the Connection profile you configured for that site. If you specify the internal network
number of a server, make sure you specify Server Name and Server Type. If you specify
an external network, do not specify Server Name or Server Type.

10 Closethe IPX Route profile.

Configuring the MAX at Site B:

At Site B:

1

6
7

Assign a system name to the Ascend unit at Site B in the unit’s System profile. This
example uses the name SITEBGW.

Verify that the Site B unit's Ethernet interface has a configuration defined for IPX routing
(For instructions, see “Enabling IPX routing in the MAX” on page 7-5.)

Verify that the Site B unit’s Answer profile enables IPX routing and PAP/CHAP
authentication.

Open the Connection profile for Site A.

In this example, the Connection profile for site A is profile #2. A profile’s number is the
unique part of the number you assign in the Connections menu. For example, the
Connection profile defined as 90-102 is #2.

Set up the Connection profile as follows:

Et her net
Connecti ons
profile 2...
St at i on=SI TEAGW
Acti ve=Yes
Encaps=MPP
PRI # Type=Nati onal
Di al #=555-1213
Rout e | PX=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWe* SECURE*
Send PWe* SECURE*

| PX options...
I PX R P=None
| PX SAP=Bot h
Net Ware t/o0=30
SAP Proxy=N A
SAP Proxy Net #1=N A
SAP Proxy Net#2=N A
SAP Proxy Net #3=N A
SAP Proxy Net#4=N A
SAP Proxy Net #5=N A

SAP HS Proxy Net #6=N A

R RCRVR R

Close Connection profile #2.

Open an IPX Route profile.
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Set IPX RIP to None in the Connection profile, and configure a static route to the remote
Server.

8  Set up arouteto the remote NetWare server (SERVER-1). Use the following settings:

Et her net
| PX Rout es

Server Nane=SERVER-1
Acti ve=Yes
Net wor k=CFC12345
Node=000000000001
Socket =0451
Server Type=0004
Connecti on #=2

Note: The Connection # parameter in the IPX Route profile must match the number of
the Connection profile you configured for that site. If you specify the internal network
number of a server, make sure you specify Server Name and Server Type. If you specify
an external network, do not specify Server Name or Server Type.

9 Closethe IPX Route profile.

Configuring a connection with local servers only

In this example, the MAX connectsto alocal IPX network that supports both servers and
clients, and connects to a geographically remote network that supports one or more NetWare
clients. Figure 7-3 shows the setup.

Figure 7-3. Adial-in client that belongs to its own IPX network

Site A Site B

Ethernet
NET=1234ABCD NET=1000CFFF
NetWare servers NetWare
and clients client

In this example, Site A supports NetWare 3.12 servers, NetWare clients, and aMAX. The
NetWare server at Site A has the following configuration settings:

Name=SERVER- 1

internal net CFCl2345

Load 3c509 nane=i px-card franme=ETHERNET_8023
Bi nd i px ipx-card net=1234ABCD
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Site B is a home office that consists of one PC and an Ascend unit. It is not an existing Novell
LAN, so the Ascend unit configuration creates a new IPX network (1000CFFF, for example).

Note: The new IPX network number assigned to Site B in this example cannot bein use
anywhere on the entire IPX wide-area network. That is, it cannot bein use at Site A or any
network that connects to Site A.

This example assumes that the Ethernet profile and Answer profile have already been set up to
enable IPX routing. Theinitial connection between the two Ascend units should be manually
dialed (using the DO menu) because you do not use static routes.

To configure the MAX at Site A

At Site A:

1 Assignasystem namein the System profile for the MAX. This example uses the name

SITEAGW.

Open the Connection profile for Site B.

Set up the Connection profile as follows:

Et her net

Connecti ons

St at i on=S| TEBGW
Act i ve=Yes

Encaps=MPP
PRI # Type=Nati onal

Di al #=555-1212

Rout e | PX=Yes

Encaps options. ..
Send Aut h=CHAP

PW=* SECURE*
Send PWs* SECURE*

| PX options...

| PX Rl P=Bot h
| PX SAP=Bot h
Net Ware t/0=30

Recv

SAP
SAP
SAP
SAP
SAP
SAP

R RN R R

Proxy=

Pr oxy
Pr oxy
Pr oxy
Pr oxy
Pr oxy

N A

Net #1=N A
Net #2=N A
Net #3=N A
Net #4=N A
Net #5=N/ A

SAP HS Proxy Net#6=N A

4 Closethe Connection profile.

To configure the Ascend unit at Site B

At Site B:

1 Assignasystem namein the System profile for the MAX. This example uses the name

SITEBGW.

Open the Connection profile for Site B.

Set up the Connection profile as follows:

7-16

MAX 800 Series Network Configuration Guide



Configuring IPX Routing
Conlfiguring static IPX routes

Et her net
Connecti ons

St at i on=S| TEBGW
Acti ve=Yes
Encaps=MPP
PRI # Type=Nati onal
Di al #=555-1213
Rout e | PX=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWs* SECURE*
Send PWs* SECURE*

| PX options...
| PX RI P=Bot h
| PX SAP=Bot h
Net Ware t/0=30
SAP HS Proxy=N A
SAP HS Proxy Net#1=N A
SAP HS Proxy Net#2=N A
SAP HS Proxy Net#3=N A
SAP HS Proxy Net#4=N A
SAP HS Proxy Net#5=N A

SAP HS Proxy Net#6=N A
4  Closethe Connection profile.

Configuring the NetWare SAP Home Server Proxy

To configure the NetWare SAP Home Server Proxy parameters:

1 Open the Ethernet > Connections > any Connection Profile > |PX Options menu.

2  Setthe SAP HS Proxy parameter to Yes.

3 Specify the IPX network address to which SAP broadcasts will be directed. For example;

SAP HS Proxy Net#1=CB1123BC

This specifies that any SAP Broadcast Requests received from this user will be directed to
IPX network CB1123BC.

4 If you want to define other networks, repeat Step 3 for SAP HS Proxy Net #2.

Configuring static IPX routes

A static IPX routeincludes all of the information needed to reach one NetWare server on a
remote network. When the MAX receives an outbound packet for that server, it finds the
referenced Connection profile and dials the connection. You configure the static route in an
IPX Route profile.

You do not need to create |PX static routes to servers that are on the local Ethernet.

Most sites configure only afew IPX routes and rely on RIP for most other connections. If you
have servers on both sides of the WAN connection, you should define a static route to the
remote site even if your environment requires dynamic routes. If you have one static route to a
remote site, it should specify a master NetWare server that knows about many other services.
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NetWare workstations can then learn about other remote services by connecting to that remote

NetWare server.

Note: Remember that you manually configure static IPX routes, so you must update them if
there is a change to the remote server.

To configure a static route, set the following parameters (shown with sample settings):

Et her net
| PX Rout es

Server Nane=server - nane
Acti ve=Yes

Net wor k=CC1234FF
Node=000000000001
Socket =0000

Server Type=0004

Hop Count =2

Ti ck Count =12
Connection #=0

Understanding the static route parameters

This section provides some background information about static route configurations. For
detailed information about each parameter, see the MAX Reference Guide.

Parameter

Server’s name

Active

Network and Node

Socket

Type

Hop Count and Tick
Count

Usage

Each IPX Route profile contains the information needed to reach one
NetWare server on a remote network. Server Name is the remote
server’s name.

Must be set to Yes for the MAX to read this route into its internal IPX
RIP table.

Specify the remote server’s internal network number and node number.
(If you are not familiar with internal network numbers, see the Novell
documentation.) The node number for the NetWare file servers is
typically 0000000000001 (the default Node setting).

Typically, Novell file servers use socket 0451. The number you specify
must be a well-known socket number. Services that use dynamic
socket numbers can use a different socket each time they load and will
not work with IPX Route profiles. To bring up a connection to a
remote service that uses a dynamic socket number, speuistex
server that uses a well-known socket number on the remote network.

SAP advertises services by a type number. For example, NetWare file
servers are SAP service type 0004 or 0x0004.

Usually, the default Hop Count and Tick Count settings of 2 and 12
respectively, are appropriate, but you can increase these value, for very
distant servers. Ticks are IBM PC clock ticks (1/18 second). Note that
the MAX calculates the best routes on the basis of on tick count, not
hop count.
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Parameter Usage

Connection When the MAX receives a query for the specified server or a packet

addressed to that server, it finds the referenced Connection profile and
dials the connection. Identify a Connection profile by the unique part
of its number in the Connections menu.

Examples of static-route configuration

This example shows a static route configuration to a remote NetWare server. Remember that
you manually configure static IPX routes, so you must update them if there is a change to the
remote server. To define an IPX Route profile:

1
2

Open an IPX Route profile.
Specify the name of the remote NetWare server and activate the route:

Et her net
| PX Rout es
Server Nane=SERVER-1
Act i ve=Yes

Because this is a route to a server’s internal network, specify the server’s internal network
number, node, socket, and service type. For example:

Net wor k=CC1234FF
Node=000000000001
Socket =0451
Server Type=0004

Specify the distance to the server in hops and IBM PC clock ticks. (The default values are
appropriate unless the server is very distant.)

Hop Count =2
Ti ck Count =12

Specify the number of the Connection profile. For example:
Connection #=2
Close the IPX Route profile.

Creating and applying IPX SAP filters

IPX SAP filters specify which services to include in the MAX service table or in SAP response
packets sent across the WAN. (You can also prevent the MAX from sending its SAP table or
receiving a remote site’s SAP table by turning off IPX SAP in a Connection profile as
described in “Understanding the IPX connection parameters” on page 7-8.)

To configure IPX SAP filters, you set the following parameters (shown with sample settings):

Et her net
IPX SAP Filters
any filter profile
Name=opt i onal
Input SAP filters...
In SAP filter 01—08

Val i d=Yes
Type=Excl ude
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Server Type=0004
Server Name=SERVER- 1
Qutput SAP filters
any filter profile
Qut SAP filter 01—08

Val i d=Yes
Type=Excl ude
Server Type=0004
Server Nanme=SERVER-1

Et her net
Mod Config
Et her options...
| PX SAP Filter=1

Et her net
Answer
Sessi on options...
| PX SAP Filter=2

Et her net
Connecti ons
Sessi on options...
| PX SAP Filter=2

Understanding the IPX SAP filter parameters

This section provides some background information about SAP filters. For detailed
information about each parameter, see the MAX Reference Guide.

Input SAP Filters and Output SAP Filters

Each filter contains up to eight Input filters and output filters, which you define individualy

and apply in order (1-8) to the packet stream. Apply the input filters to all SAP packets the
MAX receives. They screen advertised services and exclude them from or include them in the
MAX service table as specified by the filter conditions.

Apply output filters to SAP response packets the MAX transmits. If the MAX receives a SAP
request packet, it applies output filters before transmitting the SAP response, and excludes
services from or includes services in the response packet as specified by the output filters.

Valid
In an individual input or output filter, set the Valid parameter to Yes to enable the filter for use.
Type
In an individual input or output filter, set the Type parameter to specify whether the filter
includes the service or excludes it.
Server Type
Server Type specifies a hexadecimal number representing a type of NetWare service to be
included or excluded as specified by the Type parameter. For example, the number for file
services is 0004.
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In an input filter, the Type parameter specifies whether to include remote services of the
specified typein the MAX service table or exclude them.

In an output filter, the Type parameter specifies whether to include advertisements for the
specified service type in SAP response packets or to exclude them.

Server Name

In an individual input or output filter, the Server Name parameter identifies alocal or remote
NetWare server by name.

If the server is on the local network, you might name it in an output filter in which the Type
parameter specifies whether or not to include advertisements for this server in SAP response
packets.

If the server is on the remote | PX network, you might name it in an input filter in which the
Type parameter specifies whether or not to include this server in the MAX service table.

Applying IPX SAP filters

You can apply an IPX SAPfilter to the local Ethernet or to WAN interfaces, or both.

When applied in the Ethernet profile, a SAP filter either includes specific serversor servicesin

the MAX unit’s SAP table or includes them from the table. If directory services is not
supported, servers or services that are not in the MAX table are inaccessible to clients across
the WAN. A filter applied to the Ethernet interface takes effect immediately.

When applied in the Answer profile, a SAP filter screens service advertisements from across
the WAN.

When applied in a Connection profile, a SAP filter screens service advertisements to and from
a specific WAN connection.

Example of IPX SAP filter configuration

This example shows how to create an IPX SAP filter that prevents local NetWare users from
having access to a remote NetWare server. The example also shows how to apply the filter to
the Answer profile and the Connection profile used to reach the server’s remote network.

To define an IPX SAP filter that excludes a remote file server from the MAX SAP table:
1 Open IPX SAP Filter profile #1 (for this example) and then open the list of Input filters:

Et her net
IPX SAP Filters
profile #1...

Nanme=NOSERVER- 1

Input SAP filters...
In SAP filter 01
In SAP filter 02
In SAP filter 03
In SAP filter 04
In SAP filter 05
In SAP filter 06
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In SAP filter 07
In SAP filter 08

2 Open Input SAPfilter 01, activate it by setting Valid to Yes, and set Type to Exclude.
3 Specify the NetWare server’'s name and service type (for a file server, 0004):

In SAP filter 01
Val i d=Yes
Type=Excl ude
Server Type=0004
Server Name=SERVER- 1

4  Close the IPX SAP Filter profile.

To apply the IPX SAP Filter in the Answer profile and in a Connection profile:
1 Open Answer > Session Options.
2 Specify IPX SAP Filter profile #1, and then close the Answer profile.

Et her net
Answer
Sessi on options..
I PX SAP Filter=1

3 Repeat the same assignment in Connections > Session Options.

Et her net
Connecti ons
Sessi on options...
| PX SAP Filter=1

4  Close the Connection profile.
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This chapter covers the following topics:

Introduction to IP routing and interfaces. . . ........ ... . . . 8-1
Configuring the local IP network setup . .. ... ... 8-8
Configuring IP routing coNNections. . . . ... ...t e 8-22
Configuring IP routes and preferences. . .......... . i i 8-33
Configuring the MAX for dynamic route updates. . ......... ... ... ..., 8-39
Translating Network Addressesfora LAN . .. ... . i 8-42
Proxy-QOS and TOS supportinthe MAX . ... ... ... . . i 8-49

Introduction to IP routing and interfaces

Thefirst task in this chapter, setting up the I P network, involves setting parametersin the MAX
unit's Ethernet profile. The parameters define the unit’'s Ethernet IP interface, network services
(such as DNS), and routing policies.

In the next task, configuring IP routing connections, you configure Connection profiles (or
similar profiles in an external authentication server) to define destinations across WAN
interfaces and to add routes to the routing table.

For configuring IP routes and preferences and configuring the MAX for dynamic route
updates, you configure the IP profile and individual Connection profiles to set up the IP routing
table, which determines the paths over which IP packets are forwarded and specifies the
connections to be brought up.

To perform the tasks described in this chapter, you have to understand how the MAX uses IP
addresses and subnet masks, IP routes, and IP interfaces.
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IP addresses and subnet masks

Inthe MAX, you specify IP addresses in dotted decimal format (not hexadecimal). If you
specify no subnet mask, the MAX assumes that the address contains the default number of
network bitsfor itsclass. In other words, in Table 8-1 shows the classes and the default number
of network bits for each class corresponds to the default subnet mask for that class.

Table 8-1. |P address classes and number of network bits

Class Addressrange Network bits
ClassA 0.0.0.0 — 127.255.255.255 8

Class B 128.0.0.0 — 191.255.255.255 16

Class C 192.0.0.0 — 223.255.255.255 24

For example, aclass C address, such as 198.5.248.40, has 24 network bits, so its default mask
is24. The 24 network bits leave 8 bits for the host portion of the address. So one classC
network supports up to 253 hosts.

Figure 8-1. Default mask for class C IP address

(2]2]2}a]a]a]a]a]a]a[a]a]s]a[z]z]z[z]2]z]2]z]z]z oo]o]o]o[o]o]o]
C— —

Default 24 bits

Asshown in Figure 8-1, amask has abinary 1 in each masked position. Therefore, the defaullt,
24-hit, subnet mask for a class C address can be represented in dotted decimal notation as
255.255.255.0. For specifying a different subnet mask, the MAX supports a modifier
consisting of a dlash followed by a decimal number that represents the number of network bits
in the address. For example, 198.5.248.40/29 is equivalent to:

| P address = 198.5. 248. 40

Mask = 255. 255. 255, 248
That is, the mask specification indicates that thefirst 29 bits of the address specify the network.
Thisisa 29-bit subnet. The three remaining bits specify unique hosts, as shown in Figure 8-2.
Figure 8-2. A 29-bit subnet mask and the number of supported hosts

Number of host addresses
(2 of which are reserved)

|255|128 | 64 |32 |16 | 8 | 4 | 2 |

[2]2]a2[z]a][z]a[z]a|2[z]a]z]a|2[z]a|2[z]2[z]z]2]z]a]z]z]o[o]o]
| - _A . )
Default 24 bits 5-bit subnet — Total network bits=29

In Figure 8-2, three avail able bits present eight possible bit combinations. Of the eight possible
host addresses, two are reserved, as follows:
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Zero subnets

000 — Reserved for the network (base address)

001

010

011

100

101

110

111—Reserved for the broadcast address of the subnet

Early implementations of TCP/IP did not allow zero subnets. That is, subnets could not have
the same base address that a class A, B, or C network would have. For example, the subnet
192.168.8.0/30 was illegal because it had the same base address as the class C network
192.168.8.0/24, while 192.168.8.4/30 was legal. The first example (192.168.8.0/30 is called a
zero subnet, because like a class C base address, its last octet is zero). Modern implementations
of TCP/IP enable subnets to have base addresses that can be identical to the class A, B, or C
base addresses. Ascend’s implementation of RIP 2 treat these so-called zero subnetworks the
same as any other network. You should decide whether or not to support and configure zero
subnetworks for your environment. If you configure them in some cases and treat them as
unsupported in other cases, you encounter routing problems.

Table 8-2 shows how the standard subnet address format relates to Ascend notation for a class
C network number.

Table 8-2. Sandard subnet masks

Subnet mask Number of host addresses

255.255.255.128 126 hosts + 1 broadcast, 1 network (base)

255.255.255.192 62 hosts + 1 broadcast, 1 network (base)

255.255.255.224 30 hosts + 1 broadcast, 1 network (base)

255.255.255.240 14 hosts + 1 broadcast, 1 network (base)

255.255.255.248 6 hosts + 1 broadcast, 1 network (base)

255.255.255.252 2 hosts + 1 broadcast, 1 network (base)

255.255.255.254 invalid netmask (no hosts)

255.255.255.255 1 host — a host route

The broadcast address of any subnet has the host portion of the IP address set to all ones. The
network address (or base address) represents the network itself, with the host portion of the IP
address set to all zeros. Therefore, these two addresses define the address range of the subnet.
For example, if the MAX configuration assigns the following address to a remote router:

| P address = 198.5.248. 120
Mask = 255. 255. 255, 248
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IP routes

the Ethernet attached to that router has the following address range:
198.5.248.120 — 198.5.248.127

A host routeis a specia case |P address with a subnet mask of 32 bits. It has a subnet mask of
255. 255. 255. 255 (32 hits).

At system startup, the MAX builds an IP routing table that contains configured routes. When
the system is up, it can use routing protocols such as RIP to learn additional routes
dynamically. In each routing table entry, the Destination field specifies a destination network
address that can appear in | P packets, and the Gateway field specifies the address of the
next-hop router to reach that destination. Each entry also has a preference value and a metric
value, which the MAX evaluates when comparing multiple routes to the same destination.

How the MAX uses the routing table

Static routes

Dynamic routes

The MAX relies on the routing table to forward | P packets, as follows:

« If the MAX finds a routing table entry whose Destination field matches a packet’s

destination address, it routes the packet to the specified next-hop router, whether through
its WAN interface or through its Ethernet interface.

« If the MAX does not find a matching entry, it looks for the Default route, which is

identified in the routing table by a destination of 0.0.0.0. If that route has a specified
next-hop router, the MAX forwards the packet to that router.

« If the MAX does not find a matching entry and does not have a valid Default route, it
drops the packet.

A static route is a manually configured path from one network to another. It specifies the
destination network and the gateway (router) to use to get to that network. If a path to a
destination must be reliable, the administrator often configures more than one static route to
the destination. In that case, the MAX chooses the route on the basis of metrics and
availability. Each static route has its own Static Rtes profile.

The Ethernet > Mod Config profile specifies a static connected route, which states, in effect,
“to reach system X, send packets out this interface to system X.” Connected routes are low-
cost, because no remote connection is involved.

Each IP-routing Connection profile specifies a static route that states, in effect, “to reach
system X, send packets out this interface to system Y,” where system Y is another router.

A dynamic route is a path, to another network, that is learned from another IP router rather than
configured in one of the MAX unit’s local profiles. A router that uses RIP broadcasts its entire
routing table every 30 seconds, updating other routers about the usability of particular routes.
Hosts that run ICMP can also send ICMP Redirects to offer a better path to a destination

84
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network. Routing protocols such as RIP use some mechanism to propagate routing information

and changes through the routing environment.

Route preferences and metrics

The MAX supports route preferences, because different protocols have different criteriafor
assigning route metrics. For example, RIP is a distance-vector protocol, which uses a virtual

hop count to select the shortest route to a destination network.

When choosing aroute to put into the routing table, the router first compares preference

values, preferring the lowest number. If the preference values are equal, the router compares
the metric fields and uses the route with the lowest metric. Following are the preference values
for the various types of routes:

Route

Connected

ICMP

RIP

Static
ATMP, PPTP

Default

preference

0
30
100
100
100

Note: You can configurethe DownMetric and DownPreference parametersto assign different
metrics and preferences, respectively, to routes on the basis of whether the routes are in use or
are down. You can direct the MAX to use active routes, if available, rather than routes that are
down.

MAX IP interfaces

The MAX supportsrouting on Ethernet and WAN interfaces. It can function as either asystem-

or interface-based router. Interface-based routing uses numbered | P interfaces.

Ethernet interfaces

The following example shows the routing table for aMAX configured to enable I P routing:

** Ascend MAX Term nal Server **
ascend% i proute show
Destination Gat eway I F Fl g Pr ef Met e Age
10.10. 0.0/ 16 - i e0 C 0 0 3 222
10. 10. 10. 2/ 32 - | ocal cP 0 0 0 222
127.0.0.0/8 - bho CcP 0 0 0 222
127.0.0.1/32 - | ocal CcP 0 0 0 222
127.0.0.2/32 - rjio cP 0 0 0 222
224.0.0.0/4 - ntast CcP 0 0 0 222
224.0.0.1/32 - | ocal CcP 0 0 0 222
224.0.0.2/32 - | ocal CcP 0 0 0 222
224.0.0.5/ 32 - | ocal CcP 0 0 0 222
224.0.0.6/32 - | ocal CcP 0 0 0 222
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224.0.0.9/32 - | ocal cP 0 0 0 222
255. 255. 255. 255/ 32 - i e0 cP 0 0 0 222

In this example, the Ethernet interface has the | P address 10.10.10.2 (with a subnet mask of
255.255.0.0). No Connection profiles or static routes are configured. At startup, the MAX
creates the following interfaces:

Interface Description

Ethernet IP Always active, because it is always connected. You assign its IP
address in Ethernet > Mod Config > Ether Options.

The MAX creates two routing table entries: one with a destination of

the network (i e0), and the other with a destination of the MAX
(I ocal ).

Black-hole (bh0) Always up. The black-hole addressis 127.0.0.0. Packets routed to this
interface are discarded silently.

Loopback (I ocal )  Always up. The loopback addressis 127.0.0.1/32.

Reject (rj 0) Always up. The reject addressis 127.0.0.2. Packets routed to this
interface are sent back to the source address with an ICMP host
unreachable message.

Not shown in the Inactivewani dl e0. when you configure a Connection profile.

example Created by the MAX when WAN connections are down, all routes

point to the inactive interface.

WAN |IP interfaces

The MAX creates WAN interfaces as they are brought up. WAN interfaces are labeled wanN,
where N is anumber assigned in the order in which the interfaces become active. The WAN IP
address can be alocal address assigned dynamically when the caller logsin, an address on a
subnet of the local network, or a unique | P network address for a remote device.

Numbered interfaces

The MAX can operate as both a system-based and an interface-based router. Interface-based
routing uses numbered interfaces. Some routers or applications require numbered interfaces.
Also, some sites use them for trouble-shooting leased point-to-point connections and forcing
routing decisions between two links going to the same final destination. More generally,
interface-based routing enables the MAX to operate in much the same way as a multihomed
Internet host.

Figure 8-3 shows an example of an interface-based routing connection.
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Figure 8-3. Interface-based routing example

10.2.3.5/24 Site A Site B
10.7.8.9/24

10.2.3.4/24

— |

T

10.5.6.7/24

T

10.5.6.8/24

10.7.8.10/24

At Site A, The MAX assigns | P addresses 10.5.6.7 and 10.5.6.8 to the WAN interfaces. The
MAX route and uses these interface addresses to route packets to the remote network 10.7.8.0.

With system-based routing, the MAX does not assign interface addresses. It routes packets to
the remote network through the WAN interface it created when the connection was brought up.

Interface-based routing requires that, in addition to the systemwide IP configuration, the MAX
and the far end of the link have link-specific | P addresses, for which you specify the following
parameters:

e Connections > IP Options > IF Adrs (the link-specific address for the MAX)

e Connections > IP Options > WAN Alias (the far end link-specific address)

Or, you can omit the remote side’s system-based IP address from the Connection profile and
use interface-based routing exclusively. This is an appropriate mechanism if, for example, the
remote system is on a backbone net that can be periodically reconfigured by its administrators,
and you want to refer to the remote system only by its mutually agreed-upon interface address.
In this case, the following parameters specify the link-specific IP addresses:

e Connections > IP Options > IF Adrs (the near-end numbered interface)

e Connections > IP Options > LAN Adrs (the far-end numbered interface)

Note that the IP Adrs parameter, so if the only known address is the interface address, you must
place it in the IP Adrs parameter rather than the WAN Alias parameter. In this case, the MAX
creates a host route to the interface address (IP Adrs) and a net route to the subnet of the remote
interface, and incoming calls must report their IP Addresses as the value of the IP Adrs
parameter.

It is also possible, although not recommended, to specify the local numbered interface
(Interface Address) and use the far end device’s systemwide IP address (IP Adrs). In this case,
the remote interface must have an address on the same subnet as the local, numbered interface.

If a MAX uses a numbered interface, note the following differences and similarities in
operation as compared to unnumbered (system-based) routing:

« |P packets generated in the MAX and sent to the remote address have an IP source address
corresponding to the numbered interface, not the systemwide (Ethernet) address.

e« The MAX adds all numbered interfaces to its routing table as host routes.
« The MAX accepts IP packets addressed to a numbered interface, considering them to be

destined for the MAX itself. (The packet can actually arrive over any interface, and the
numbered interface corresponding to the packet's destination address need not be active.)
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Configuring the local IP network setup

The Ethernet profile consists of system-global parametersthat affect all IP interfacesin the
MAX. Following are the related parameters (shown with sample settings):

Et her net
Mod Config
Ether options...
IP Adrs=10.2.3.1/24
2nd Adrs=0.0.0.0/0
RIP=0ff
Ignore Def Rt=Yes
Proxy Mode=0ff

WAN options...
Pool#1 start=100.1.2.3
Pool#1 count=128
Pool#1 name=Engineering Dept.
Pool#2 start=0.0.0.0
Pool#2 count=0
Pool#2 name=
Pool#3 start=10.2.3.4
Pool#3 count=254
Pool#3 name=Marketing Dept.
Pool#4 start=0.0.0.0
Pool#4 count=0
Pool#4 name=
Pool#5 start=0.0.0.0
Pool#5 count=0
Pool#5 name=
Pool#6 start=0.0.0.0
Pool#6 count=0
Pool#6 name=
Pool#7 start=0.0.0.0
Pool#7 count=0
Pool#7 name=
Pool#8 start=0.0.0.0
Pool#8 count=0
Pool#8 name=
Pool#9 start=0.0.0.0
Pool#9 count=0
Pool#9 name=
Pool#A start=0.0.0.0
Pool#A count=0
Pool#A name=
Pool only=No
Pool Summary=No

Shared Prof=No
Telnet PW=Ascend

BOOTP Relay...
BOOTP Relay Enable=No
Server=N/A
Server=N/A

DNS...
Domain Name=abc.com
Sec Domain Name=
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Pri DNS=10. 65.212. 10

Sec DNS=12.20 7.23.51

Allow As Cdient DNS=Yes

Pri WNS=0.0.0.0

Sec WNS=0.0.0.0

Li st Attenpt=No

List Size=NA

Client Pri DNS=0.0.0.0

Client Sec DNS=0.0.0.0
SNTP Server. ..

SNTP Enabl ed=Yes

Ti me zone- UTC+0000

SNTP host #1=0.0.0.0

SNTP host #2=0.0. 0.0

SNTP host #3=0.0.0.0

UDP Cksum=No
Adv Di al out Rout es=Al ways

Understanding the IP network parameters

This section provides some background information about the 1P network configuration. For
detailed information about each parameter, see the MAX Reference Guide.

Primary IP address for each Ethernet interface

The IP Adrs parameter specifiesthe MAX unit's IP address for each local Ethernet interface.
When specifying the IP addresses for a MAX Ethernet interface, you must specify the subnet
mask. IP address and subnet mask are required settings for the MAX to operate as an IP router.

Second IP address for each Ethernet interface

The MAX can assign two unique IP addressesath physical Ethernet port and route
between them. This feature, referred talaa |1P, can give the MAX a logical interface on
each of two networks or subnets on the same backbone.

Usually, devices connected to the same physical wire all belong to the same IP network. With
dual IP, a single wire can support two separate IP networks, with devices on the wire assigned
to one network or the other and communicating by routing through the MAX.

Dual IP is also used to distribute the routing of traffic to a large subnet, by assigning IP
addresses on that subnet to two or more routers on the backbone. When a router has a direct
connection to the subnet as well as to the backbone network, it routes packets to the subnet and
includes the route in its routing table updates.

Dual IP also enables you to make a smooth transition when changing IP addresses. That is, a
second IP address can act as a placeholder while you are making the transition in other network
equipment.

Figure 8-4 shows two IP addresses assigned to each of the MAX unit's Ethernet interfaces.
10.1.2.4 and 11.6.7.9 are assigned to one interface, and 1. 12.1.1.2 and 13.9.7.5 are assigned to
the other. In this example, the MAX routes between all displayed networks. For example, the
host assigned 12.1.1.1 can communicate with the host assigned 13.9.7.4, the host assigned
10.1.2.3 and the host assigned 11.6.7.8. The host assigned 12.1.1.1 and the host assigned
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13.9.7.4 share a physical cable segment, but cannot communicate unless the MAX routes
between the 12.0.0.0 network and the 13.0.0.0 network.

Figure 8-4. Sample dual IP network

Address = 12.1.1.1 —>%

Address = 13.9. 7.44’%

— | |-—

= 4 Address = 10.1.2.3

- <4 Address = 11.6.7.8

Primary Address = 12.1.1.2
Secondary Address = 13.9.7.5

Primary Address = 10.1.2.4
Secondary Address = 11.6.7.9

Enabling RIP on the Ethernet interface

You can configure each IP interface to send RIP updates (inform other local routers of its
routes), receive RIP updates (learn about networks that can be reached through other routers on
the Ethernet), or both.

Note: Ascend recommends that you run RIP version 2 (RIP-v2) if possible. You should not

run RIP-v2 and RIP-v1 on the same network in such a way that the routers receive each other’s
advertisements. RIP-v1 does not propagate subnet mask information, and the default-class
network mask is assumed, while RIP-v2 handles subnet masks explicitly. Running the two
versions on the same network can result in RIP-v1 class subnet mask assumptions overriding
accurate subnet information obtained via RIP-v2.

Ignoring the default route

You can configure the MAX to ignore default routes advertised by routing protocols. This
configuration is recommended, because you typically do not want the default route changed by
a RIP update. The default route specifies a static route to another IP router, which is often a
local router such as an Ascend GRF400 or other kind of LAN router. When you configure the
MAX to ignore the default route, RIP updates do not modify the default route in the MAX
routing table.

Proxy ARP and inverse ARP

You can configure the MAX to respond to an ARP request with its own MAC address.
Typically, you enable Proxy ARP when the MAX supplies IP addresses dynamically to dial-in
users and both of the following conditions exist:

 The MAX-supplied IP addresses are in the same local subnet as the MAX.

* Hosts on the local subnet must send packets to the dial-in clients.

Normally, you should not need to enable Proxy ARP, because most routing protocols
(including those used over the Internet) are designed to propagate subnet mask information.

The MAX also supports Inverse Address Resolution Protocol (Inverse ARP). Inverse ARP
enables the MAX to resolve the protocol address of another device when the hardware address
is known. The MAX does not issue any Inverse ARP requests, but it does respond to Inverse
ARP requests that have the protocol type of IP (8000 hexadecimal), or in which the hardware
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address type is the two-byte Q.922 address (Frame Relay). All other types are discarded. The
Inverse ARP response packet sent by the MAX includes the following information:

« ARP source-protocol address (the MAX unit’s IP address on Ethernet)
* ARP source-hardware address (the Q.922 address of the local DLCI)

(For the details about Inverse ARP, see RFCs 1293 and 1490.)

Specifying address pools

You can define up to ten address pools in the Ethernet profile, with each pool supporting up to
254 addresses. The PollBtart parameter specifies the first address in a block of contiguous
addresses on the local network or subnet. The RdBBtnt parameter specifies how many
addresses are in the pool (up to 254). Addresses in a pool do not accept a submask, because
they are advertised as host routes. If you allocate IP addresses on a separate IP network or
subnet, make sure you inform other IP routers about the route to that network or subnet, either
by statically configuring those routes or configuring the MAX to dynamically send updates.

Forcing callers configured for a pool address to accept dynamic assignment

During PPP negotiation, a caller can reject the IP address offered by the MAX and present its
own IP address for consideration. Connection profiles compare IP addresses as part of
authentication, so the MAX would automatically reject such a request if the caller has a
Connection profile. However, Name-Password profiles have no such authentication
mechanism, and could potentially enable a caller to spoof a local address. The Pool Only
parameter can instruct the MAX to hang up if a caller rejects the dynamic assignment.

Summarizing host routes in routing table advertisements

IP addresses assigned dynamically from a pool are added to the routing table as individual host
routes. You can summarize this network (the entire pool), cutting down significantly on route
flappage and the size of routing table advertisements.

The Pool Summary setting enables or disables route summarization, which summarizes a
series of host routes into a network route advertisement. The MAX routes packets destined for
a valid host address on the summarized network to the host, and the MAX rejects packets
destined for an invalid host address with an IChé& unreachable message.

To use the pool summary feature, create a network-aligned pool and set the Pool Summary
parameter to Yes. To be network-aligned, the Pbiobtart address must be the first host

address. Subtract one from the PddlS$tart address to determine the network address (the

zero address on the subnet). Since the first and last address of a subnet are reserved, you must
set Pool # Count to a value that is two less than a power of two. For example, you can use
values 2, 6, 14, 30, 62, 126 or 254. The subnet mask includes a value that is two greater than
Pool #N Count. For example, with the following configuration:

Pool Summary=Yes
Pool#1 Start=10.12.253.1
Pool#1 Count=126

the network alignment address is (Pool Start #1 —1 ) 10.12.253.0 and the subnet mask is (Pool
#1 Count +2 addresses) 255.255.255.128. The resulting address-pool network is:
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10.12.253.0/25

For a sample configuration that shows route summarization, see “Configuring DNS” on
page 8-16.

Sharing Connection profiles

The Shared Prof parameter specifies whether the MAX allows more than one incoming call to
share the same Connection profile. This feature relates to IP routing because the sharing of
profiles must result in two IP addresses reached through the same profile.

In low-security situations, more than one dial-in user can share a name and password for
accessing the local network. This would require sharing a single Connection profile that
specifies bridging only, or dynamic IP address assignment. Each call would be a separate
connection. The name and password would be shared, and a separate IP address would be
assigned dynamically to each caller.

If a shared profile uses an IP address, it must be assigned dynamically, because multiple hosts
cannot share a single IP address.

Suppressing host route advertisements

The MAX creates host routes for Dial-in sessions and advertises them back to the backbone.
Dial-in sessions can cause excessive routing updates and, consequently, network delays. You
can set the Suppress Hosts Routes parameter to reduce the routing updates caused by dial-in
sessions.

Telnet password

The Telnet password is required from all users attempting to access the MAX unit by Telnet.
Users are allowed three tries to enter the correct password. If all three are unsuccessful, the
connection attempt fails.

BOOTP Relay

By default, a MAX does not relay Bootstrap Protocol (BOOTP) requests to other networks. It
can do so if you set Boot Relay Enable to Yes, but you must disable SLIP BOOTP in Ethernet
> Mod Config > TServ Options. SLIP BOOTP makes it possible for a computer connecting to
the MAX over a SLIP connection to use the Bootstrap Protocol. A MAX supports BOOTP on
only one connection. If you enable both SLIP BOOTP and BOOTP relay, you receive an error
message.

You can specify the IP address of one or two BOOTP servers but you are not required to
specify a second BOOTP server.

If you specify two BOOTP servers, the MAX that relays the BOOTP request determines when
to use each server. The order of the BOOTP servers in the BOOTP Relay menu does not
necessarily determine which server the MAX tries first.
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Local domain name

Use the Domain Name for DNS lookups. When you give the MAX a hostname to ook up, it
tries various combinations, including the appending of the configured domain name to the
hostname. The secondary domain hame (Sec Domain Name) can specify another domain that
the MAX can search. The MAX searches the secondary domain only after the domain
specified by the Domain Name parameter.

DNS or WINS name servers

When the MAX isinformed about DNS (or WINS), Telnet and Rlogin users can specify
hosthames instead of | P addresses. If you configure a primary and secondary name server, the
secondary server is accessed only if the primary one isinaccessible.

DNS lists
DNS can return multiple addresses for a hostname in response to a DNS query, but it does not
include information about availability of those hosts. Userstypically attempt to accessthe first
addressin thelist. If that host is unavailable, the user must try the next host, and so forth.
However, if the access attempt occurs automatically as part of immediate services, the physical
connection istorn down when theinitial connection fails. To avoid tearing down physical links
when a host is unavailable, you can set the List Attempt parameter to Yes. The List Size
parameter specifies the maximum number of hosts listed (up to 35).

Client DNS
Client DNS configurations define DNS server addresses that will be presented to WAN
connections during |PCP negotiation. They provide away to protect your local DNS
information from WAN users. Client DNS hastwo levels: aglobal configuration that appliesto
all PPP connections (defined in the Ethernet profile), and a connection-specific configuration
that applies only to the WAN connection defined in the Connection profile. The global client
addresses are used only if none are specified in the Connection profile.

SNTP service

The MAX can use Simple Network Time Protocol (SNTP)—RFC 1305) to set and maintain its
system time by communicating with an SNTP server. SNTP must be enabled for the MAX to
use it to communicate with the server. In addition, you must specify your time zone as an offset
from Universal Time Coordinated (UTC). UTC is the same as Greenwich Mean Time (GMT).
Specify the offset in hours, using a 24-hour clock. Because some time zones, such as
Newfoundland, do not have an even hour boundary, the offset includes four digits and is stated
in half-hour increments. For example, in Newfoundland the time is 1.5 hours behind UTC and
is represented as follows:

UTC -0130

For San Francisco, which is 8 hours behind UTC, the time would be:
UTC -0800

For Frankfurt, which is 1 hour ahead of UTC, the time would be:
utC +0100
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Specifying SNTP server addresses

The Host parameter lets you specify up to three server addresses. The MAX pollsthe
configured SNTP server at 50-second intervals. The MAX sends SNTP requests to the first
address. It sends requests to the second only if the first isinaccessible, and to the third only if
the second isinaccessible.

UDP checksums

If dataintegrity is of the highest concern for your network, and having redundant checksis
important, you can turn on UDP checksums to generate a checksum whenever a UDP packet is
transmitted. UDP packets are transmitted for queries and responses related to ATMP,
SYSLOG, DNS, ECHOSERV, RADIUS, TACACS, RIP, SNTP, and TFTP.

Setting UDP checksums to Yes could cause a slight decrease in performance, but in most
environments the decrease is not noticeable.

Poisoning dialout routes in a redundant configuration

If you have another Ascend unit backing up the MA X in aredundant configuration on the same
network, you can set the Adv Dialout Routes parameter to instruct the MAX to stop
advertising | P routes that use dial servicesif its trunks experience an alarm condition. Unless
you specify otherwise, the MAX continues to advertiseits dialout routes, which prevents the
redundant unit from taking over the routing responsibility.

Examples of IP network configuration

This section shows some examples of Ethernet profile IP configuration. One of the examples,
“Configuring DNS” on page 8-16 shows an Ethernet profile, Route profile, and Connection
profile configuration that work together.

Configuring the MAX IP interface on a subnet

On a large corporate backbone, many sites configure subnets to increase the network address
space, segment a complex network, and control routing in the local environment. For example,
Figure 8-5 shows the main backbone IP network (10.0.0.0) supporting an Ascend GRF router
(10.0.0.17).
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Figure 8-5. Creating a subnet for the MAX

GRF
10.0.0.17

N

MAX

10.0.00 10.2.3.1/24

You can place the MAX on a subnet of that network by entering a subnet mask inits P address
specification. For example:

1 Open Ethernet > Mod Config > Ether Options.
2 Specify the IP subnet address for the MAX on Ethernet. For example:

Et her net
Mod Config
Ether options...
IP Adrs=10.2.3.1/24

3 Configurethe MAX to receive RIP updates from the local GRF router:
RIP=Recv=v2
4  Closethe Ethernet profile.

With this subnet address, the MAX requires a static route to the backbone router on the main
network. Otherwise, it can only communicate with devices on the subnetsto whichitis
directly connected. To create the static route and make the backbone router the default route:

1 Openthe Default IP Route profile.
2 Specify the |P address of a backbone router in the Gateway parameter. For example:

Ethernet
Static Rtes

Name=Default
Active=Yes
Dest=0.0.0.0/0
Gateway=10.0.0.17
Preference=100
Metric=1
DownPreference=140
DownMetric=7
Private=Yes

3 Closethe Default IP Route profile.
For more information about IP Route profiles, see “Configuring IP routes and preferences” on

page 8-33. To verify that the MAX is up on the local network, invoke the terminal-server
interface and Ping a local IP address or hostname. For example:

ascend% ping 10.1.2.3

You can terminate the Ping exchange at any time by pressing Ctrl-C.
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Configuring DNS

The DNS configuration enables the MAX to use local DNS or WINS servers for lookups. In
this example of a DNS configuration, client DNSis not in use. Note that you can protect your
DNS servers from callers by defining connection-specific (client) DNS servers and specifying
that Connection profiles use those client servers. To configure the local DNS service:

1 Open Ethernet > Mod Config > DNS.

2 Specify the local domain name.

3 |If appropriate, specify a secondary domain name.
4

Specify the IP addresses of a primary and secondary DNS server, and turn on the DNS list
attempt feature:

Et her net
Mod Config

Domai n Nane=abc. com
Sec Donmai n Nane=
Pri DNS=10. 65. 212. 10
Sec DNS=12.20 7.23.51
Al low As Cient DNS=Yes
Pri WNS=0.0.0.0
Sec WNS=0.0.0.0
Li st Attenpt=Yes
Li st Size=35
Client Pri DNS=0.0.0.0
Client Sec DNS=0.0.0.0
Enabl e Local DNS Tabl e=No
Loc. DNSTab Aut o Updat e=No

5 Closethe Ethernet profile.

You can create alocal DNStableto provide alist of 1P addresses for a specific hosthame when
the remote DNS server fails to resolve the host name. If the local DNS table contains the host
name for the attempted connection, it providesthelist of IP addresses.

You create the DNS table from the terminal server by entering the hostnames and their IP
addresses. A table can contain up to eight entries, with amaximum of 35 IP addresses for each
entry. If you specify automatic updating, you only have to enter the first 1P address of each
host. Any others are added automatically.

Automatic updating replaces the existing address list for a host each time the remote DNS
server succeeds in resolving a connection to a host that isin the table. You specify how many
of the addresses returned by the remote server can be included in the new list.

Onthe MAX, thetable provides additional information for each table entry. Theinformationis
in the following two fields, which the MA X updates when the system matches the table entry
with a hostname not found by the remote server:

e # Reads— The number of reads since the MAX created the entry. The MAX updates this

field each time it finds a local name query match in the local DNS table.
e Time of Last Read

You can check the list of hostnames and IP addresses in the table by entering the

terminal-server command Show DNStab. Figure 8-6 shows an example of a DNS table on a
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MAX. Other terminal-server commands show individual entries, with alist of |P addresses for
the entry.

Figure 8-6. Local DNStable example

Local DNS Tabl e

Nane | P Address # Reads Tine of |ast read
e

2: "server.corp.com" 200.0.0.0 2 Feb 10 10:40: 44
3: "boonerang" 221.0.0.0 2 Feb 10 9:13:33
4: " eeeeee eeeeees

5 " eeeeee eeeeee-

6 " Ll aaaaaaa

7 "t eeeeee eeeeee-

Additional terminal-server commands

The terminal-server interface includes Show and DN Stab commands have been added to help
you view, edit, or and add entries to the DNS table.

Show commands

e Show ? displays a list that includes DNStab help.

 Show dnst ab displays the local DNS table.

 Show dnst ab ? displays help for the DNStab editor.

« Show dnst ab entry displays the local DNS table entry (all IP addresses in the list)

DNSt ab commands

The terminal server DNStab command has the following variations:

DNStab command  Description

DNStab Displays help information about the DNS table.
DNStab Show Displays the local DNS table.
DNStab EntryN Displays a list for entrid in the local DNS table.

The list displayed includes the entry and all the IP addresses stored for
that entry up to a maximum number of entries specified in the List
Size parameter.

If List Attempt=No, no list is displayed.
DNStab Edit Start editor for the local DNS table.
Configuring the local DNS table

To enable and configure the local DNS table:
1 Display Ethernet > Mod Config > DNS menu.
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5

Select a setting for the List Attempt parameter.

Specify the list size by setting the List Size parameter.

Select Enable Local DNS Table=Yes.

The default is No.

Select a setting for the Loc.DNS Tab Auto Update parameter.

Criteria for valid names in the local DNS table

Each namein the local DNS table:

Must be unique in the table.

Must start with an alphabetic character, which can be either uppercase or lowercase.
Must be less than 256 characters

Can be a local name or a fully qualified name that includes the domain name.

Periods at the ends of names are ignored.

Entering IP addresses in the local DNS table

To enter IP addresses in a local DNS table, you use the DNS table editor from the terminal
server. While the editor is in use, the system cannot look up addresses in the table or perform
automatic updates. A tabdetry is one of the eight table indexes. It includes the hostname, IP
address (or addresses), and information fields. To place the initial entries in the table:

1

At the terminal-server interface, tydest ab edi t.

Before you make any entries, the table is empty. The editor initially displays zeros for each
of the eight entries in the table. To exit the table editor without making an entry, press
Enter.

Type an entry number and press Enter.

A warning appears if you type an invalid entry number. If the entry exists, the current
name for that entry appears in the prompt.

Type the name for the current entry.

If the system accepts the name, it places the name in the table and prompts you for the IP
address for the name that you just entered. (For the characteristics of a valid name, see
“Criteria for valid names in the local DNS table” on page 8-18.)

If you enter an invalid name, the system prompts you to enter a valid name.

Type the IP address for the entry.

If you enter an address in the wrong format, the system prompts you for the correct
format. If your format is correct, the system places the address in the table and the editor
prompts you for the next entry.

When you are finished making entries, type the I&temd press Enter when the editor
prompts you for another entry.

Editing the local DNS table

To edit the DNS table entries, you access the DNS table editor from the terminal server. While
the editor is in use, the system cannot look up addresses in the table or perform automatic
updates. A tablentry is one of the eight table indexes. It includes the host name, IP address (or
addresses), and information fields. To edit one or more entries in the local DNS table:

1

At the terminal-server interface, tydast ab edi t
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If the table has already been created, the number of the entry last edited appearsin the
prompt.

2 Typean entry number, or press Enter to edit the entry number currently displayed.

A warning appears if you type an invalid entry number. If the entry exists, the current
value for that entry appears in the prompt.

3 Replace, accept, or clear the displayed name, as follows:
— Toreplace the name, type a new name and press Enter.
— To accept the current name, press Enter.

— To clear the name, press the spacebar, then press Enter.

If you enter a valid name, the system places it in the table (or leaves it there if you
accept the current name) and prompts you for the corresponding IP address. (For the
characteristics of a valid name, see “Criteria for valid names in the local DNS table”
on page 8-18.)

If you clear an entry name, all information in all fields for that entry is discarded.

4  Either type a new IP address and press Enter, or leave the current address and just press
Enter.

— To change the IP address, type the new IP address.

— If you are changing the name of the entry but not the IP address, just press Enter.

If the address is in the correct format, the system places it in the table and prompts you for
another entry.

5 When you are finished making entries, type the |&temd press Enter when the editor
prompts you for another entry.

Deleting an entry from the local DNS table

To delete an entry from the local DNS table:

1 Atthe terminal-server interface, tydest ab edi t to display the table.
2 Type the number of the entry you want to delete and press Enter.

3 Press the spacebar, then press Enter.

Setting up address pools with route summarization

The address pool parameters enable the MAX to assign an IP address to incoming calls that are
configured for dynamic assignment. These addresses are assigned on a first-come, first-served
basis. After the MAX terminates a connection, its address is freed up and returned to the pool
for reassignment to another connection. Figure 8-7 shows a host using PPP dial-in software to
connect to the MAX.

Figure 8-7. Address assigned dynamically from a pool
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=

IP Adrs=10.2.3.1/24 =10.2.3.212/32
Pool#1=10.2.3.200 j
Pool count=55

This example shows how to set up network-aligned address pools and use route
summarization. It also shows how to enter a static route for the pool subnet and make the
Connection profile route private, both of which are requirements when using route
summarization.

Following are the rules for network-aligned address poals:
* The Pool Start address must be the first host address.

Subtract one from the PooN#Start address for the base address for the subnet.
e The Pool # Count value must be two less than the total number of addresses in the pool.

Add two to Pool # Count for the total number of addresses in the subnet, and calculate
the netmask for the subnet the basis of this total.

For example, the following configuration is network aligned:

Et her net
Mod Config
WAN options. ..
Pool #1 start=10.12.253.1
Pool #1 count =62
Pool #1 name=Engi neeri ng Dept.
Pool Sunmary=Yes

Pool #1 Start is set to 10.12.253.1. When you subtract one from this address, you get
10.12.253.0, which is a valid base address for a subnet defined by a mask of 255.255.255.192.
Note that 10.12.253.64, 10.12.253.128, and 10.12.253.192 are also valid zero addresses for the
same mask. The resulting address pool subnet is 10.12.253.0/26.

Pool #1 Count is set to 62. When you add two to the Pool #1 Count, you get 64. The subnet
mask for 64 addresses is 255.255.255.192 (256—64 = 192). The Ascend subnet notation for a
255.255.255.192 mask is /26.

After verifying thatevery one of the configured address pools is network-aligned, you must

enter a static route for each of them. These static routes handle all IP address that have not been
given to users by routing them to the reject interface or the black-hole interface. (See “MAX IP
interfaces” on page 8-5).

Note: The MAX creates a host route for every address assigned from the pools, and host
routes override subnet routes. Therefore, packets whose destination matches an assigned IP
address from the pool are properly routed and not discarded or bounced. Because the MAX
advertises the entire pool as a route, and only privately knows which IP addresses in the pool
are active, a remote network can improperly send the MAX a packet for an inactive IP address.
Depending on the static-route specification, these packets are either bounced with an ICMP
host unreachable message or silently discarded.

8-20

MAX 800 Series Network Configuration Guide



Configuring IP Routing

Configuring the local IP network setup

For example, the following static route specifies the black-holeinterface, soit silently discards
all packets whose destination falls in the pool's subnet. In addition to the Dest and Gateway
parameters that define the pool, be sure you have set the Metric, Preference, Cost, and Private

parameters as shown.

Et her net

Static Res
Nanme=pool - net
Acti ve=Yes
Dest =10. 12. 253. 0/ 26
CGat eway=127.0.0.0
Pr ef erence=0
Metric=0
Cost =0
Pri vat e=No

The routing table contains the following lines:
Desti nation Gat eway I F

10. 12. 253. 0/ 26 -
127.0.0.0/ 32 -
127.0.0.1/32 -
127.0.0.2/ 32 -

bh0
bh0
| 00
rjo

Fl g

C

CcP
CcP
CcP

Pr ef

O O o

Met

O O O o

Use

O O o o

Age

172162
172163
172163
172163

When you configure Connection profiles that assign IP addresses from the pool, make sure you
set the Private parameter to Yes. For example:

Et her net
Connecti ons
Ip options...

LAN Adrs=0.0.0.0/0

WAN Al ias=0.0.0.0
| F Adrs=0.0.0.0/0
Pr ef erence=100
Cost =0

Pri vat e=Yes

Rl P=CF f

Pool =1

MAX 800 Series Network Configuration Guide
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Configuring IP routing connections

When you enable IP routing and addresses are specified in a Connection profile, you define an
IP WAN interface. Following are the related parameters (shown with sample settings):

Et her net
Answer
Assi gn Adrs=Yes
PPP options...

Rout e | P=Yes

Sessi on options...
Rl P=0CF f

Et her net
Connecti ons
St ati on=r enot e- devi ce

Rout e | P=Yes

| P options...
LAN Adrs=0.0.0.0/0
WAN Alias=0.0.0.0/0
| F Adrs=0.0.0.0/0
Pr ef erence=100
Metric=7
DownPr ef er ence=120
DownMet ri c=9
Pri vat e=No
Rl P=CF f
Pool =0

Sessi on options...
IP Direct=0.0.0.0

Understanding the IP routing connection parameters

Assign Adrs

Route IP

This section provides some background information about enabling IP routing in the Answer
profile and Connection profiles. For detailed information about each parameter, see the MAX
Reference Guide.

In the Answer profile, the Assign Adrs parameter must be set to Yes, to enable the MAX to

allocate IP addresses dynamically from a pool of designated addresses on the local network.

The caller's PPP software must be configured to accept an address dynamically. If the Pool
Only parameter is set to Yes in the Ethernet profile, the MAX terminates connections that
reject the assigned address during PPP negotiation. For related information, see “Configuring
dynamic address assignment to a dial-in host” on page 8-25.

Set Route IP in Answer > PPP Options to Yes to enable the MAX to negotiate a routing
connection.
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Enabling IP routing for a WAN interface

To enable I P packets to be routed for this connection, set the Route | P parameter to Yesin the
Connection profile. When you enable | P routing, | P packets are always routed, they are never
bridged.

Configuring the remote IP address

WAN Alias

The LAN Adrs parameter specifies the | P address of the remote device. Before accepting acall
from the far end, the MAX matches this address to the source | P address presented by the
calling device. It can be one of the following values:

Value How to specify

IP address of arouter [f the remote deviceisan IP router, specify its address, including its
subnet mask identifier. (For background information, see “IP
addresses and subnet masks” on page 8-2.) If you omit the mask, the
MAX inserts a default subnet mask that makes the entire far-end
network accessible.

IP address of a dial-iff the remote device is a dial-in host running PPP software, specify its

host address, including a subnet mask identifier of /32 (for example,
10.2.3.4/32).

The null address If the remote device is a dial-in host that accepts dynamic address

(0.0.0.0) assignment, leave the LANS Adrs parameter blank.

Note: The most common cause of trouble in initially establishing an IP connection is
incorrect configuration of the IP address or subnet specification for the remote host or calling
device.

A WAN dliasisanother | P address for the remote device, used for numbered-interface routing.
The WAN aliaswill belisted intherouting table as agateway (next hop) to the Lan Adrsvalue.
The caller must use a numbered interface, and its interface address must agree with the WAN
Alias setting.

Specifying a local IP interface address

The IF Adrs parameter specifies another local 1P-interface address, to be used as the local
numbered interface instead of Ethernet IP Adrs (the default).

Assigning metrics and preferences

Connection profiles often represent switched connections, which have an initial cost that you
avoided if you use a nailed-up link to the same destination. To favor nailed-up links, you can
assign a higher metric to switched connections than to any of the nailed-up links to the same
destination.

MAX 800 Series Network Configuration Guide 8-23



Configuring IP Routing
Configuring IP routing connections

Private routes

Each connection represents a static route, which has a default preference of 100. (For other
preferences, see “Route preferences and metrics” on page 8-5.) For each connection, you can
fine-tune the route preference or assign a completely different preference.

Note: You can configure the DownMetric and DownPreference parameters to assign different
metrics or preferences to routes on the basis of whether the route is in use or is down. You can
direct the MAX to use active routes, if available, rather than choose routes that are down.

The Private parameter specifies whether the MAX discloses the existence of the route when
queried by RIP or another routing protocol. The MAX uses private routes internally. They are
not advertised.

Assigning the IP address dynamically

The Pool parameter specifies an IP-address pool from which the MAX assigns the caller an IP
address. If the Pool parameter is null but all other configuration settings enable dynamic
assignment, the MAX gets IP addresses from the first defined address pool.

IP direct configuration

An IP Direct configuration bypasses routing and bridging tables for all incoming packets and
sends each packet received to the specified IP address. All outgoing packets are treated as
normal IP traffic. They are not affected by the IP Direct configuration.

Note: Typically, you configure IP Direct connections with RIP turned off. If you set the IP
Direct configuration with RIP set to receive, the MAX forwards all RIP updates to the
specified address. Typically, this is not desirable, because RIP updates are designed to be
stored locally by the IP router (in this case, the MAX).

Configuring RIP on this interface

You can configure an IP interface to send RIP updates, receive RIP updates or both.

Ascend recommends that you run RIP version 2 (RIP-v2) if possible. Ascend does not
recommend running RIP-v2 and RIP-v1 on the same network in such a way that the routers
receive each other’s advertisements. RIP-v1 does not propagate subnet mask information, and
the default class network mask is assumed, while RIP-v2 handles subnet masks explicitly.
Running the two versions on the same network can result in Régegdes overriding

accurate subnet information obtained via RIP-v2.

Checking remote host requirements

IP hosts, such as UNIX systems, Windows or OS/2 PCs, or Macintosh systems, must have
appropriately configured TCP/IP software. A remote host calling into the local IP network
must also have PPP software.
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UNIX software
UNIX systemstypically include a TCP/IP stack, DNS software, and other software, files, and
utilities used for Internet communication. UNIX network administration documentation
describes how to configure these programs and files.

Window or OS/2 software

PCs running Windows or OS/2 need TCP/IP networking software. The software is included
with Windows 95, but the user might need to purchase and install it separately if the computer
has an earlier version of Windows, or OS/2.

Macintosh software

Macintosh computers need MacTCP or Open Transport software for TCP/IP connectivity.
Apple system software versions 7.1 or later include MacTCP. To seeif a Macintosh has the
software, the user should open the Control Panels folder and look for MacTCP or MacTCP
Admin.

Software configuration

For any platform, the TCP/IP software must be configured with the host’s IP address and
subnet mask. If the host obtains its IP address dynamically from the MAX, the TCP/IP
software must be configured to enable dynamic allocation. If your local network supports a
DNS server, you should also configure the host software with the DNS server’s address.

Typically, the host software is configured with the MAX as its default router.

Examples of IP routing connections

This section provides sample Connection profile configurations for IP routing. The examples
presume that you have configured the Ethernet profile correctly, as described in “Configuring
the local IP network setup” on page 8-8.

Configuring dynamic address assignment to a dial-in host

In this example, the dial-in host is a PC that accepts an IP address assignment from the MAX
dynamically. Figure 8-8 shows a sample network.

Figure 8-8. A dial-in user requiring dynamic | P address assignment

SteA
MAX

Modem SiteB
e
IP Adrs=10.2.3.1/24 =10.2.3.212/32

Pool#1=10.2.3.200 j

Pool count=55

MAX 800 Series Network Configuration Guide 8-25



Configuring IP Routing
Configuring IP routing connections

Inthisexample, Site A isabackbone network and Site B isasingle dial-in host with amodem,
TCP/IP stack, and PPP software. The PPP software running on the PC at Site B must be
configured to acquireits | P address dynamically. For example, the following asample software
configuration presumes that the PC has a modem connection to the MAX:

User nane=vi ct or

Accept Assigned | P=Yes

| P address=Dynami ¢ (or Assigned or N A)
Net mask=255. 255. 255. 255 (or None or N A)
Def aul t Gat eway=None or N A

Name Server=10. 2. 3.55

Domai n suf fi x=abc. com

Baud rat e=38400

Har dwar e handshaki ng ON

VAN Jacobsen conpressi on ON

To configure the MAX to accept dial-in connections from Site B and assign an | P address:

1
2

Open Ethernet > Mod Config > WAN Options.

Enter the start address of the pool and the number of contiguous addresses it includes. For
example:

Et her net
Mod Config
WAN options...

Pool#1 start=10.12.253.1
Pool#1 count=126

Pool#1 name=Engineering Dept.
Pool only=Yes

Pool Summary=Yes

Open the Ether Options subprofile and turn on Proxy Mode:

Ether options...
Proxy Mode=Yes

Close the Ethernet profile.
Open the Answer profile and enable both dynamic address assignment and I P routing:

Ethernet
Answer
Assign Adrs=Yes
PPP options...
Route IP=Yes

Close the Answer profile.
Open a Connection profile for the dial-in user.
Specify the user’s name, activate the profile, and set encapsulation options. For example:

Et her net
Connecti ons

St ati on=vi ctor

Acti ve=Yes

Encaps=PPP

Encaps options. ..
Send Aut h=CHAP
Recv PW* SECURE*

Configure IP routing and address assignment:
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Rout e | P=Yes

IP options...
LAN Adrs=0.0.0.0/0
RIP=0ff
Pool=1

10 Close the Connection profile.

Configuring a host connection with a static address

A host connection with a static address enables the dial-in host to keep its own | P address when

logging into the MAX IP network. For example, if a PC user telecommutes to one | P network

and uses an ISP on another 1P network, one of the connections can assign an |P address

dynamically and the other can configure a host route to the PC. This example shows how to

configure a host connection with a static address. For details about the /32 subnet mask, see “IP
addresses and subnet masks” on page 8-2.)

Figure 8-9. Adial-in user requiring a static |P address (a host route)

SteA
MAX

SteB

=
10.8.9.10
Host with ISDN

modem card
installed

In this example, the PC at Site B is running PPP software that includes settings like these:

User nane=patti

Accept Assigned I P=N A (or No)
| P address=10.8.9. 10

Subnet mask=255. 255. 255. 255
Def ault Gateway=N A (or None)
Narme Server=10.7.7.1

Domai n suffi x=abc. com

VAN Jacobsen conpressi on ON

To configure the MAX to accept dial-in connections from Site B:
1 Open the Answer profile and enable IP routing:

Et her net
Answer
PPP options...
Route IP=Yes

Close the Answer profile.
Open a Connection profile for the dial-in user.
Specify the user’'s name, activate the profile, and set encapsulation options. For example:

Et her net
Connecti ons
Station=patti
Act i ve=Yes
Encaps=PPP
Encaps options. ..
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Send Aut h=CHAP
Recv PW* SECURE*

5 Configure IP routing:

Rout e | P=Yes

IP options...
LAN Adrs=10.8.9.10/32
RIP=0ff

6 Closethe Connection profile.
Configuring an IP Direct connection
You can configure a Connection profile to automatically redirect incoming I P packetsto a

specified host on the local 1P network without having the packets pass through the routing
engine on the MAX as shown in Figure 8-10.

Figure 8-10. Directing incoming IP packets to one local host

Site A

IP Direct=10.2.3.11
IP Adrs=10.2.3.1/22

IP Adrs=10.8.9.10/22 =
’ Ethernet | ==
Pipeline i

Ethernet

Host=10.2.3.11

Note: IP Direct connectionstypically turn off RIP. If the connection is configured to receive
RIP, al RIP packets from the far side are kept locally and forwarded to the | P address you
specify for IP Direct.

To configure an |P Direct connection:
1 Openthe Answer profile and enable I P routing:

Ethernet
Answer
PPP options...
Route IP=Yes

2 Closethe Answer profile.
Open a Connection profile for the dial-in connection.

Specify the remote device’s name, activate the profile, and set encapsulation options. For
example:

Et her net
Connecti ons

St ati on=Pi pel i nel

Acti ve=Yes

Encaps=MPP

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw

5 Configure IP routing:
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Rout e | P=Yes

IP options...
LAN Adrs=10.8.9.10/22
RIP=0ff

6  Open the Session Options subprofile and specify the IP Direct host. For example:

Session options...
IP Direct=10.2.3.11

7 Closethe Connection profile.
Note: TheIP Direct address you specify in Connections > Session Optionsis the address to
which the MAX directs al incoming packets on this connection. When you use the IP Direct

feature, auser cannot Telnet directly to the MAX from the far side. The MAX directs all
incoming IP traffic to the specified address on the local |P network.

Configuring a router-to-router connection

In this example, the MAX connectsto a corporate | P network and needs a switched connection
to another company that hasits own IP configuration. Figure 8-11 shows the network diagram.

Figure 8-11. A router-to-router |P connection

Site A

Ethernet Ethernet
Pipeline
B IP adrs=10.2.3.1/22 LAN Adrs=10.9.8.10/22

This exampl e assumes that the Answer profile in each of the two devices enable IP routing. To
configure the Site A MAX for a connection to Site B:

1 Open aConnection profile for the Site B device.

2 Specify the remote device’s name, activate the profile, and set encapsulation options. For

example:

Et her net
Connecti ons

St ati on=Pi pel i neB

Acti ve=Yes

Encaps=MPP

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw

3 Configure IP routing:

Rout e | P=Yes

IP options...
LAN Adrs=10.9.8.10/22
RIP=0Off

4 Closethe Connection profile.
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To configure the Site B Pipeline:
5  Open the Connection profile for the Site A MAX.

6 Specify the Site A MAX unit’s name, activate the profile, and set encapsulation options.
For example:

Et her net
Connecti ons

St at i on=MAXA

Acti ve=Yes

Encaps=MPP

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw

7 Configure IP routing.

Rout e | P=Yes

IP options...
LAN Adrs=10.2.3.1/22
RIP=0ff

8 Closethe Connection profile.

Configuring a router-to-router connection on a subnet

In the sample network illustrated in Figure 8-12, the MAX connects telecommuters with their

own Ethernet networks to the corporate backbone. The MAX ison asubnet, and assigns subnet
addresses to the telecommuters’ networks.

Figure 8-12. A connection between local and remote subnets

y

P ’.pe””e 10.7.8.232
10.7.8.200/24 =
step  107.8.204

This example assumes that the Answer profile in each of the two devices enables IP routing.
Because the MAX specifies a subnet mask as part of its own IP address, the MAX must use
other routers to reach IP addresses outside that subnet. To forward packets to other parts of the
corporate network, the MAX either must have a default route configuration to a router in its

own subnet (for example the Cisco router in Figure 5-12) or must enable RIP on Ethernet.

To configure the MAX at Site A with an IP routing connection to Site B:

1 Open a Connection profile for the Site B device.
2 Specify the remote device’s name, activate the profile, and set encapsulation options. For
example:
Et her net

Connecti ons
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St ati on=Pi pel i neB

Active=Yes

Encaps=MPP

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw

3 Configure IP routing:

Rout e | P=Yes

IP options...
LAN Adrs=10.7.8.200/24
RIP=0Off

4 Closethe Connection profile.

To specify the local Cisco router as the MAX unit’s default route:
1 Open the Default IP Route profile.
2 Specify the Cisco router’s address as the gateway address.

Et her net

Static Rtes
Nane=Def aul t
Acti ve=Yes
Dest=0.0.0/0
Gat eway=10. 4. 4. 133
Metric=1
Pr ef erence=10
Pri vat e=Yes

3 Close the IP Route profile.

To configure the Site B Pipeline unit for a connection to Site A:
4 Open the Connection profile in the Pipeline unit for the Site A MAX.

5 Specify the Site A MAX unit’s name, activate the profile, and set encapsulation options.
For example:

Et her net
Connecti ons

St at i on=MAXA

Acti ve=Yes

Encaps=MPP

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw

6 Configure IP routing:

Rout e | P=Yes
IP options...
LAN Adrs=10.4.5.1/24
RIP=Off
To make the MAX the default route for the Site B Pipeline unit:
1 Openthe Default IP Route profile in the Site B Pipeline.

2 Specify the MAX unit at the far end of the WAN connection as the gateway address:
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Et her net

Static Rtes
Nane=Def aul t
Acti ve=Yes
Dest=0.0.0/0
CGat eway=10.4.5.1
Metric=1
Pr ef erence=100
Pri vat e=Yes

3 ClosetheIP Route profile.

Configuring a numbered interface

Inthefollowing example, the MAX isasystem-based router but supports anumbered interface

for one of its connections. (If you are not familiar with numbered interfaces, see “Numbered
interfaces” on page 8-6.) The double-headed arrow in Figure 8-13 indicates the numbered
interface for this connection.

Figure 8-13. Example of a numbered interface

10.2.3.4/24

10.2.3.5/24 : ’

10.7.8.9/24

10.5.6.7/24 - P 10.5.6.8/24

The numbered interface addresses are:
« |F Adrs=10.5.6.7/24
« WAN Alias=10.5.6.8/24

An unnumbered interface is also shown in Figure 8-13. The 10.1.2.3/32 connection uses a
single system-based address for both the MAX itself and the dial-in user. To configure the
unnumbered interface:

1 Open Ethernet > Mod Config > Ether Options and verify that the IP Adrs parameter is set
to the IP address of the Ethernet interface of the MAX:

Et her net
Mod Config
Et her options...
| P Adrs=10.2. 3.4/ 24

2 Close the Ethernet profile.

3 Open the Connection profile and configure the required parameters, then open the IP
Options subprofile.

4  Specify the IP address of the Ethernet interface of the remote device by setting the LAN
Adrs parameter.

Et her net
Connecti ons
| P options...

LAN Adrs=10. 3. 4.5/ 24
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5  Specify the numbered interface address for the remote device in the WAN Alias parameter.

| P options...
WAN Al i as=10.7.8.9/24

6 Closethe Connection profile.

Configuring IP routes and preferences

The I P routing table contains routes that are configured (static routes) and routes that are
learned dynamically from routing protocols such as RIP. Configuration of static routesinvolve
the following parameters (shown with sampl e settings):

Et her net

Static Rtes
Nane=r out e- nane
Acti ve=Yes
Dest =10. 2. 3. 0/ 24
Gat eway=10. 2. 3. 4
Metric=2
Pr ef erence=100
Pri vat e=No

Et her net
Connecti ons

Rout e | P=Yes

| P options...
LAN Adrs=10. 2. 3. 4/ 24
WAN Al i as=10.5.6.7/24
| F Adrs=10.7.8.9/24
Pr ef erence=100
Metric=7
DownPr ef erence=120
DownMet ri c=9
Pri vat e=No
Sour cel P Check=No
Rl P=CF f
Pool =0
Client Pri DNS=

Et her net
Mod Config
Ether options...
IP Adrs=10.2.3.1/24
2nd Adrs=0.0.0.0/0
RIP=0ff
Ignore Def Rt=Yes
Proxy Mode=0Off
Filter=0
IPX Frame=N/A

Route Pref...
Static Preference=100
Rip Preference-100
RIP Queue Depth=
RipAseType=Type2
Rip Tag=c8000000
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Understanding the static route parameters

This section provides some background information about static routes. For detailed
information about each parameter, see the MAX Reference Guide.

2nd Adrs

The 2nd Adrs parameter assigns a second | P address to the Ethernet interface. With a second
address, the MAX has alogical interface on two networks or two subnets on the same
backbone. The configuration is sometimes called dual IP... The default value is 0.0.0.0/0.

Active

A route must be active to affect packet routing. If Active=No, the route isignored.

Client Pri DNS

The Client Pri DNS parameter specifies a primary DNS server address that the MAX sends to
any |P-routing PPP client connecting to the MAX. The client DNS feature hastwo levels: a
global configuration that appliesto al PPP connections, and a connection-specific
configuration that applies to that connection only. The MAX uses global client addresses only
if you specify none in the Connection profile. Also, you can choose to present your local DNS
serversif there are no defined or available client servers. You can specify the IP address of a
DNS server to be used for all connections that do not have a DNS server defined. The default
valueis0.0.0.0.

Dest

The destination address of aroute is the target network (the destination address in a packet).
Packets destined for that host use this static route to bring up the right connection. The zero

address (0.0.0.0) represents the default route (the destination to which packets are forwarded
when there is no route to the packet’s destination).

DownMetric

The DownMetric parameter specifies the metric for a route whose associated WAN connection
is down. The higher the metric, the less likely that the MAX will use the route. You can specify
an integer. The default is 7.

DownPreference

The DownPreference parameter specifies the preference value for a route whose associated
WAN connection is down. A higher preference number represents a less desirable route. You
can specify an integer. The default is 120.

Filter

The Filter parameter specifies the number of a data filter that applies to the Ethernet interface.
You can define the data filter to help manage data flow to and from the Ethernet interface. The
filter examines every packet, and forwards or discards the packet on the basis of the configured
Filter profile. You can specify a number from 0 to 199. The number you enter depends on the
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IF Adrs

Gateway

Ignore Def Rt

IP Adrs

IPX Frame

LAN Adrs

Metric

Name

whether you are applying afilter created using the VT100 interface, or afirewall created using
Secure Access Manager (SAM).

The IF Adrs parameter specifies another local 1P-interface address, to be used as the local
numbered interface instead of the default (the Ethernet IP Adrs).

The Gateway parameter specifies the IP address of the router or interface through which to
reach the target network.

The Ignore Def Rt parameter specifies whether the MAX ignores the default route when
updating its routing table via RIP updates. The default route specifies a static route to another
I P router, which is often alocal router such as a Cisco router or another kind of LAN router.
When the MAX is configured to ignore the default route, RIP updates will not modify the
default route in the MAX routing table. You can specify either Yes or No. No is the default.

The IP Adrs parameter specifies the MAX unit’s IP address on the local Ethernet. The MAX
creates a route for this address at system startup.

The IPX Frame parameter specifies the packet frame used by the majority of NetWare servers
on Ethernet. The MAX routes and spoofs only one IPX frame type (IEEE 802.2 by default),
which is specified in the IPX Frame parameter. If some NetWare software transmits IPX in a
frame type other than the type specified here, the MAX drops those packets, or if bridging is
enabled, it bridges them.

The LAN Adrs parameter specifies the IP address of Ethernet interface of the remote-end host
or router. You can specify a valid IP address and subnet mask.

In a Connection or Route profile, Metric specifies a RIP metric associated with the IP route. In
the Answer profile, it specifies the RIP metric of the IP link when the MAX validates an
incoming call using RADIUS or TACACS and Use Answer as Default is enabled.

IP routes are indexed by name. You can assign any name of less than 31 characters.
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NSSA-ASE7

Pool

Preference

Private

Proxy Mode

RIP

The NSSA-ASE 7 parameter specifies that area border routers convert ASE type-7 LSA to an
ASE type-5 LSA. ASE type-7s can be imported only from static route definitions. NSSAs are
described in RFC 1587. You can specify Advertise, or DoNotAdvertise.

The Pool parameter specifies an | P address pool that the MAX assignsto incoming calls. If the
Pool parameter is null but all other configuration settings enable dynamic assignment, the
MAX gets | P addresses from the first defined address pool. You can define up to 10 | P address
poolsin the VT100 interface. Specify the number of the pool. The default is 1.

The Preference parameter specifies the Preference value for aroute. RIP is a distance-vector
protocol, which uses a hop count to select the shortest route to a destination network. The
MAX supports route preferences.

The Private parameter specifies whether the MAX will disclose the existence of this route
when queried by RIP or another routing protocol. Private routes are used internally but are not
advertised. You can specify Yes or No. The default is No.

The Proxy Mode parameter specifies under what conditions the MAX responds to ARP
reguests for remote devices. When you enable Proxy Mode, the MAX responds to the ARP
reguest with its own MAC address. You can specify one of the following values:

» Off—Disables proxy ARP. The default is Off.

« Always—Specifies that the MAX responds to any ARP request with its own MAC
address if the ARP request is sent to a host to which the MAX has a route.

« Active—Specifies that the MAX responds to any ARP request with its own MAC address
if the ARP request is sent to a host to which the MAX haactive connection.

* Inactive—Specifies that the MAX responds to an ARP request with its own MAC address
if the ARP request is sent to a host to which the MAX hasauative connection.

The RIP parameter specifies how the MAX handles RIP update packets on the interface. RIP
applies only if the MAX supports IP routing.

Note: You should configure all routers and hosts to run RIP-v2 instead of RIP-v1. The IETF
has voted to move RIP version 1 into Higtoric category and its use is no longer
recommended.

You can specify one of the following values:
« Off—Specifies that the MAX does not transmit or receive RIP updates. Off is the default.
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« Recv-v2—Specifies that the MAX receives RIP-v2 updates on the interface but does not
send RIP updates.

e Send-v2—Specifies that the MAX sends RIP-v2 updates on the interface but does not
receive RIP updates.

* Both-v2—Specifies that the MAX sends and receives RIP-v2 updates on the interface.

« Recv-vl—Specifies that the MAX receives RIP-v1 updates on the interface but does not
send RIP updates.

« Send-vl—Specifies that the MAX sends RIP-v1 updates on the interface but does not
receive RIP updates.

* Both-v1l—Specifies that the MAX sends and receives RIP-v1 updates on the interface.

RipAseType

The RipAseType parameter can specify Type-1 or Type-2. Type-1 is a metric expressed in the
same units as the link-state metric (that is, the same units as interface cost). Type-2 is
considered larger than any link-state path. It assumes that routing between autonomous
systems is the major cost of routing a packet, and it eliminates the need for conversion of
external costs to internal link-state metrics.

RIP Preference

The RIP Preference parameter specifies the preference value for routes learned from the RIP
protocol. When choosing which routes to put in the routing table, the router first compares the
Rip Preference values, preferring the lower number. If the Rip Preference values are equal, the
router compares the Metric values, using the route with the lower Metric. You can specify a
number between 0 and 255. The default value is 100. Zero is the default for connected routes
(such as the Ethernet). The value of 255 m&msot use this route.

RIP Queue Depth

The maximum number of unprocessed RIP requests which the MAX saves. If RIP requests
arrive at a rate faster than they can be processed, then a backlog builds up. This parameter sets
the maximum depth of the queue. If the queue fills, further packets destined for it are

discarded. This limit applies to each RIP socket, so if RIP is running on multiple interfaces,

this parameter limits the number of requests stored per interface. You can enter a number from
0 to 1024. If you specify 0, the MAX saves RIP requests until it runs out of memory. The

default is 50.

SourcelP Check

The SourcelP Check parameter enables and disables anti-spoofing for this session. When set to
Yes, the system checks all packets received on this interface to ensure that the source IP
address in the packets matches the far-end remote address or the address agreed upon in IPCP
negotiation. If the addresses do not match, the system discards the packet. You can specify Yes
or No. No is the default.

Static Preference

By default, static routes and RIP routes have the same preference, so they compete equally.
ICMP redirects take precedence over both, and routes take precedence over everything. If a
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WAN Alias

dynamic route’s preference is lower than that of the static route, the dynamic route can
overwrite fide) a static route to the same network. In the IP routing table, the hidden static
route has ah flag, indicating that it is inactive. The active, dynamically learned route is also in
the routing table. However, dynamic routes age and, if no updates are received, eventually
expire. In that case, the hidden static route reappears in the routing table.

The WAN Alias parameter is another IP address for the remote device, used for
numbered-interface routing. The WAN alias will be listed in the routing table as a gateway
(next hop) to the Lan Adrs value. The caller must use a humbered interface, and its interface
address must agree with the WAN Alias setting.

Examples of static route configuration

This section discusses configuring the default static route, a static route to a remote subnet, a
method to make sure the MAX uses the static routes before RIP routes.

For sample Connection profile configurations, see “Configuring IP routing connections” on
page 8-22. Each of the configurations shown in that section. For an example of the Ethernet
profile configuration of the MAX unit’s local IP interface, see “Configuring the MAX IP
interface on a subnet” on page 8-14.

Configuring the default route

If no routes exist for the destination address of a packet, the MAX forwards the packet to the
default route. Most sites use the default route to specify a local IP router (such as a Cisco router
or a UNIX host running the route daemon) to offload routing tasks to other devices.

Note: If the MAX does not have a default route, it drops packets for which it has no route.

To configure the default route:

1 Open the first IP Route profile (the route named Default) and activate it:

Et her net
Static Rtes
Name=Def aul t

Act i ve=Yes
Dest=0.0.0.0/0

Note: The name of the first IP Route profile is always Default, and its destination is
always 0.0.0.0. You cannot change these values.
2 Specify the router to use for packets with unknown destinations. For example:
CGat eway=10. 9. 8. 10

3 Specify a metric for this route, the route’s preference, and whether the route is private. For
example:

Metric=1
Pr ef erence=100
Pri vat e=Yes

4  Close the IP Route profile.
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Defining a static route to a remote subnet

If the connection does not enable RIP, the MAX does not |earn about other networks or subnets
that might be reachable through the remote device. The remote network shown in Figure 8-14
is an example of such a network.

Figure 8-14. Two-hop connection that requires a static route when RIP is off

Site A

Ethernet

IP Adrs=10.2.3.1/22

To enable the MAX to route to Site C without using RIP, you must configure an IP Route
profile similar to the following example:

Et her net

Static Res
Nane=S| TEBGW
Act i ve=Yes
Dest =10.4.5.0/ 22
CGat eway=10. 9. 8. 10
Metric=2
Pr ef erence=100
Pri vat e=Yes

Example of route preferences configuration

The following example increases the preference value of RIP routes, instructing the router to
use astatic route first if one exists:

1 Open Ethernet > Mod Config > Route Pref.

2  Set Rip Preferenceto 150:

Et her net
Mod Config
Route Pref...
Rip Preference=150

3 Closethe Ethernet profile.

Configuring the MAX for dynamic route updates

You can configure each active interface to send or receive RIP updates. You can aso configure
the Ethernet interface to accept or ignore ICMP redirects. All of these routing mechanisms
modify the IP routing table dynamically.

Following are the parameters that enable the MAX to receive updates from RIP or ICMP, (the
settings shown are examples.)
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Et her net
Mod Config
Ether options...
RIP=0n
Ignore Def Rt=Yes
RIP Policy=Poison Rvrs
RIP Summary=Yes
ICMP Redirects=Accept

Ethernet
Answer
Session options...
RIP=0n

Ethernet
Connections
any Connection profile
IP options...
Private=No
RIP=0On

Understanding the dynamic routing parameters

This section provides some background information about the dynamic routing options. For
complete information about each parameter, see the MAX Reference Guide.

RIP (Routing Information Protocol)

You can configure the MAX to send or receive, or send and receive, RIP updates on the
Ethernet interface and on each WAN interface. The RIP parameter in Ethernet > Answer >
Session options profile applies to local profiles and profiles retrieved from RADIUS. You can
also select between RIP-v1 and RIP-v2 on any interface. Many sites turn off RIP on WAN
connections to keep their routing tables from becoming very large.

Note: ThelETF has voted to move RIP-v1 into the historic category and its use is no longer
recommended. Ascend recommends that you upgrade all routers and hosts to RIP-v2. If you
must maintain RIP-v1, Ascend recommends that you create a separate subnet and place all
RIP-v1 routers and hosts on that subnet.

Ignore Def Rt

You can configure the MAX to ignore default routes advertised by routing protocols. This
configuration is recommended, because you typically do not want the default route changed by
aRIP update. The default route specifies a static route to another | P router, which is often a
local router such asaCisco or kind of LAN router. When you configure the MAX to ignore the
default route, RIP updates do not modify the default route in the MAX routing table.

RIP Policy and RIP Summary

The RIP Policy and RIP Summary parameters have no affect on RIP-v2,

If the MAX isrunning RIP-v1, the RIP Policy parameter specifies a split horizon or poison
reverse policy to handle update packets that include routes that are received on the same
interface on which the update is sent. Split-horizon means that the MAX does not propagate
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routes back to the subnet from which they were received. Poison-reverse means that it
propagates routes back to the subnet from which they were received, but with ametric of 16.

The RIP Summary parameter specifies whether to summarize subnet information when
advertising routes. If the MAX summarizes RIP routes, it advertises arouteto all the subnetsin
anetwork of the same class. For example, the route to 200.5.8.13/28 (a class C address
subnetted to 28 bits) would be advertised as a route to 200.5.8.0. When the MAX does not
summarize information, it advertises each route in its routing table as-is. For the subnet in the
preceding example, the MAX would advertise aroute only to 200.5.8.13.

Ignoring ICMP Redirects

The design for ICMP enables the MAX to dynamically find the most efficient IP route to a
destination. ICMP Redirect packets are one of the oldest route discovery methods on the
Internet. They are also one of the least secure methods, because it is possible to counterfeit
ICMP Redirects and change the way a device routes packets.

Private routes

If you configure a Connection profile with Private=Yes, the router does not discloseits routein
response to queries from routing protocols.

Examples of RIP and ICMP configurations

The following sample configuration instructs the MAX to ignore ICMP redirect packets, to
receive (but not send) RIP updates on Ethernet, and to send (but not receive) RIP updates on a
WAN connection.

1 Open Ethernet > Mod Config > Ether Options.
2 Configurethe MAX to receive (but not send) RIP updates on Ethernet.

Et her net
Mod Config
Ether options...
RIP=Recv-v2
Receiving RIP updates on Ethernet means that the MAX learns about networks that are
reachable via other local routers. However, it does not propagate information about all of
its remote connections to the local routers.

3 Closethe Ether Options subprofile, and set ICMP Redirects to Ignore.
ICMP Redirects=Ignore
Close the Ethernet profile.

5 Open Connections > | P Options, and configure the MAX to send (but not receive) RIP
updates on thislink.

Ethernet
Connections
IP options...
RIP=Send-v2
Sending RIP on aWAN connection means that the remote devices are able to access
networks that are reachable via other local routers. However, the MAX does not receive
information about networks that are reachable through the remote router.

6 Closethe Connection profile.
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Translating Network Addresses for a LAN

Network Address Translation (NAT) functionality makes it possible for the MAX to translate
private |P addresses on itslocal LAN to I P addresses temporarily supplied by a remote access
router.

To connect to the Internet or any other TCP/IP network, a host must have an IP address that is
unique within that network. The Internet and other large TCP/IP networks guarantee the
uniqueness of addresses by creating central authorities that assign official |P addresses.

However, many local networks use private | P addresses that are unique only on the local

network. To enable a host with a private address to communicate with the Internet or another

network that requires an official IP address, aMAX performs a service known as Network

Address Trandation (NAT). The service works as follows:

« When the local host sends packets to the remote network, the MAX automatically
translates the host’s private address on the local network to an official address on the
remote network.

« When the local host receives packets from the remote network, the MAX automatically
translates the official address on the remote network to the host’s private address on the
local network.

NAT can be implemented to use a single address or multiple addresses. To use multiple IP
addresses, the MAX must have access to a DHCP server through the remote network.

Single-address NAT and port routing

A MAX can perform single-address NAT in the following ways:

« For more than one host on the local network, without borrowing IP addresses from a
DHCP server on the remote network.

*  When the remote network initiates the connection to the MAX.

e By routing packets it receives from the remote network for up to 10 different TCP or UDP
ports to specific hosts and ports on the local network.

Note: You can use single-address NAT by setting the Ethernet > NAT > Lan parameter to
Single IP Addr.

With single-address NAT, the only host on the local network that is visible to the remote
network is the MAX.

Outgoing connection address translation

For outgoing calls, the MAX performs NAT for multiple hosts on the local network after
getting a single IP address from the remote network during PPP negotiation.

Any number of hosts on the local network can make any number of simultaneous connections
to hosts on the remote network. The network is limited only to the size of the translation table.
The translations between the local network and the Internet or remote network are dynamic
and do not need to be preconfigured.

Incoming connection address translation

For incoming calls, the MAX can perform NAT for multiple hosts on the local network by
using its own IP address. The MAX routes incoming packets for up to 10 different TCP or
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UDP portsto specific servers on the local network. Translations between the local network and
the Internet or remote network are static and need to be preconfigured. You need to define alist
of local serversand the UDP and TCP ports each should handle. You can also define alocal
default server that handles UDP and TCP ports not listed.

For example, you can configure the MAX to route all incoming packets for TCP port 80 (the
standard port for HTTP) to port 80 of a World Wide Web server on the local network. The port
you route to does not have to be the same as the port specified in the incoming packets. For
example, you can route all packets for TCP port 119, the well known port for Network News
Transfer Protocol, to port 1119 on a Usenet News server on the local network. You can also
specify adefault server that receives any packets that are not sent to one of the routed ports. If
you do not specify any routed ports but do specify a default server, the default server receives
all packets sent to the MAX from the remote network.

When you configure the MAX to route incoming packets for a particular TCP or UDP portto a
specific server on the local network, multiple hosts on the remote network can connect to the
server at the same time. The number of connectionsis limited by the size of the translation
table.

Note: NAT automatically turns RIP off, so the address of the MAX is not propagated to the
Internet or remote networks.

Translation table size

NAT has an internal tranglation table limited to 500 active addresses. A trand ation-table entry
represents one TCP or UDP connection.

Note: A single application can generate many TCP and UDP connections.

A tranglation table entry is reused as long as traffic includes packets that match the entry. All
the entries for a connection are freed (expire) when the connection disconnects. For Nailed
connections, the connection is designed not to disconnect.

The MAX removes entries from the transl ation-table on the basis of the following timeouts:
« Non-DNS UDP translations timeout after 5 minutes.

< DNS times out in one minute.

e TCP translations time out after 24 hours.

Multiple-address NAT

When translating addresses for more than one host on the local network, the MAX can perform
multiple-address NAT by borrowing an official IP address for each host from a Dynamic Host
Configuration Protocol (DHCP) server on the remote network or accessible from the remote
network.

The advantage of multiple-address NAT is that hosts on the remote network can connect to
specific hosts on the local network, not just specific services such as Web or FTP service. This
advantage can be realized only if the remote DHCP server is configured to assign the same
address whenever a particular local host requests an address. Another reason for using
multiple-address NAT is that network service providers might require it for networks with

more than one host.
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When you use multiple-address NAT, hosts on the remote network can connect to any of the
official IP addresses that the MAX borrows from the DHCP server. If the local network must
have more than one | P address that is visible to the remote network, you must use
multiple-address NAT. If hosts on the remote network need to connect to a specific host on the
local network, you can configure the DHCP server to always assign the same address when
that local host requests an address.

When multiple-address NAT is enabled, the MAX attempts to perform IP address translation
on all packets received. (It cannot distinguish between official and private addresses.)

The MAX acts asa DHCP client on behalf of all hosts on the LAN and relies on aremote
DHCP server to provide addresses from a pool of addresses suitable for the remote network.
On thelocal network, the MAX and the hosts all have local addresses that are only used for
local communication between the hosts and the MAX over the Ethernet.

When the first host on the LAN requests access to the remote network, the MAX obtains an
address through PPP negotiation. When subsequent hosts request access to the remote
network, the MAX sends a DHCP request packet asking for an | P address from the DHCP
server. The server then sends an address from its I P address pool to the MAX. The MAX uses
the dynamic addresses it receives from the server to translate | P addresses on behalf of local
hosts.

As packets are received on the LAN, the MAX determines whether the source |P address has

been assigned atrandated address. If so, the packet is translated and forwarded to the wide

area network. If no translation has been assigned (and none is pending), the MAX issues a

DHCP request for the packet’s IP address. While waiting for an IP address to be offered by the
server, the MAX drops corresponding source packets. Similarly, for packets received from the
WAN, the MAX checks the destination address against its table of translated addresses. If the
destination address is in the table and is active, the MAX forwards the packet. If the destination
address is not in the table, or is not active, the MAX drops the packet.

IP addresses are typically offered by the DHCP server only for a limited duration, but the

MAX automatically renews the leases on them. If the connection to the remote server is
dropped, all leased addresses are considered revoked. Therefore, TCP sessions do not persist if
the WAN call disconnects.

The MAX itself does not have an address on the remote network. Therefore, the MAX can
only be accessed from the local network, not from the WAN. For example, you can Telnet to
the MAX from the local network, but not from a remote network.

In some installations, the DHCP server could be handling both NAT DHCP requests and
ordinary DHCP requests. In this situation, if the ordinary DHCP clients are connecting to the
server over a honbridged connection, you must have a separate DHCP server to handle the
ordinary DHCP requests. The NAT DHCP server only handles NAT DHCP requests.

Configuring single or multiple address NAT

To configure NAT on the MAX:
1 Open the Ethernet > NAT > NAT menu. For example:

50- C00 NAT
50- C01 NAT...
>Rout i ng=Yes
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Profil e=NATprofile
Lan=Si ngl e | P addr

FR address=10. 10. 10. 10
Stati c Mappings. ..

Def Server=N A

Reuse | ast addr=N A
Reuse addr tinmeout=N A

2 Enable NAT by setting Routing to Yes. Without this setting, no other setting is valid.
Set Profile to the name of a Connection profile you want to use NAT.

4 If applying NAT to Frame Relay connections, set FR Address and other parameters as
described in “NAT for Frame Relay” on page 8-45.

5 Optionally, configure NAT port routing in the Static Mappimgsubmenus, as described
in “Configuring NAT port routing (Static Mapping submenu)” on page 8-46.

6 Optionally set Def Server to the IP address of a local server to which the MAX routes
incoming packets that aret routed to a specific server and port. (For more information,
see “Routing all incoming sessions to the default server” on page 8-46.)

7 Optionally set Reuse Last Addr to Yes to continue to use a dynamically assigned IP
address. The Reuse Addr Timeout value specifies the time for which to use the address.
Set it to a number of minutes (up to 1440). Limitations apply, as described\itidhe
Reference Guide.

8 Exit and save the NAT profile.

Note: If you have additional routers on your local area network, open Ethernet > Mod Config
> Ether Options, and set the value of Ignore Def Rt to Yes. This avoids the possibility that a
default route from the ISP overwrites the NAT route.

NAT for Frame Relay

The single-IP address implementation of NAT extends to Frame Relay. For connections using
Frame Relay encapsulation, a MAX running single-IP address NAT translates the local
addresses into a single, official address specified by the FR Address parameter. You must set
the Routing parameter in the NAT profile to enable NAT, set the Lan parameter to Single IP
Addr, and set FR Address to a valid, official IP address:

50- CO0 NAT
50- CO1 NAT. ..
Rout i ng=Yes

Profil e=nax4

Lan=Si ngl e | P addr

FR addr ess=10. 10. 10. 10
Static Mapping...

Def Server=181.81.8.1
Reuse | ast addr=No
Reuse addr tinmeout=N A
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Configuring NAT port routing (Static Mapping submenu)

The Static Mappings menu includes 10 Static Mapping nn submenus, where nnisavalue from
1 to 10. Each of these submenus contains parameters for controlling the translation of the
private | P addresses to TCP or UDP port numbers when operating in single-address NAT
mode. You only need to specify static mappings for connections initiated by devices calling
into the private LAN. For sessionsinitiated by hosts on the private LAN, the MAX generatesa
mapping dynamically if one does not already exist in the Static Mappings parameters.

Each Static Mapping nn menu contains the following parameters (shown with sample
Settings):

50- CO0 NAT
50- CO1 NAT...
Static Mappings. ..
Static Mapping 01

Val i d=Yes
Dst Port #=21
Pr ot ocol =TCP
Loc Port #=21
Loc Adrs=181.100. 100. 102

You can configure a NAT port routing
« to define a default server on the local private LAN
The MAX routes incoming packets to the default server when their destination port

number does not match an entry in Static Mappings nor does it match a port number
dynamically assigned when a local host initiates a TCP / UDP session.

« to define a list of up to 10 servers & services on the local private LAN

The MAX routes incoming packets to hosts on the local private LAN when their
destination port matches one of the 10 destination ports in Static Mappings. .

Note: You need to configure port routing only for sessions initiated by hosts outside the

private LAN. For sessions initiated by hosts on the private LAN, the MAX generates the port

mapping dynamically.

For port routing in single-address NAT to work, if firewalls are present, they must be
configured to enable the MAX to receive packets for the routed ports.

Routing all incoming sessions to the default server

To configure the MAX to perform NAT and to define a single server which handles all sessions

initiated by callers from outside the private LAN:
1 Open the Ethernet > NAT > NAT menu.
2 Set the Routing parameter to Yes.

3 Set the Profile parameter to the name of an existing Connection profile.

The MAX performs NAT whenever a connection is made with this Connection profile.
The connection can be initiated either by the MAX or by the remote network.

4  Set the Lan parameter to Single IP Addr.
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5 Toensurethat al incoming sessions are routed to the default server, open each Ethernet >
NAT > Static Mappings > Static Mapping NN menu (where NN is a number from 1 to 10)
and make sure to set the Valid parameter in each menuis set to No.

6  Setthe Def Server parameter to the | P address of the server on thelocal network to receive
all incoming packets from the remote network.

Press the Esc key to exit the menu.
Save the changes when prompted.

The changes take effect the next time a connection specified in the NAT profile is established.
To activate the changes immediately, close the connection specified by the Profile parameter
and then reopen it.

Routing incoming sessions to up to ten servers on the private LAN

To configurethe MAX to perform NAT and to define up to ten servers, and optionally a default
server, to handle sessionsinitiated by callers from outside the private LAN:

Open the Ethernet > NAT > NAT menu.
Set the Routing parameter to Yes.

Set the Profile parameter to the name of an existing Connection profile.
The MAX performs NAT whenever a connection is made with this Connection profile.
The connection can beinitiated either by the MAX or by the remote network.
4 Set the Lan parameter to Single IP Addr.
Open the Ethernet > NAT > NAT > Static Mappings menu.

6 Open a Static Mapping nn menu, where nn is a number from 1 to 10.
You use the parameters in each Static Mapping nn menu to specify routing for incoming
packets sent to a particular TCP or UDP port.

7  Setthe Valid parameter to Yes.
This enables the port routing specified by the remaining parameters in the menu. Setting
this parameter to No disables routing for the specified port.

8 Setthe Dst Port # parameter to the number of a TCP or UDP port that users outside the
private network can access.

Each Dst Port # corresponds to aservice provided by aserver on thelocal private network.
You can use the actual port number as given by the Loc Port # parameter as long as that
addressis unique for the local private network. For information about obtaining port
number, see “Well-known ports” on page 8-48.

The MAX routes incoming packets it receives from the remote network for this port to the
local server and port you are about to specify.

9 Set the Protocol parameter to TCP or UDP.
This parameter determines whether the Dst Port # and Loc Port # parameters specify TCP
ports or UDP ports.

10 Set the Loc Port # to a port corresponding to a service provided by the local servers.

11 Setthe Loc Adrs parameter to the address of the local server providing the service
specified by Loc Port #.
12 Exit and save the profile.

Repeat steps 6 through 12 for any additional ports whose packets you want to route to a
specific server and port on the local network.
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13 Optionally, open the Ethernet > NAT > NAT menu and set the Def Server parameter to the
IP address of a server, on the local network, that isto receive any remaining incoming
packets from the remote network (that is, any that are not for ports you have specified in
Static Mapping nn menus).

14 Exit and save the profile.

The changes take effect the next time a connection specified in the NAT profile is established.
To activate the changes immediately, close the connection specified by the Profile parameter
and then reopen it.

Disabling routing for specific ports

To disable routing of incoming packets destined for specific TCP or UDP ports:
1 Openthe Ethernet > NAT > Static Mappings menu.

2 Open a Static Mapping nn menu, where nn is a number from 1 to 10.

The parametersin each Static Mapping nn menu specify the routing for incoming packets
sent to a particular TCP or UDP port.

3 Setthe Valid parameter to No.

This disables routing for the port specified by the Dst Port # and Protocol parametersin
this menu.

4  Exit and savethe profile.
Repeat steps 2 through 4 to disable routing for any additional ports.
5 Exitand savethe profile.

The changes take effect the next time the MAX makes a connection specified in the NAT
profile. To make the changes immediately, close the connection specified by the Profile
parameter and then reopen it.

Well-known ports

TCP and UDP ports numbered 0-1023 are the Well Known Ports. The Internet Assigned
Numbers Authority (IANA) assigns these ports, which include the ports for the most common
services available on the Internet. In almost all cases, the TCP and UDP port numbers for a
service are the same.

You can obtain current lists of Well Known Ports and Registered Ports (ports in the range
1024-4915 that have been registered with the IANA) via FTP from:

ftp://ftp.isi.edu/in-notes/ianalassignments/port-nunbers
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Proxy-QOS and TOS support in the MAX

You can configure the MAX to set priority bits and Type-of-Service (TOS) classes of service
on behalf of customer applications. The MAX does not implement priority queuing, but it does
set information that can be used by upstream routers to prioritize and select links for particular
data streams.

You can enable proxy-QOS and TOS by setting parameters that define apolicy in aConnection
profile or RADIUS profile. The parametersin the profile set bits in the TOS byte of | P packet
headers that are received, transmitted, or both, on the WAN interface. You can then configure
other routersto interpret the bits accordingly.

You can also specify proxy-QOS and TOS policy in a TOS filter, which you apply to any
number of Connection or RADIUS profiles. Like other kinds of Ascend packet filters, aTOS
filter can affect incoming packets, outgoing packets, or both, depending on how you define the
filter.

For a Connection profile or RADIUS profile that has both its own local policy and an applied
TOSfilter, the policy defined in the TOS filter takes precedence. For example, applying aTOS
filter to a TOS-enabled connection allows you to define one priority setting for incoming
packets on a connection and another policy for incoming packets addressed to a particular
destination specified in a TOS filter.

Defining QOS and TOS policy within a profile

To provide service-based TOS or to set precedence for the traffic on a particular WAN
connection, you can define the policy directly in a Connection profile or RADIUS profile.

Settings in a Connection profile

Following are the relevant Connection profile parameters:

Par ameter Description

TOS Enabled Enables Type of Service (TOS) for this connection. If you set Activeto
No, none of the other TOS options apply.

Precedence Specifies the priority level of the data stream. The three most

significant bits of the TOS byte are priority bits used to set precedence
for priority queuing. When you enable TOS, you can set three most
significant bits to one of the following values (most significant bit
first):

000: Normal priority.

001: Priority level 1.

010: Priority level 2.

011: Priority level 3.

100: Priority level 4.

101: Priority level 5.

110: Priority level 6.

111: Priority level 7 (the highest priority).
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Parameter
TOS

Apply To

Settings in a RADIUS profile

Description

Specifies the Type of Service of the data stream. When TOS is
enabled, you can set TOS to one of the following values:
Normal—Normal service.

Cost—Minimize monetary cost.

Reliability—Maximize reliability.

Throughput—Maximize throughput.

Latency—Minimize delay.

Note: The four bits adjacent to the most significant bits of the TOS
byte specify Type of Service of the data stream.

Specifies the direction in which the MAX supports TOS. If you set
Apply To to Input, the MAX sets TOS bitsin packets received on the
interface. If you set Apply To to Output, the MAX sets TOS bitsin
outbound packets. If you set Apply To to Both, the MAX set TOS bits
for incoming and outgoing packets.

Following are the relevant attribute-value pairs in RADIUS:

Attribute

Value

Ascend-IP-TOS (88) Specifies Type of Service (TOS) of the data stream. You can specify

Ascend-IP-TOS-
Precedence (89)

one of the following values:

Ascend-IP-TOS IP-TOS-Normal (0): Normal service.
Ascend-IP-TOS IP-TOS-Disabled (1): Disables TOS.
Ascend-IP-TOS IP-TOS-Cost (2): Minimize monetary cost.
Ascend-IP-TOS IP-TOS-Reliability (4): Maximize reliability.
Ascend-IP-TOS IP-TOS-Throughput (8): Maximize throughput.
Ascend-IP-TOS IP-TOS-Latency (16): Minimize delay.

Note: The value of this attribute sets the four bits following the three
most significant bits of the TOS byte which can be used to choose a
link based on the type of service.

Specifies the priority level of the data stream. The three most
significant bits of the TOS byte are priority bits used to set precedence
for priority queuing. When you enable TOS, you can set the three most
significant bits to one of the following values (most significant bit
first):

IP-TOS-Precedence-Pri-Normal (0): Normal priority.
IP-TOS-Precedence-Pri-One (32): Priority level 1.
IP-TOS-Precedence-Pri-Two (64): Priority level 2.
IP-TOS-Precedence-Pri-Three (96): Priority level 3.
IP-TOS-Precedence-Pri-Four (128): Priority level 4.
IP-TOS-Precedence-Pri-Five (160): Priority level 5.
IP-TOS-Precedence-Pri-Six (192): Priority level 6.
IP-TOS-Precedence-Pri-Seven (224): Priority level 7 (the highest

priority).
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Attribute Value
Ascend-IP-TOS- Specifies the direction in which the MAX supports TOS. If you set
Apply-To (90) Ascend-1P-TOX-Apply-To to IP-TOS-Apply-To-Incoming (1024)

which isthe default, the MAX sets bitsin packets received on the
interface. If you set the attribute to |P-TOS-Apply-To-Outgoing
(2048), the MAX sets bitsin outbound packets. If you set the attribute
to IP-TOS-Apply-To-Both (3072), the MAX sets bitsin packets for
incoming and outgoing packets.

Ascend-Filter (91) A string-format filter, which can include an IP TOSfilter specification.
Ascend-Filter will replace binary-based filters.

Examples of connection-based proxy-QOS and TOS

The following set of commands enables TOS for incoming packets on aWAN interface. The
profile sets the priority of the packets at 6 which specifies that an upstream router (that
supports priority queuing) will not drop the packets until it has dropped all packets of alower
priority. The commands also set TOS to prefer maximum throughput which specifies that the
upstream router (that supports priority queuing) will choose a a high bandwidth connection is
oneisavailable, evenif it ishigher cost, higher latency, or less reliable than another available
link.

Et her net
Connecti ons
sanpl ePr of
| P options

LAN Adrs = 10.168.6.120/ 24
TCOS Enabl ed = Yes
Precedence = 110

TOS = Throughput

Following is a comparable RADIUS profile:

sanpl eProf Password =
Franed- Prot ocol =
Franed- | P- Addr ess
Franed- | P- Net mask
Franmed- Routing = 3
Ascend- 1 P-TOS = | P- TOS- Thr oughput
Ascend- | P- TOS- Precedence = | P- TOS- Precedence-Pri - Si x
Ascend- | P- TOS- Appl y-To = | P- TCS- Appl y- To- | ncomi ng

"nypasswd", User-Service = Franmed- User
PPP,

10. 168. 6. 120

255.255. 255.0

Defining TOS filters

To enable proxy-QOS for all packets that match a specific filter specification, administrators
can define a TOS filter locally in aFilter profile, and then apply the filter to any number of
Connection profiles or RADIUS profiles. (The Filter-1D attribute can apply alocal Filter
profile to RADIUS user profiles.) Administrators can also define TOS filters directly in a
RADIUS user profile by setting the Ascend-Filter attribute.
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Settings in a local Filter profile

Following are the relevant Filter parameters:

Parameter

Protocol

Source-Address-
Mask

Source-Address

Dest-Address-Mask

Dest-Address

Src-Port-Cmp

Source-Port

Dst-Port-Cmp

Description

Specifies a TCP/IP protocol number. A value of zero matches all
protocols. If you specify a non-zero number, the MAX comparesit to
the Protocol field in packets. For a complete list of protocol numbers,
see RFC 1700.

Specifies a subnet mask to apply to the Source-Address value before
comparing the result to the source address in a packet. The MAX
translates both the Source-Address-Mask and Source-Address values
into binary format and then uses alogical AND to apply the
Source-Address-Mask to the Source-Address. The mask hides the
portion of the Source-Address that appears behind each binary 0 (zero)
in the mask. A mask of all zeros (the default) masks all bits. If the
Source-Address valueis also all zeros, all source addresses in packets
are matched. A mask of all ones (255.255.255.255) masks no bits, so
the full source address for a single host is matched.

Specifies an |P address. After applying the Source-Address-Mask to
this value, the MAX compares the result to the source addressin a
packet.

Specifies a subnet mask to apply to the Dest-Address value before
comparing the result to the destination addressin a packet. The MAX
translates both the Dest-Address-Mask and Dest-Address values into
binary format and then uses alogical AND to apply the
Dest-Address-Mask to the Dest-Address. The mask hides the portion
of the Dest-Address that appears behind each binary O (zero) in the
mask. A mask of al zeros (the default) masks dl bits. If the
Dest-Address value is also all zeros, all destination addressesin
packets are matched. A mask of all ones (255.255.255.255) masks no
bits, so the full destination address for a single host is matched.

Specifies an |P address. After applying the Dest-Address-Mask to this
value, the MAX compares the result to the destination addressin a
packet.

Specifies how the MAX compares the source port number in a packet

to the value specified in Source-Port. If you set Src-Port-Cmp to None,

the MAX makes no comparison. You can specify that the filter

matches the packet if the packet’s source port number is Less (less
than), Eql (equal to), Gtr (greater than), or Neq (not equal to) the
Source-Port number.

Specifies a port number that the MAX compares to the source port in a
packet. TCP and UDP port numbers are typically assigned to services.
For a list of all port numbers, see RFC 1700.

Specifies how the MAX compares the destination port number in a
packet to the value specified in Dest-Port. If you set it to None, the
MAX makes no comparison. You can specify that the filter matches
the packet if the packet’s destination port number is Less (less than),
Eql (equal to), Gtr (greater than), or Neq (not equal to) the Dest-Port
number.
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Parameter
Dest-Port

Precedence

Type-of-Service

Description

Specifies a port number that the MAX compares with the destination
port in a packet. See RFC 1700 for alist of port numbers.

Specifiesthe priority level of the data stream. The three most
significant bits of the TOS byte are priority bits used to set precedence
for priority queuing. When TOS is enabled and the packet matches the
filter, can be set to one of the following values (most significant bit
first):

000: Normal priority.

001: Priority level 1.

010: Priority level 2.

011: Priority level 3.

100: Priority level 4.

101: Priority level 5.

110: Priority level 6.

111: Priority level 7 (the highest priority).

Type of Service of the data stream. When TOS is enabled and the
packet matches the filter, one of the following values can be set in the
packet:

Normal—Normal service.

Cost—Minimize monetary cost.

Reliability—Maximize reliability.

Throughput—Maximize throughput.

Latency—Minimize delay.

Note: The four bits adjacent to the three most significant bits of the

TOS bhyte are used to choose a link based on the type of service.

If you are not familiar with Ascend packet filters, you can find background information in the
Network Configuration Guide for your MAX. Standard | P filters use many of the same settings

as TOSfilters.

Settings in RADIUS

In RADIUS, aTOS filter entry is avalue of the Ascend-Filter attribute. Specify the TOSfilter
value in the following format:

iptos dir [ dstip n.n.n.n/nn ] [ srcip n.n.n.n/nn ][ proto ]
[ destport cnp value ] [ srcport cnp value ][ precedence val ue ]
[ type-of-service value ]

Note: A filter definition cannot contain new lines. The syntax is shown here on multiple lines
for printing purposes only.

Keyword or argument Description

iptos
dir

Specifies an IP filter.

Specifies filter direction. You can specify (to filter packets
coming into the MAX) obut (to filter packets going out of the
MAX).
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Keyword or argument

dsti p n.n.n.n/nn

srci p n.n.n.n/nn

proto

dst port cmp value

srcport cmp value

pr ecedence value

Description

If thedst i p keyword is followed by avalid IP address, the TOS
filter sets bytes only in packets with that destination address. If a
subnet mask portion of the address is present, the MAX compares
only the masked bits. If thedst i p keyword isfollowed by the zero
address (0.0.0.0), or if this keyword and its | P address specification
are not present, the filter matches all 1P packets.

If thesr ci p keyword is followed by avalid IP address, the TOS
filter sets bytes only in packets with that source address. If a subnet
mask portion of the addressis present, the MAX compares only the
masked bits. If the sr ci p keyword is followed by the zero address
(0.0.0.0), or if this keyword and its IP address specification are not
present, the filter matches all |P packets.

Specifies a TCP/IP protocol number. A value of zero matches all
protacols. If you specify a non-zero number, the MAX compares it
to the Protocol field in packets. See RFC 1700 for acomplete list of
protocol numbers.

If thedst port keyword isfollowed by a comparison symbol and
aport, the MAX compares the specified port to the destination port
of apacket. The comparison symbol can be < (less-than), =
(equal), > (greater-than), or != (not-equal). The port value can be
one of the following names or numbers: ftp-data (20), ftp (21),
telnet (23), smtp (25), nameserver (42), domain (53), tftp (69),
gopher (70), finger (79), www (80), kerberos (88), hostname (101),
nntp (119), ntp (123), exec (512), login (513), cmd (514), talk
(517).

If thesrcport keyword isfollowed by a comparison symbol and
aport, the MAX compares the specified port to the source port of a
packet. The comparison symbol can be < ( less-than), = (equal), >
(greater-than), or != (not-equal). The port value can be one of the
following names or numbers: ftp-data (20), ftp (21), telnet (23),
smtp (25), nameserver (42), domain (53), tftp (69), gopher (70),
finger (79), www (80), kerberos (88), hostname (101), nntp (119),
ntp (123), exec (512), login (513), cmd (514), talk (517).

Specifies the priority level of the data stream. The three most
significant bits of the TOS byte are priority bits used to set
precedence for priority queuing. If a packet matchesthefilter, those
bits are set to the specified value (most significant bit first):
000: Normal priority.

001: Priority level 1.

010: Priority level 2.

011: Priority level 3.

100: Priority level 4.

101: Priority level 5.

110: Priority level 6.

111: Priority level 7 (the highest priority).
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Keyword or argument Description

t ype- of - servi ce Specifies the Type of Service of the data stream. One of the
value following values can be specified:

Normal (0): Normal service.

Disabled (1): Disables TOS.

Cost (2): Minimize monetary cost.

Reliability (4): Maximize reliability.

Throughput (8): Maximize throughput.

Latency (16): Minimize delay.

Note: If apacket matchesthe filter, the system sets the four bits
following the three most significant bits of the TOS byte to the
specified value. Those four bits are used to choose alink based on
the type of service.

Examples of defining a TOS filter

The following set of commands defines a TOS filter for TCP packets (protocol 6) that are
destined for asingle host at 10.168.6.24. The packets must be sent on TCP port 23. For
incoming packets that match this filter, the priority is set at level 2. Thisisarelatively low
priority, which meansthat an upstream router that implements priority queuing may drop these
packets when it becomes loaded. The commands also set TOS to prefer alow latency
connection. This means that the upstream router will choose a afast connectionisoneis
available, even if it ishigher cost, lower bandwidth, or less reliable than another available link.

Et her net
Filters
sanpl eTCS

Name = sanpl eTCS
Input Filters...

In filter 01

Valid = Yes

Type = | PTos

| PTos. ..

Src Mask = 0.0.0.0

Src Adrs = 0.0.0.0
Dst Mask = 255. 255. 255. 255
Dst Adrs = 10.168.6.24
Protocol = 6
Src Port Cmp = None
Src Port # =0
Dst Port Cmp = Eql
Dst Port # 23

Precedence = 010
Type of service = Latency

Following isa RADIUS user profile that contains a comparable filter specification:

sanpl eProf Password = "nmypasswd", User-Service = Franed- User
Fr aned- Prot ocol = PPP,
Franed- | P- Address = 10. 168. 6. 120
Fr aned- | P- Net mask 255. 255. 255. 0
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Ascend-Filter = "iptos in dstip 10.168. 6. 24/ 32
dstport = 23 precedence 010 type-of-service |atency"

Note: Filter specifications cannot contain newlines. The above example shows the
specification on two lines for printing purposes.

Applying TOS filters to WAN connections

For a Connection or RADIUS profile that has an applied TOS filter, the system sets bitsin the
TOS byte according to the filter specification.

Applying a filter to a Connection profile

You apply aTOSfilter in alocal Connection profile by specifying the number of the Filter
profilein which it is defined. Following is the relevant parameter:

Par ameter Specifies
TOS-Filter The number of a Filter profile that defines a TOS filter.

The following set of commands applies the TOS filter to a Connection profile. When the
incoming data stream contains packets destined for 10.168.6.242, the proxy-QOS and TOS
settings in the filter are set in those packets.

Et her net
Connecti ons
sanpl ePr of
| P options...
TCS Filter = 01

Applying a TOS filter to a RADIUS profile

In aRADIUS profile, you can use one of the following attribute-value pairsto apply aTOS
filter:

Attribute Value

Ascend-Filter (91) A string-format filter, which can include an IP TOS filter specification
within a specific user profile.

Filter-ID (11) Name of a local Filter profile that defines a TOS filter. The next time
the MAX accesses the RADIUS user profile in which this attribute
appears, the referenced TOS filter is applied to the connection.

For an example of defining a TOS filter in a user profile, see “Examples of defining a TOS
filter” on page 8-55. The following profile uses the Filter-1D attribute to reference a local Filter
profile:

sampleProf Password = "mypasswd", User-Service = Framed-User
Framed-Protocol = PPP,
Framed-IP-Address = 10.168.6.120
Framed-IP-Netmask = 255.255.255.0
Filter-ID = jfans-tos-filter
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This chapter covers the following topics:

Introduction to Virtual Private Networks. . ... 9-1
Configuring ATMPUNNElS . . ... e 9-2
Configuring PPTP tunnelsfor did-inclients. .. .......... .. ... ... ... .. ... 9-27
Configuring L2TPtunnelsfor dial-inclients. . .............. ... ... ... ....... 9-31

Introduction to Virtual Private Networks

Virtual Private Networks (VPN) provide low-cost remote access to private LANs viathe
Internet. The tunnel to the private corporate network can be from an ISP, enabling Mobile
Nodesto dial into a corporate network, or it can provide alow-cost Internet connection
between two corporate networks. Ascend currently supports these VPN schemes: Ascend
Tunnel Management Protocol (ATMP), Point-to-Point Tunneling Protocol (PPTP) and Layer 2
Tunneling Protocal (L2TP).

An ATMP session can occur only between two Ascend units and must see UDP/IP. The MAX
encapsulates all packets passing through the tunnel in standard Generic Routing Encapsul ation
as described in RFC 1701. ATMP creates and tears down a cross-Internet tunnel between the
two Ascend units. In effect, the tunnel collapses the Internet cloud and provides what looks
like direct access to a Home Network. The tunnels do not support bridging. All packets must
be routed with IP or IPX.

The Microsoft Corporation developed Point-to-Point-Tunneling Protocol (PPTP) to enable
Windows 95 and Windows NT Workstation usersto dial into alocal 1SP to connect to aprivate
corporate network across the Internet.

Version 8 of the Internet Engineering Task Force (IETF) draft titled Layer Two Tunneling
Protocol “L2TP,” dated November, 1997, specifiesthe Layer 2 Tunneling Protocol (L2TP).
L2TP enables you to connect to a private network by dialing into alocal MAX, which creates
and maintains an L2TP tunnel between itself and the private network.
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Configuring ATMP tunnels

ATMPisaUDP/IP-based protocol for tunneling between two Ascend units across an |P
network. Datais transported through the tunnel in Generic Routing Encapsulation (GRE), as
described in RFC 1701. (For a complete description of ATMP, see RFC 2107, Ascend Tunnel
Management Protocol - ATMP.)

This section describes how ATMP tunnels work between two MAX units. One of the units acts
asaForeign Agent (typically alocal ISP) and one as aHome Agent (which can access the
Home Network). A Mobile Node dialsinto the Foreign Agent, which establishes a
cross-Internet |P connection to the Home Agent. The Foreign Agent then requests an ATMP
tunnel on top of the IP connection. The Foreign Agent must use RADIUS to authenticate
Mobile Nodes dial ins.

The Home Agent is the terminating part of the tunnel, and provides most of the ATMP
intelligence. It must be able to communicate with the Home Network (the destination network
for Mobile Nodes) through a direct connection, another router, or across a nailed connection.

For example, in Figure 9-1, the Mobile Node might be a sales person who logs into an ISP to
access his or her Home Network. The ISP isthe Foreign Agent. The Home Agent has accessto
the Home Network.

Figure 9-1. ATMP tunnel across the Internet

Home Network

MAX
Home Agent

RADIUS

How the MAX creates ATMP tunnels

The MAX establishes an ATMP connection as follows:
1 A Mobile Node dia's a connection to the Foreign Agent.

2 TheForeign Agent uses a RADIUS profile to authenticate the Mobile Node.

The MAX, configured as a Foreign Agent, requires RADIUS authentication of the Mobile
Node, because only RADIUS supports the required attributes.

3 The Foreign Agent uses the Ascend-Home-Agent-IP-Addr attribute in the Mobile Node’s
RADIUS profile to locate a Connection profile (or RADIUS profile) for the Home Agent.

4  The Foreign Agent dials the Home Agent, and authenticates and establishes an IP
connection in the usual way.

5 The Foreign Agent informs the Home Agent that the Mobile Node is connected, and
requests a tunnel. The Foreign Agent sends up to 10 RegisterRequest messages at
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two-second intervals, timing out and logging a message if it receives no response to the
requests.

6 The Home Agent requests a password before it creates the tunnel.

7 The Foreign Agent returns an encrypted version of the Ascend-Home-Agent-Password
found in the Mobile Node’s RADIUS profile. This password must match the Home
Agent’s Password parameter in the ATMP configuration in the Ethernet Profile.

8 The Home Agent returns a RegisterReply with a number that identifies the tunnel. If
registration fails, the MAX logs a message and the Foreign Agent disconnects the Mobile
Node. If registration succeeds, the MAX creates the tunnel between the Foreign Agent and
the Home Agent.

9 When the Mobile Node disconnects from the Foreign Agent, the Foreign Agent sends a
DeregisterRequest to the Home Agent to close the tunnel.
The Foreign Agent can send its request a maximum of ten times, or until it receives a
DeregisterReply. If the Foreign Agent receives packets for a Mobile Node whose
connection has been terminated, the Foreign Agent silently discards the packets.

Setting the UDP port

By default, ATMP agents use UDP port 5150 to exchange control information while
establishing a tunnel. If the Home Agent ATMP profile specifies a different UDP port number,
all tunnel requests to that Home Agent must specify the same UDP port.

Note: A system reset is required for the ATMP subsystem to recognize the new UDP port
number.

Setting an MTU limit

The type of link that connects a Foreign Agent and Home Agent determines the Maximum
Transmission Unit (MTU). The link may be a dial-up connection or an Ethernet link, and it
may be a local network or routed through multiple hops. If the link between devices is
multihop (if it traverses more than one network segment), the path MTUnsrileum MTU

of the intervening segments.

Figure 9-2 shows an ATMP setup across an Ethernet segment, which limits the path MTU to
1500 bytes.

Foreign Agent Home Agent Home
PPP client Router Home Network

Figure 9-2. Path MTU on an Ethernet segment

If any segment of the link between the agents has an MTU smaller than 1528, some packet
fragmentation and reassembly will occur. You can push fragmentation and reassembly tasks to
connection end-points (a mobile client and a device on the home network) by setting an MTU
limit. Client software then uses MTU discovery mechanisms to determine the maximum
packet size, and then fragments packets before sending them.
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How link compression affects the MTU

Compression affects which packets must be fragmented, because compressed packets are

shorter than their original counterparts. If any kind of compression is on (such asVJ header or

link compression), the connection can transfer larger packets without exceeding a link’s
Maximum Receive Unit (MRU). If compressing a packet makes it smaller than the MRU, it
can be sent across the connection, whereas the same packet without compression could not.

How ATMP tunneling causes fragmentation

To transmit packets through an ATMP tunnel, the MAX adds an 8-byte GRE header and a
20-byte IP header to the frames it receives. The addition of these packet headers can make the
packet larger than the MTU of the tunneled link, in which case the MAX must either fragment
the packet after encapsulating it or reject the packet.

Fragmenting packets after encapsulating them has several disadvantages for the Foreign Agent
and Home Agent. For example, it causes a performance degradation because both agents have
extra overhead. It also means that the Home Agent device cannot be a GRF switch. (To
maintain its very high aggregate throughput, a GRF switch does not perform reassembly.)

Pushing the fragmentation task to connection end-points

To avoid the extra overhead incurred when ATMP agents perform fragmentation, you can
either set up a link between the two units that has an MTU greater than 1528 (which means it
cannot include Ethernet segments), or you can set the Ethernet > Mod Config > ATMP > GRE
MTU parameter to a value that is 28 bytes less than the path MTU.

If you set GRE MTU to zero (the default), the MAX might fragment encapsulated packets
before transmission. The other ATMP agent must then reassemble the packets.

If you set GRE MTU to a nonzero value, the MAX reports that value to the client software as
the path MTU, causing the client to send packets of the specified size. This pushes the task of
fragmentation and reassembly out to the connection end-points, lowering the overhead on the
ATMP agents.

For example, if the MAX is communicating with another ATMP agent across an Ethernet
segment, you can set the GRE MTU parameter to a value 28 bytes smaller than 1500 bytes, as
shown in the following example, to enable the unit to send full-size packets that include the
8-byte GRE header and a 20-byte IP header without fragmenting the packets first:

GRE MIU = 1472
With this setting, the connection end-point sends packets with a maximum size of 1472 bytes.

When the MAX encapsulates them, adding 28 bytes to the size, the packets still do not violate
the 1500-byte Ethernet MTU.

Forcing fragmentation for interoperation with outdated clients

To discover the path MTU, some clients normally send packets that are larger than the
negotiated Maximum Receive Unit (MRU) and that have the Don’t Fragment (DF) bit set.
Such packets are returned to the client with an ICMP message informing the client that the host
is unreachable without fragmentation. This standard, expected behavior improves end-to-end
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performance by enabling the connection end-points to perform any required fragmentation and
reassembly.

However, some outdated client software does not handle this process correctly and continues
to send packets that are larger than the specified GRE MTU. To enable the MAX to
interoperate with these clients, you can configure the MAX to ignore the DF bit and perform
the fragmentation that normally should be performed by the client software. This functionin
the MAX is sometimes referred to as prefragmentation.

When you set the GRE MTU parameter to a nonzero value, you can set the Force
fragmentation parameter to Yesto enable the MAX to prefragment packets it receives that are
larger than the negotiated MRU with the DF bit set. It prefragments those packets, and then
adds the GRE and IP headers.

Note: Setting the Force fragmentation parameter to Yes causes the MAX to bypass the
standard MTU discovery mechanism and fragment larger packets before encapsulating themin
GRE. Because this changes expected behavior, it is not recommended except for ATMP
interoperation with outdated client software that does not handl e fragmentation properly.

Router and gateway mode

The Home Agent can communicate with the Home Network through a direct connection,
through another router, or across a nailed connection. When the Home Agent relies on packet
routing to reach the Home Network, it operates in router mode. When it has anailed
connection to the Home Network, it isin gateway mode.

Configuring the Foreign Agent

Following are the parameters (shown with sample settings) related to Foreign Agent
configuration:

Et her net
Mod Config

ATMP options. ..
ATMP Mode=For ei gn
Type=N A
Passwor d=N' A
SAP Repl y=N A
UDP Port =5150
GRE Mru=1472
Force fragnentati on=No
Idle limt=NA
ATMP SNWVP Tr aps=No

Fol l owi ng are the paraneters (shown with sanple settings) for the
I P routing connection to the Home Agent:

Et her net
Mod Config
Et her options...
| P Adrs=10. 65. 212. 226/ 24

Et her net
Connecti ons
any Connection profile
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St at i on=narme- of - hore- agent
Active=Yes
Di al #=555-1212
Rout e | P=Yes
| P options...
LAN Adrs=10.1.2.3/24

Following are the parameters (shown with sample settings) for using RADIUS authentication:

Et her net
Mod Config
Aut h. ..

Aut h=RADI US
Aut h Host #1=10.23. 45. 11/ 24
Aut h Host #2=0.0.0.0/0
Aut h Host #3=0.0.0.0/0
Aut h Port=1645
Aut h Ti neout =1
Aut h Key-=[]
Aut h Pool =No
Aut h Reqg=Yes
Password Server =No
Password Port=N A
Local Profile First=No
Sess Ti nmer=0
Auth Src Port=0
Auth Send Attr 6, 7=Yes

Following are the parameters (shown with sample settings) for creating RADIUS user profiles

for Mobile Nodes running TCP/IP:

nodel Password="top-secret"
Ascend- Metri c=2,
Fr amed- Pr ot ocol =PPP,
Ascend- | P- Rout e=Rout e- | P- Yes,
Fr amed- Addr ess=200. 1. 1. 2,
Fr amed- Net mask=255. 255. 255. 0,
Ascend- Pri mar y- Horre- Agent =10. 1. 2. 3,
Ascend- Homre- Agent - Passwor d="pri vat e"
Ascend- Home- Agent - UDP- Port = 5150

Following are the parameters (shown with sample settings) for creating RADIUS user profiles

for Mobile Nodes running NetWare:

node2 Password="ipx-unit"
User - Ser vi ce=Fr aned- User ,
Ascend- Rout e- | PX=Rout e- | PX- Yes,
Fr amed- Pr ot ocol =PPP,
Ascend- | PX- Peer - Mode=I| PX- Peer-Di al i n,
Fr aned- | PX- Net wor k=40000000,
Ascend- | PX- Node- Addr =123456789012,
Ascend- Pri mar y- Hore- Agent =10. 1. 2. 3,
Ascend- Home- Agent - Passwor d="pri vat e"

Understanding the Foreign Agent parameters and attributes

This section provides some background information about configuring a Foreign Agent to
initiate an ATMP request to the Home Agent MAX. For detailed information about each
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parameter, see the MAX Reference Guide. For details about attributes and configuring external
authentication, see the MAX RADIUS Configuration Guide.

Par ameter (s) Usage

ATMP Mode For the Foreign Agent, the mode is Foreign which makes
the Type, Password, and SAP Reply parameters not
applicable.

UDP port ATMP uses UDP port 5150 for ATM P messages between

the foreign and Home Agents. If you specify a different
UDP port number, make sure that the entire ATMP
configuration agrees.

GRE MTU Specifies the Maximum Transmission Unit (MTU) for the
path between the Foreign and Home Agents as described in
“Setting an MTU limit” on page 9-3.

ATMP SNMP Traps Specifies that the MAX sends ATMP-related SNMP traps.
IP configuration and Connectioiihe cross-Internet connection to the Home Agent is an IP
profile parameters routing connection that the MAX authenticates and

establishes in the usual way. (For details, see Chapter 8,
“Configuring IP Routing.”)

RADIUS authentication The Foreign Agent must use RADIUS to authenticate

attributes Mobile Nodes, and the RADIUS server must be running a
version of the daemon that includes the ATMP attributes.
(For details, see thdAX RADIUS Configuration Guide.)

RADIUS user-profile attributes The RADIUS user profiles for Mobile Nodes must set
ATMP attributes. The required attributes differ slightly,
depending on whether the Mobile Node and Home Network
run IP or IPX and whether the Home Agent MAX operates
in router mode or gateway mode.

Table 9-1 lists the required attributes when the M obile Node and Home Network are routing | P.

Table 9-1. Required RADIUS attributes to reach an |P Home Network

Home Agent in router mode Home Agent in gateway mode
Ascend- Pri mar y- Home- Agent Ascend- Pri mar y- Home- Agent
Ascend- Hone- Agent - Passwor d Ascend- Hone- Agent - Passwor d
Ascend- Hone- Agent - UDP- Por t Ascend- Hone- Agent - UDP- Por t
Ascend- Hone- Net wor k- Nane
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Table 9-2 lists the required attributes when the Mobile Node and Home Network are routing

IPX.

Table 9-2. Required RADIUS attributes to reach an IPX Home Network

Home Agent in router mode

Home Agent in gateway mode

Ascend- | PX- Peer - Mode

Ascend- | PX- Peer - Mode

Fr amed- | PX- Net wor k

Fr amed- | PX- Net wor k

Ascend- | PX- Node- Addr

Ascend- | PX- Node- Addr

Ascend- Pri mar y- Homre- Agent

Ascend- Pri mar y- Homre- Agent

Ascend- Hone- Agent - Passwor d

Ascend- Hone- Agent - Passwor d

Ascend- Hone- Agent - UDP- Por t

Ascend- Hone- Agent - UDP- Por t

Ascend- Hone- Net wor k- Nane

Following is a description of each Foreign Agent attribute:

Attribute
Ascend- Pri mar y- Horre- Agent

Ascend- Home- Agent - Passwor d

Ascend- Horre- Agent - UDP- Por t

Ascend- Hone- Net wor k- Nane

Ascend- | PX- Peer - Mbde

Description

| P address of the Home Agent, used to locate the
Connection profile (or RADIUS profile) for the IP
connection to the Home Agent.

Used to authenticate the ATMP tunnel itself. Must
match the password specified in the Home Agent'’s
Ethernet > Mod Config > ATMP Options subprofile.
All Mobile Nodes use theame
ATMP-Home-Agent-Password.

Must match the UDP port configuration in Ethernet >
Mod Config > ATMP Options. Required only for a port
number other than the default 5150.

Name of the Home Agent’s local Connection profile to
the Home Network. Required only when the Home
Agent is operating in gateway mode (when it has a
nailed WAN link to the Home Network). For details,

see “Configuring a Home Agent in gateway mode” on
page 9-15.

Dial-in NetWare clients must specify IPX-Peer-Dialin.
This enables the Foreign Agent to handle RIP and SAP
advertisements and assign the Mobile Node a virtual
IPX network number.
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Attribute

Fr aned- | PX- Net wor k

Ascend- | PX- Node- Addr

Description

Virtual IPX network number. Assigned to dial-in
NetWare clients (Mobile Nodes) to enable the Home
Agent to route back to the Mobile Node.

This IPX network number must be represented in
decimal, not hexadecimal, and it must be unique in the
IPX routing domain. (Note that you typically specify
IPX network numbers in hexadecimal.) All Mobile
Nodes logging into an IPX Home Network through the
same Foreign Agent typically use the same virtual IPX
network number.

Represents the Mobile Node on the virtual IPX
network. Is represented as a 12-digit string that must be
enclosed in double-quotes.

Example of configuring a Foreign Agent (IP)

To configure the Foreign Agent and create a Mobile Node profile to access a home | P network:

1 Open Ethernet > Mod Config > Ether Options and verify that the LAN interface hasan IP
address. For example:

Et her net

Mod Config

Et her options...

| P Adrs=10. 65. 212. 226/ 24

2 Open the ATMP Options subprofile and set ATMP Mode to Foreign:

ATMP options. ..

ATMP Mode=For ei gn
Type=N A

Passwor d=N' A

SAP Repl y=N A
UDP Port =5150

3 Open the Auth subprofile and configure the Foreign Agent to authenticate through
RADIUS. For example:

Aut h. ..

Aut h=RADI US

Aut h Host #1=10. 23. 45. 11/ 24
Aut h Host #2=0.0.0.0/0
Aut h Host #3=0.0.0.0/0
Aut h Port=1645

Aut h Ti neout =1

Aut h Key-=[]

Aut h Pool =No

Aut h Reg=Yes

Password Server =No
Password Port=N A
Local Profile First=No
Sess Ti mer =0

Auth Src Port=0

Auth Send Attr 6, 7=Yes

For detailed information about each parameter, see the MAX Reference Guide.
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4  Closethe Ethernet profile.

Open a Connection profile and configure an | P routing connection to the Home Agent. For
example:

Et her net
Connecti ons
any Connection profile
St at i on=homne- agent
Acti ve=Yes
Encaps=MPP
Di al #=555-1212
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWehone- pw
Send PWS or ei gn- pw

| P options...
LAN Adrs=10.1.2.3/ 24

6 Closethe Connection profile.

7 Onthe RADIUS server, open the RADIUS user profile and create an entry for aMobile
Node. For example:

nodel Password="t op-secret"
Ascend- Metri c=2,
Fr anmed- Pr ot ocol =PPP,
Ascend- | P- Rout e=Rout e- | P- Yes,
Fr amed- Addr ess=200. 1. 1. 2,
Fr amed- Net mask=255. 255. 255. 0,
Ascend- Pri mar y- Hone- Agent =10. 1. 2. 3,
Ascend- Home- Agent - Passwor d="pri vat e"
Ascend- Homre- Agent - UDP- Port = 5150

8 Closethe user profile.

When the Mobile Node logs into the Foreign Agent with the password top secret, the Foreign
Agent uses RADIUS to authenticate the Mobile Node. It then looks for a profile with an IP
address that matches the Ascend-Home-Agent-1P-Addr value, so that it can bring up an IP
connection to the Home Agent.

Example of configuring a Foreign Agent (IPX)

The procedure for configuring a Foreign Agent to support IPX connections that use ATMP is
very similar to one for IP. The only difference is in the Mobile Node’s user profile as shown in
the following example:

node2 Password="ipx-unit"
User - Ser vi ce=Fr aned- User,
Ascend- Rout e- | PX=Rout e- | PX- Yes,
Fr amed- Pr ot ocol =PPP,
Ascend- | PX- Peer - Mode=I| PX- Peer - Di al i n,
Fr aned- | PX- Net wor k=40000000,
Ascend- | PX- Node- Addr =123456789012,
Ascend- Pri mar y- Honme- Agent =10. 1. 2. 3,
Ascend- Home- Agent - Passwor d="pri vat e"
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When the Mobile Node logs into the Foreign Agent with the password ipx-unit, the Foreign
Agent uses RADIUS to authenticate the Mobile Node. It then looks for a profile with an IP
address that matches the Ascend-Home-A gent-1P-Addr value, so that it can bring up an IP
connection to the Home Agent.

Configuring a Home agent

To configure an ATMP Home agent, you must set parametersin the ATMP profile, verify that
the Home agent can communicate across an | P link with the Foreign agent, and configure the
connection to the home network.

Thelink to the Foreign agent can be any kind of connection (dial-up, nailed, Frame Relay, etc.)
or an Ethernet link, and it can be alocal network or aremote network provided the two units
communicate through an | P network.

Because the Home agent does not establish a connection on the basis of receiving tunneled
data, the link to the home network cannot be aregular switched dial-up connection, but can be
anailed connection, a switched incoming connection from the home network, or a routed
connection.

Configuring a Home Agent in router mode

When the ATMP tunnel has been established between the Home Agent and Foreign Agent, the
Home Agent in router mode receives I P packets through the tunnel, removes the GRE
encapsulation, and passes the packets to its bridge/router software. In its routing table, the
Home Agent adds a host route to the Mobile Node.
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Figure 9-3. Home Agent routing to the Home Network
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The MAX requiresthe IPX routing parameters in the Ethernet profile only if the MAX is

routing IPX. The following parameters (shown with sampl e settings) are used for configuring a
Home Agent in router mode:

Et her net
Mod Config
| PX Routi ng=Yes
Ether options...
IP Adrs=10.1.2.3/24
IPX Frame=802.2
IPX Enet #=00000000

ATMP options...
ATMP Mode=Home
Type=Router
Password=private
SAP Reply=No
UDP Port=5150
GRE MTU=1472
Force fragmentation=No
Idle limit=0
ATMP SNMP Traps=No

The I P routing connection to the Foreign Agent uses the following parameters (shown with
sampl e settings):

Ethernet
Connections
any Connection profile
Station=foreign-agent
Active=Yes
Encaps=MPP
Dial #=555-1213
Route IP=Yes

Encaps options...
Send Auth=CHAP
Recv PW=foreign-pw
Send PW=home-pw
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| P options...
LAN Adrs=10. 65. 212. 226/ 24

Understanding the ATMP router mode parameters

This section provides some background information about configuring aHome Agent in router
mode. For detailed information about each parameter, see the MAX Reference Guide.

Par ameter Usage
ATMP Mode For the Home Agent, the mode is Home.
Type When you set the ATMP Type to Router, the Home Agent relies on

routing (not a WAN connection) to pass packets received through the
tunnel to the Home Network.

Password Used This is the password used to authenticate the ATMP tunnel itself.
Must match the password specified in the
Ascend-Home-Agent-Password attribute of each Mobile Node’s
RADIUS profile. (All Mobile Nodes use the same password for that
attribute.)

SAP Reply Enables a Home Agent to reply to the Mobile Node's IPX Nearest
Server Query if it knows about a server on the Home Network. If the
parameter is set to No, the Home Agent simply tunnels the Mobile
Node’s request to the Home Network.

UDP port ATMP uses UDP port 5150 for ATMP messages between the foreign
and Home Agents. If you specify a different UDP port number, make
sure that the entire ATMP configuration agrees.

Idle limit Specifies the number of minutes the Home Agent maintains an idle
tunnel before disconnecting it.
GRE MTU Specifies the Maximum Transmission Unit (MTU) for the path

between the Foreign and Home Agents as described in “Setting an
MTU limit” on page 9-3.

Force fragmentation Enables/disables prefragmentation of packets that have the DF bit set,
as described in “Forcing fragmentation for interoperation with
outdated clients” on page 9-4.

IP configuration and The cross-Internet connection to the Foreign Agent is an IP routing
Connection profile  connection that the MAX authenticates and establishes in the usual
parameters way. (For details, see Chapter 8, “Configuring IP Routing.”)

Routing to the Mobile Node

When the Home Agent receives | P packets through the ATMP tunnel, it adds a host route for
the Mobile Node to its I P routing table. It then handles routing in the usual way. When the
Home Agent receives |PX packets through the tunnel, it adds a route to the Mobile Node on
the basis of the virtual IPX network number assigned in the RADIUS user profile.

For IP routes, you can enable RIP on the Home Agent’s Ethernet to enable other hosts and
networks to route to the Mobile Node. Enabling RIP is particularly useful if the Home
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Network is one or more hops away from the Home Agent’s Ethernet. If you turn RIP off, other
routers require static routes that specify the Home Agent as the route to the Mobile Node.

Note: If the Home Agent’s Ethernet is the Home Network (a direct connection), you should
turn on proxy ARP in the Home Agent so that local hosts can use ARP to find the Mobile
Node.

For details on IP routes, see “Configuring IP Routing” on page 8-1. For information about IPX
routes, see “Configuring IPX Routing” on page 7-1.

Example of configuring a Home Agent in router mode (IP)

To configure the Home Agent in router mode to reach an IP Home Network:

1

Open Ethernet > Mod Config > Ether Options and verify that the LAN interface has an IP
address. You can also set routing options. For example:

Et her net
Mod Config
Et her options...
| P Adrs=10.1.2.3/24
Rl P=On

Open the ATMP Options subprofile, set ATMP Mode to Home, and set Type to Router.

Specify the password used to authenticate the tunnel (Ascend-Home-Agent-Password).
For example:

ATMP options. ..
ATMP Mode=Hone
Type=Rout er
Passwor d=pri vat e
SAP Repl y=No
UDP Port =5150
GRE MTU=1472
Force fragnentati on=No
Idle limt=0
ATMP SNWVP Tr aps=No

Close the Ethernet profile.

Open a Connection profile and configure an IP routing connection to the Foreign Agent.
For example:

Et her net
Connect i ons

any Connection profile
St ati on=f or ei gn- agent
Active=Yes
Encaps=MPP
Di al #=555-1213
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWf or ei gn- pw
Send PWehone- pw

| P options...
LAN Adrs=10. 65. 212. 226/ 24
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6 Closethe Connection profile.

Example of configuring a Home Agent in router mode (IPX)

To configure the Home Agent in router mode to reach an IPX network:

1 Open Ethernet > Mod Config > Ether Options and verify that the LAN interface hasan IP
address (needed for communication with the Foreign Agent) and can route IPX.

Et her net
Mod Config
| PX Routi ng=Yes
Ether options...
IP Adrs=10.1.2.3/24
IPX Frame=802.2
IPX Enet #=00000000

For details, see Chapter 7, “Configuring IPX Routing.”

2 Open the ATMP Options subprofile, set ATMP Mode to Home, and set Type to Router.
ATMP options. ..
ATMP Mbde=Hone
Type=Rout er

Specify the password used to authenticate the tunnel (Ascend-Home-Agent-Password).
Set SAP Reply to Yes, and leave the default for UDP port:

Passwor d=pri vat e
SAP Repl y=Yes
UDP Port =5150

Close the Ethernet profile.

Open a Connection profile and configure an IP routing connection to the Foreign Agent.
For example:

Et her net
Connecti ons

any Connection profile
St ati on=f or ei gn- agent
Active=Yes
Encaps=MPP
Di al #=555-1213

Rout e | P=Yes

Encaps options. ..

Send Aut h=CHAP
Recv PWf or ei gn- pw

Send PWehonme- pw

| P options...
LAN Adrs=10. 65. 212. 226/ 24

7 Close the Connection profile.

Configuring a Home Agent in gateway mode

When you configure the Home Agent in gateway mode, it receives GRE-encapsulated IP
packets from the Foreign Agent, strips off the encapsulation, and passes the packets across a
nailed WAN connection to the Home Network.
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Figure 9-4. Home Agent in gateway mode
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Note: To enable hosts and routers on the Home Network to reach the Mobile Node, you must
configure a static route in the Customer Premise Equipment (CPE) router on the Home

Network (not in the Home Agent). The static route must specify the Home Agent as the route

to the Mobile Node. That is, the route’s destination address specifies the Framed-Address of
the Mobile Node, and its gateway address specifies the IP address of the Home Agent.

Limiting the maximum number of tunnels

If you decide to limit the maximum number of tunnels a gateway will support, you should
consider the expected traffic per mobile client connection, the bandwidth of the connection to
the home network, and the availability of alternative Home Agents (if any). For example, the
lower the amount of traffic generated by each mobile client connection, the more tunnels a a
gateway connection will be able to handle.

Enabling RIP on the interface to the home router

The router at the far end of the gateway profile must be able to route back to mobile clients.
The easiest way to accomplish this is by setting the ATMP RIP parameter to Send-v2. With this
setting, the Gateway Home Agent constructs a RIP-v2 Response(2) packet at every RIP
interval and sends it to the home network from all tunnels using the gateway profile. For each
tunnel, the Response packet contains the mobile client IP address, the subnet mask, the next
hop = 0.0.0.0, metric = 1. RIP-v2 authentication and route tags are not supported.

Note: The home network router should not send RIP updates, because the Home Agent does
not inspect them. The RIP updates would be forwarded to the mobile clients instead.

If you set ATMP RIP to Off, the administrator of the home network must configure a static
route to each mobile client. A static route to a mobile client can be specific to the client, where
the route’s destination is the mobile client IP address and the next-hop router is the Home
Agent address. For example, in the following route the mobile client is a router (this is not a
host route), and the Home Agent address is 2.2.2.2:

Dest =110. 1. 1. 10/ 29
Gat eway=2. 2. 2. 2

Or, if the mobile clients have addresses allocated from the same address block (including
router mobile client addresses with subnet masks less than 32 bits) and no addresses from that
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block are assigned to other hosts, the home network administrator can specify a single static
route that encompass all mobile clients that use the same Home Agent. For example, in the
following route all mobile clients are alocated addresses from the 10.4.n.n block (and no other
hosts are allocated addresses from that block), and the Home Agent addressis 2.2.2.2:

Dest =10. 4. 0.0/ 16
Gateway = 2.2.2.2

Configuring a Home Agent in gateway mode involves the following parameters (shown with
sample settings):

Et her net
Mod Config
| PX Routi ng=Yes
Ether options...
IP Adrs=10.1.2.3/24
IPX Frame=802.2
IPX Enet #=00000000

ATMP options...
ATMP Mode=Home
Type=Gateway
Password=private
SAP Reply=No
UDP Port=5150
GRE MTU=1472
Force fragmentation=No
Idle limit=0
ATMP SNMP Traps=No

The IP routing connection to the Foreign Agent uses the following parameters (shown with
sample settings):

Ethernet
Connections
any Connection profile
Station=foreign-agent
Active=Yes
Encaps=MPP
Dial #=555-1213
Route IP=Yes

Encaps options...
Send Auth=CHAP
Recv PW=foreign-pw
Send PW=home-pw

IP options...
LAN Adrs=10.65.212.226/24

The nailed connection to the Home Network uses the following parameters (shown with

sample settings):
Ethernet
Connections
Station=homenet
Active=Yes
Encaps=MPP
Dial #=N/A
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Calling #=N A
Rout e | P=Yes
Rout e | PX=Yes

| P options...
LAN Adrs=5.9.8.2/24

Tel co options...

Cal |

Type=Nai | ed

G oup=1, 2

Sessi on options...
ATMP Gat eway=Yes
MAX ATMP Tunnel s=0
ATMP Rl P=Send-v2

The IPX routing parameters are required only if the MAX isrouting IPX.

Understanding the ATMP gateway mode parameters

This section provides some background information about configuring a Home Agent in
gateway mode. For detailed information about each parameter, see the MAX Reference Guide.

Set the following parameters in the Mod Config profile’s ATMP Options subprofile:

Parameter
ATMP Mode
Type

Password

SAP Reply

UDP Port

Idle limit

GRE MTU

Force fragmentation

Usage
For the Home Agent, the mode is Home.

When you set Type to Gateway, the Home Agent forwards packets
received through the tunnel to the Home Network across a nailed
WAN connection.

Used to authenticate the ATMP tunnel itself. Must match the password
specified in the Ascend-Home-Agent-Password attribute of each
Mobile Node’s RADIUS profile. (All Mobile Nodes use the same
password for that attribute.)

Enables a Home Agent to reply to the Mobile Node’s IPX Nearest
Server Query if it knows about a server on the Home Network. If the
parameter is set to No, the Home Agent simply tunnels the Mobile
Node’s request to the Home Network.

ATMP uses UDP port 5150 for ATMP messages between the foreign
and Home Agents. If you specify a different UDP port number, make
sure that the entire ATMP configuration agrees.

Specifies the number of minutes the Home Agent maintains an idle
tunnel before disconnecting it.

Specifies the Maximum Transmission Unit (MTU) for the path
between the Foreign and Home Agents as described in “Setting an
MTU limit” on page 9-3.

Enables/disables prefragmentation of packets that have the DF bit set,
as described in “Forcing fragmentation for interoperation with

outdated clients” on page 9-4.
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IP configuration and Connection profile

The cross-Internet connection to the Foreign Agent is an IP routing connection that the MAX
authenticates and establishes in the usual way. For details, see Chapter 8, “Configuring IP
Routing.”

Connection profile to the Home Network

The Connection profile to the Home Network must be a local profile. It cannot be specified in
RADIUS. The name of this Connection profile must match the name specified by the
Ascend-Home-Network-Name attribute in the Mobile Node’'s RADIUS profile. In addition,

the Connection profile for connection to the Home Network must specify the following values:

* Nailed call type. The Home Agent must have a nailed connection to the Home Network,
because it dials the WAN connection on the basis of packets received through the tunnel.

« ATMP Gateway session option enabled. The ATMP Gateway parameter must be set to
Yes. This parameter instructs the Home Agent to send to the mobile node the data that it
receives back from the Home Network on this connection.

e ATMP tunnel limit. The MAX ATMP Tunnels parameter specifies the number of ATMP
tunnels that the MAX as a Home Agent gateway can establish to a Home Network. The
maximum number of ATMP tunnels can be specified individually for each Home
Network.

Also, you can specify that the MAX include mobile-client routes in RIP-v2 responses to the
home router. The ATMP RIP parameter specifies whether or not the MAX includes
mobile-client routes in RIP-v2 responses to the home router.

Example of configuring a Home Agent in gateway mode (IP)

To configure the Home Agent in gateway mode to reach an IP Home Network:

1 Open Ethernet > Mod Config > Ether Options and verify that the LAN interface has an IP
address. For example:

Et her net
Mod Confi g
Et her options...
| P Adrs=10.1.2.3/24

2 Open the ATMP Options subprofile, set ATMP Mode to Home, and set Type to Gateway.

3 Specify the password used to authenticate the tunnel. It must match the
Ascend-Home-Agent-Password attribute of each Mobile Node's RADIUS profile. For
example:

ATMP options. ..
ATMP Mode=Hone
Type=Gat enway
Passwor d=pri vat e
SAP Repl y=No
UDP Port =5150
GRE Mru=1472
Force fragnentati on=No
Idle limt=0
ATMP SNWVP Tr aps=No
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4  Closethe Ethernet profile.

5 Open a Connection profile and configure an | P routing connection to the Foreign Agent.
For example:

Et her net
Connect i ons

any Connection profile
St ati on=f or ei gn- agent
Active=Yes
Encaps=MPP
Di al #=555-1213
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWf or ei gn- pw
Send PWehone- pw

| P options...
LAN Adrs=10. 65. 212. 226/ 24

6 Open aConnection profile and configure anailed WAN link to the Home Network. For
example:

Et her net
Connecti ons
any Connection profile
St at i on=honenet
Acti ve=Yes
Encaps=MPP
Dial #=NA
Calling #=N A
Rout e | P=Yes

| P options...
LAN Adrs=5.9.8.2/24

Tel co options...
Call Type=Nail ed
G oup=1, 2

Sessi on options...
ATMP Gat eway=Yes
MAX ATMP Tunnel s=0
ATMP RI P=Send-v2

7 Closethe Connection profile.

Example of configuring a Home Agent in gateway mode (IPX)

To configure the Home Agent in gateway mode to reach an |PX Home Network:

1 Open Ethernet > Mod Config > Ether Options and verify that the LAN interface hasan IP
address (required for communication with the Foreign Agent) and can route |PX. For
example:

Et her net
Mod Config
| PX Routi ng=Yes
Ether options...
IP Adrs=10.1.2.3/24
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| PX Frane=802. 2
| PX Enet #=00000000

For details, see Chapter 7, “Configuring IPX Routing.”
Open the ATMP Options subprofile, set ATMP Mode to Home, and set Type to Gateway.

3 Specify the password used to authenticate the tunnel. It must match the
Ascend-Home-Agent-Password attribute of each Mobile Node's RADIUS profile .

4  Set SAP Reply to Yes. The profile now has the following settings:

ATMP options. ..
ATMP Mode=Hone
Type=Gat enway
Passwor d=pri vat e
SAP Repl y=Yes
UDP Port =5150
GRE Mru=1472
Force fragnentati on=No
Idle limt=0
ATMP SNVP Tr aps=No

Close the Ethernet profile.

Open a Connection profile and configure an IP routing connection to the Foreign Agent.
For example:

Et her net
Connecti ons

any Connection profile
St ati on=f or ei gn- agent
Acti ve=Yes
Encaps=MPP
Di al #=555-1213
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWf or ei gn- pw
Send PWehone- pw

| P options...
LAN Adrs=10. 65. 212. 226/ 24

7 Open a Connection profile and configure a nailed WAN link that routes IPX to the Home
Network. For example:

Et her net
Connecti ons
any Connection profile
St at i on=honenet
Acti ve=Yes
Encaps=MPP
PRI # Type=Nati onal (for ISDN PRI |ines only)
Di al #=555-1212
Rout e | PX=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWehonenet - pw
Send PWeny- pw
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| PX options...
I PX Rl P=None
| PX SAP=Bot h
Net Ware t/0=30

Tel co options...
Call Type=Nail ed
G oup=1, 2

Session options...
ATMP Gat eway=Yes
MAX ATMP Tunnel s=0
ATMP RI P=Send-v2

8 Closethe Connection profile.

Specifying the tunnel password

The Home Agent typically requests a password before establishing atunnel. The Foreign
Agent returns an encrypted version of the password found in the mobile client profile.

If the password sent by the Foreign Agent matches the Password value specified in the ATMP
profile, the Home Agent returns a RegisterReply with a number that identifies the tunnel, and

the mobile client’s tunnel is established. If the password does not match, the Home Agent
rejects the tunnel, and the Foreign Agent logs a message and disconnects the mobile client.

Setting an idle timer for unused tunnels

When a mobile client disconnects normally, the Foreign Agent sends a request to the Home
Agent to close down the tunnel. However, when a Foreign Agent restarts, tunnels that were
established to a Home Agent are not normally cleared, because the Home Agent is not
informed that the mobile clients are no longer connected. The unused tunnels continue to hold
memory on the Home Agent. To enable the Home Agent to reclaim the memory held by
unused tunnels, set an inactivity timer on a Home Agent by changing the Idle limit parameter
to a non-zero value.

The inactivity timer runs only on the Home Agent side and specifies the number of minutes (1
to 65535) that the Home Agent maintains an idle tunnel before disconnecting it. A value of 0
disables the timer, which means that idle tunnels remain connected forever. The setting affects
only tunnels created after the timer was set. Tunnels that existed before the timer was set are
not affected by it.

Configuring the MAX as an ATMP multimode agent

You can configure the MAX to act as both a Home Agent and Foreign Agent on a
tunnel-by-tunnel basis. Figure 9-5 shows a sample network topology that has a MAX acting as
a Home Agent for Network B and a Foreign Agent for Network A.

Figure 9-5. MAX acting as both Home Agent and Foreign Agent
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To configurethe MAX as a multimode agent, set ATMP Mode to Both and complete both the
foreign and Home Agent specifications. Setting ATMP Mode to Both indicates that the MAX
will function as both a Home Agent and Foreign Agent on a tunnel-by-tunnel basis.

For example, to configure the MAX to operate as both aHome Agent and Foreign Agent, first
check the interface and set the ATMP options:

1 Open Ethernet > Mod Config > Ether Options and verify that the LAN interface hasan IP
address. For example:

Et her net
Mod Config
Et her options...
| P Adrs=10. 65. 212. 226/ 24

2 Open the ATMP Options subprofile and set ATMP Mode to Both.

Configure the other home-agent settings as appropriate. For example, to use Gateway
mode and a password of private:

ATMP options. ..
ATMP Mode=Bot h
Type=Gat enway
Passwor d=pri vat e
SAP Repl y=No
UDP Port =5150
GRE MIU=1472
Force fragnentati on=No
Idle limt=0
ATMP SNVP Tr aps=No
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Then set the Foreign Agent aspect of the multimode configuration:

1 Openthe Auth subprofile and configure RADIUS authentication. For example:

Aut h. ..
Aut h=RADI US
Aut h Host
Aut h Host
Aut h Host
Aut h Port=1645
Aut h Ti neout =1
Aut h Key-=[]
Aut h Pool =No
Aut h Reqg=Yes
Password Server =No
Password Port=N A
Local
Sess Ti nmer=0
Auth Src Port=0
Auth Send Attr

Profile First=No

6, 7=Yes

#1=10. 23. 45. 11/ 24
#2=0.0.0.0/0
#3=0.0.0.0/0

For detailed information about each parameter, see the MAX Reference Guide.

Close the Ethernet profile.

3 Onthe RADIUS server, open the RADIUS user profile and create an entry for aMobile

Node. For example:

nodel Password="t op-secret"
Ascend- Metri c=2,
Fr amed- Pr ot ocol =PPP,

Ascend- | P- Rout e=Rout e- | P- Yes,

Fr amed- Addr ess=200. 1. 1. 2,

Fr amed- Net mask=255. 255. 255. 0,

Ascend- Pri mar y- Hore- Agent =10. 1. 2. 3,
Ascend- Horre- Agent - Passwor d="pri vat e"

Ascend- Homre- Agent - UDP- Por t

5150

Ascend- Home- Net wor k- Nane=hone- agent

Close the user profile.

Open a Connection profile and configure an I P routing connection to the Network A

Home Agent. For example:

Et her net
Connect i ons
any Connection profile
St ati on=homne- agent
Active=Yes
Encaps=MPP
Di al #=555-1212
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWehone- pw
Send PWf or ei gn- pw

| P options...
LAN Adrs=10.1.2.3/24

6 Closethe Connection profile.
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Finally, set the Home Agent aspect of the multimode configuration:

1 Open aConnection profile and configure an | P routing connection to the Network B

Foreign Agent. For example:

Et her net
Connecti ons

any Connection profile
St ati on=f or ei gn- agent
Active=Yes
Encaps=MPP
Di al #=555-1213
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWf or ei gn- pw
Send PWehone- pw

| P options...
LAN Adrs=10. 65. 212. 226/ 24

2 Open a Connection profile and configure a nailed WAN link to the Network B Home

Network. For example:

Et her net
Connecti ons
any Connection profile
St at i on=honenet
Act i ve=Yes
Encaps=MPP
Dial #=NA
Calling #=N A
Rout e | P=Yes

| P options...
LAN Adrs=5.9.8.2/24

Tel co options...
Call Type=Nail ed
G oup=1, 2

Sessi on options...
ATMP Gat eway=Yes
MAX ATMP Tunnel s=0
ATMP RI P=Send-v2

3 Closethe Connection profile.

Supporting Mobile Node routers (IP only)

To enable an IP router to connect as a Mobile Node, the Foreign Agent’s RADIUS entry for the
Mobile Node must specifthe same subnet as the one that identifies the Home Network. For
example, to connect to a Home Network whose router has the following address:

10.1.2.3/28

The Foreign Agent’s RADIUS entry for the remote router would contain lines such as the

following:

MAX 800 Series Network Configuration Guide
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nodel Password="top-secret"
Ascend- Metri c=2,
Fr amed- Pr ot ocol =PPP,
Ascend- | P- Rout e=Rout e- | P- Yes,
Fr amed- Addr ess=10. 168. 6. 21,
Fr amed- Net mask=255. 255. 255. 240,
Ascend- Pri mar y- Horre- Agent =10. 1. 2. 3,
Ascend- Homre- Agent - Passwor d="pri vat e"

With these Framed-Address and Framed-Netmask settings (equivalent to 10.168.6.21/28) for
the Mobile Node router, the connecting LAN can support up to 14 hosts. The network address
(or base address) for this subnet is 10.168.6.16. This address represents the network itself,
because the host portion of the IP addressis all zeros.

The broadcast address (all onesin host portion of address) for this subnet is 10.168.6.31.
Therefore, the valid host address range is 10.168.6.17—10.168.6.30, which includes 14 host
addresses.

The MAX handles routes to and from the Mobile Node’s LAN differently, depending on
whether the Home Agent is configured in router mode or gateway mode.

Home Agent in router mode

If the Home Agent connects directly to the Home Network, set Proxy ARP=Always,
which enables the Home Agent to respond to ARP requests on behalf of the Mobile Node.

If the Home Agent does not directly connect to the Home Network, the situation is the
same as for any remote network: Routes to the Mobile Node’s LAN must either be learned
dynamically from a routing protocol or configured statically.

The Mobile Node always requires static routes to the Home Agent as well as to other
networks reached through the Home Agent. (It cannot learn routes from the Home Agent.)

Home Agent in gateway mode

If the Home Agent forwards packets from the Mobile Node across a nailed WAN link to
the home IP network, the answering unit on the Home Network must have a static route to
the Mobile Node's LAN.

In addition, because no routing information passes through the connection between the
Mobile Node and the Home Agent, the Mobile Node’s LAN can only support local
subnets that fall within the network specified in the RADIUS entry.

For example, using the previous sample RADIUS entry, the Mobile Node could support
two subnets with a mask of 255.255.255.248: one on the 10.168.6.16 subnet and the other
on the 10.168.6.24 subnet. The answering unit on the Home Network would have only one
route to the router itself (10.168.6.21/28).

ATMP connections that bypass a Foreign Agent

If a Home Agent MAX has the appropriate RADIUS entry for a Mobile Node, the Mobile

Node connects directly to the Home Agent. An ATMP-based RADIUS entry that is local to the
Home Agent enables the Mobile Node to bypass a Foreign Agent connection, but it does not
preclude a Foreign Agent. If both the Home Agent and the Foreign Agent have local RADIUS
entries for the Mobile Node, the node can choose a direct connection or a tunneled connection
through the Foreign Agent.
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For example, thefollowing RADIUS entry authenti cates amobile NetWare client that connects
directly to the Home Agent. In this example, the Home Agent isin the gateway mode (it
forwards packets from the Mobile Node across a nailed WAN link to the home IPX network):

nmobi | e-i px Password = "unit"
User - Servi ce = Franed- User,
Ascend- Rout e- | PX = Rout e-| PX- Yes,
Fr aned- Pr ot ocol = PPP,
Ascend- | PX- Peer - Mode = | PX-Peer-Di alin,
Fr aned- | PX- Net wor k = 40000000,
Ascend- | PX- Node- Addr = 12345678,
Ascend- Home- Agent - | P- Addr = 192. 168. 6. 18,
Ascend- Hormre- Net wor k- Nane = "honenet",
Ascend- Home- Agent - Password = "pi pel i ne"

Note: If you configure the Home Agent in router mode (which forwards packets from the
Mobile Nodeto itsinternal routing module), the Ascend-Home-Network-Name line is not
included in the user entry. The Ascend-Home-Network-Name attribute specifies the name of
the answering unit across the WAN on the home IPX network.

Configuring PPTP tunnels for dial-in clients

Point to Point Tunneling Protocol (PPTP) enables Windows 95 and Windows NT Workstation
usersto dial into alocal ISP to connect to a private corporate network across the Internet. To
the user dialing the call, the connection looks like aregular loginto an NT server that supports
TCP/IP, IPX, or other protocols.

The MAX actsas a PPTP Access Controller (PAC) which functions as afront-end processor to

offload the overhead of communications processing. At the other end of the tunnel, the NT

server acts as a PPTP Network Server (PNS). All authentication is negotiated between the

Windows 95 or NT client and the PNS. The NT server’s account information remains the same
as if the client dialed in directly. No changes are needed.

How the MAX works as a PAC

Currently, PPTP supports call routing and routing to the NT server by PPP-authenticated
connection on a per-line basis, or on the basis of the called number or calling number. The
following section describes how to dedicate an entire WAN access line for each destination
PNS address. For details about configuring WAN lines and assigning phone numbers, see
Chapter 2, “Configuring the MAX for WAN Access.” For details about routing PPTP calls on
the basis of called or calling number, seeNt#eX RADIUS Configuration Guide.

In the PPTP configuration, you specify the destination IP address of the PNS (the NT server),
to which all calls that come in on the PPTP-routed line will be forwarded. When the MAX
receives a call on that line, it passes the call directly to the specified IP address end-point,
creating the PPTP tunnel to that address if one is not already up. The PNS destination IP
address must be accessible by IP routing.

Note: The MAX handles PPTP calls differently than it does regular calls. No Connection
profiles are used for these calls, and the Answer profile is not consulted. The calls are routed
through the PPTP tunnel solely on the basis of the phone number dialed.

Following are the PPTP PAC configuration parameters (shown with sample settings):
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Et her net
Mod Config

L2 Tunneling Options...
PPTP Enabl ed=Yes
Line 1 tunnel type=PPTP
Route line 1=10.65.212.11
Line 2 tunnel type=None
Route line 2=0.0.0.0
Line 3 tunnel type=None
Route line 3=0.0.0.0
Line 4 tunnel type=None
Route line 4=0.0.0.0

Understanding the PPTP PAC parameters

Enabling PPTP

This section provides some background information about configuring PPTP. For detailed
information about each parameter, see the MAX Reference Guide.

When you enable PPTP, the MAX can bring up a PPTP tunnel with a PNS and respond to a
reguest for a PPTP tunnel from a PNS. You must specify the IP address of the PNSin one or
more of the Route Line parameters.

Specifying a PRI line for PPTP calls and the PNS IP address

The PPTP parameters include four Route Line parameters, one for each of the MAX unit's
WAN lines. If you specify the IP address of a PNS in one of these parameters, that WAN line is
dedicated to receiving PPTP connections and forwarding them to that destination address.

The IP address you specify must be accessible via IP, but there are no other restrictions on it. It
can be across the WAN or on the local network. If you leave the default null address, that WAN
line handles calls normally.

Example of a PAC configuration

Figure 9-6 shows an ISP POP MAX unit communicating across the WAN with an NT Server at
a customer premise. Windows 95 or NT clients dial into the local ISP and are routed directly

across the Internet to the corporate server. In this example, the MAX unit’s fourth WAN line is
dedicated to PPTP connections to that server.

Figure 9-6. PPTP tunnel
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To configure this MAX for PPTP;
1 Open Ethernet > Mod Config > PPTP Options.
2 Turnon PPTPR, and set Route Line 4 to the PNS | P address.

Et her net
Mod Config

L2 Tunneling Options...
PPTP Enabl ed=Yes
Line 1 tunnel type=None
Route line 1=0.0.0.0
Line 2 tunnel type=None
Route line 2=0.0.0.0
Line 3 tunnel type=None
Route line 3=0.0.0.0
Line 4 tunnel type=PPTP
Route |ine 4=10.65.212.11

3 Closethe Ethernet Profile.

Example of a PPTP tunnel across multiple POPs

Figure 9-7 shows an ISP POP MAX communicating through an intervening router to the PNS
that isthe end-point of its PPTP tunnel. The MAX routes the packetsin the usual way to reach
the end-point | P address.

Figure 9-7. PPTP tunnel across multiple POPs
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In this example, the MAX at ISP POP #1 dedicates its second WAN line to PPTP connections
tothe PNS at 10.65.212.11. To configure thisMAX asaPAC:

1 Open Ethernet > Mod Config > PPTP Options.
2 Turnon PPTR, and specify the PNS | P address for Route Line 2.

Et her net
Mod Config

L2 Tunneling Options...
PPTP Enabl ed=Yes
Line 1 tunnel type=None
Route line 1=0.0.0.0
Line 2 tunnel type=PPTP
Route |ine 2=10.65.212.11
Line 3 tunnel type=None
Route line 3=0.0.0.0
Line 4 tunnel type=None
Route line 4=0.0.0.0

3 Closethe Ethernet Profile.
The PAC must have aroute to the destination address, in this case a route through the | SP POP

#2. It does not have to be a static route. It can be learned dynamically by means of routing
protocols. The remaining steps of this procedure configure a static route to | SP POP #2:

4 Open an unused | P Route profile and activate it. For example:

Et her net
Static Rtes
Nanme=pop2
Acti ve=Yes

5  Specify the PNS destination address:
Dest =10. 65. 212. 11

6  Specify the address of the next-hop router (ISP POP #2). For example:
Gat eway=10.1.2. 4

7 Specify a metric for this route, the route’s preference, and whether the route is private. For
example:

Metric=1
Pr ef erence=100
Pri vat e=Yes

8 Close the IP Route profile.

Routing a terminal-server session to a PPTP server

You can initiate a PPTP session in which the terminal-server interface routes the session to a
PPTP server. The PPTP command gives you two options for selecting the tunnel the MAX
creates. You can specify either the IP address or host name of the PPTP server. Normal PPTP
authentication proceeds once the MAX creates the tunnel.

Enter the command, at the terminal-server prompt as follows:

PPt p pptp_server
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where ppt p_ser ver isthe|P address or hosthame of the PPTP server. When you enter the
command, the system displays the following text:

PPTP: Starting session

PPTP Server pptp_server

Configuring L2TP tunnels for dial-in clients

L2TP enablesyou to dial into alocal ISP and connect to a private corporate network across the
Internet. You dial into alocal MAX, configured as an L2TP Access Concentrator (LAC), and
establish a PPP connection. Attributes in your RADIUS user profile specify that the MAX,
acting asan LAC, establishes an L2TP tunnel. The LAC contacts the L2TP Network Server
(LNS) that connects to the private network. The LAC and the LNS establish an L2TP tunnel
(viaUDP), and any traffic your client sendsis tunneled to the private network. Once the MAX
units establish the tunnel, the client connection has a PPP connection with the LNS, and
appears to be directly connected to the private network.

You can configure the MAX to act as either an LAC, an LNS, or both. The LAC performsthe
following functions:

Establishes PPP connections with dial-in clients.

Sends requests to LNS units, requesting creation of tunnels.

Encapsulates and forwards all traffic from clients to the LNS via the tunnel.
De-encapsulates traffic received from an established tunnel, and forwards it to the client.
Sends tunnel-disconnect requests to LNS units when clients disconnect.

The LNS performs the following functions:

Responds to requests by LAC units for creation of tunnels.
Encapsulates and forwards all traffic from the private network to clients via the tunnel.

De-encapsulates traffic received from an established tunnel, and forwards it to the private
network.

Disconnects tunnels on the basis of requests from the LAC.

Disconnects tunnels when the value you set for a user profile’'s MAX-Connect-Time
attribute expires. You can also manually disconnect tunnels from the LNS by using SNMP,
the terminal-server Kill command, or the DO Hangup command (which you access by
pressing <Ctrl- D).

Note: With this release, a MAX acting as an LNS cannot send Incoming Call Requests to an
LAC. Only an LAC can make requests for the creation of L2TP tunnels.

Elements of L2TP tunneling

This section describes how L2TP tunnels work between an LAC and an LNS. A client dials
into an LAC, from either a modem or ISDN device, and the LAC establishes a cross-Internet
IP connection to the LNS. The LAC then requests an L2TP tunnel via the IP connection.

The LNS is the terminating part of the tunnel, where most of the L2TP processing occurs. It
communicates with the private network (the destination network for the dial-in clients) through
a direct connection.
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Figure 9-8 shows an ISP POP MAX, acting as an LAC, communicating across the WAN with a
private network. Clients dia into the ISP POP and are forwarded across the Internet to the
private network.

Figure 9-8. L2TP tunnel acrossthe Internet

Private network

Dial-in
clients

RADIUS server

How the MAX creates L2TP tunnels

Thedia-in client, the LAC, and the LNS establish, use, and terminate an L 2TP-tunnel
connection as follows:

1 Aclient dids, over either amodem or ISDN connection, into the LAC.

2 Onthebasis of dialed number or after authentication (depending onthe LAC
configuration), the LAC communicates with the LNS to establish an IP connection.

3 Over the IP connection, the LAC and LNS establish a control channel.
4  TheLAC sendsan Inbound Call Request to the LNS.

5 Depending on the LNS configuration, the client might need to authenticate itself a second
time.

After successful authentication, the tunnél is established, and data traffic flows.

7  When the client disconnects from the LAC, the LAC sends a Call Disconnect Notify
message to the LNS. The LAC and LNS disconnect the tunnel.

LAC and LNS mode

The MAX can function asan LAC, an LNS, or both. When configured as both, the MAX
functions as an LAC when so specified by the dia-in client configuration, and asan LNSin
response to an Inbound Call Request from an LAC.

Note: The MAX can support several simultaneous connections, somein which it acts as an
LAC, and someinwhich it actsasan LNS. For any single connection, however, the MAX can
operate as either an LAC or LNS, but not both.

Tunnel authentication

You can configure the LNS to authenticate a tunnel during tunnel creation. You must enable
tunnel authentication on both the LAC and LNS.

On the LNS, you must create a Names/Passwords profile where:
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e The value in the Ethernet > Names/Passwords > Name parameter matches the value of the
System > Sys Config > Name parameter on the LAC.

e The value of the Ethernet > Names/Passwords > Recv PW parameter matches the
password configured on the LAC.

On the LAC, you can specify the password with the Tunnel-Password attribute in the RADIUS
user profile for the connection initiating the session, or you can configure the password in a
Names/Passwords profile. If you create a Names/Passwords profile, the value of the Ethernet >
Names/Passwords > Name parameter must match the the value of the System > Sys Config >
Name parameter on the LNS.

Conversely, you can configure the LAC and LNS to not require tunnel authentication.

Client authentication

Flow control

Either the LAC, the LNS, or both, can perform PAP or CHAP authentication of clients for
which they create tunnels. If you configure the MAX to create tunnels on a per-line basis, only
the LNS can perform authentication, because the MAX automatically builds a tunnel to the
LNS for any call it receives on that line.

If you use RADIUS to configure L2TP on a per-user basis, and you specify the
Client-Port-DNIS attribute, the LAC does not perform PAP or CHAP authentication. If you
specify Client-Port-DNIS, the tunnel is created as soon as the LAC receives a DNIS number
that matches a Client-Port-DNIS for any user profile. You can configure the LNS to perform
PAP or CHAP authentication after the LAC and LNS establish the tunnel.

If you use RADIUS to configure L2TP, but do not specify the Client-Port-DNIS attribute, the
LAC performs PAP or CHAP authentication before the tunnel is established. Once the tunnel is
up, the LNS can perform authentication again on the client. Each client sends the same
username and password during the authentication phase, so for each client, make sure you
configure the LAC and LNS to look for the same usernames and passwords.

You can also direct the MAX to create an L2TP tunnel, from the terminal server, by using the
L2TP command. You can configure authentication on the LNS, requiring users to authenticate
themselves when they manually initiate L2TP tunnels from the terminal server.

The LAC and LNS automatically use a flow control mechanism that is designed to reduce
network congestion. You do not need to configure the mechanism.

You can, however, configure the maximum number of unacknowledged packets that the LAC
or LNS receives before it requests that the sending device stop sending data. You can configure
the LAC or LNS to receive up to 63 unacknowledged packets before refusing new data, or you
can disable flow control completely.

Configuration of the MAX as an LAC

The LAC is responsible for requesting L2TP tunnels to the LNS. You configure the LAC to
determine when a dial-in connection should be tunneled, and you can specify the LNS used for
the connection.
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Understanding the L2TP LAC parameters

This section provides some background information about parameters used in configuring the

MAX asan LAC:
Parameter How it's used
L2TP Mode Enables the MAX unit’'s LAC functionality if you set L2TP Mode to
LAC or Both.
L2TP Auth You must either enable tunnel authentication for both the LAC and LNS
Enabled or enable it for neither. You configure a tunnel password in a

Names/Passwords profile.

L2TP RX Window Specifies the number of unacknowledged packets the MAX receives
(when configured as an LAC or a LNS) before requesting that the
sending device stop transmitting data.

Line N Tunnel Specifies whether the MAX should dedicate an entire WAN line to either

Type L2TP or PPTP. If you want the MAX to establish tunnels on a
connection-by-connection basis, set Lihd@unnel Type to None on all
lines.

Route LineN Specifies the IP address of the LNS. This parameter amplig§ you

dedicate an entire WAN line to tunneling with the Lih@unnel Type
parameter. If you want the MAX to establish tunnels on a
connection-by-connection basis, leave Route Nri#ank for all lines.

Configuring the MAX

To configurethe MAX asan L2TP LAC, you must first enable L2TP LAC on the MAX, then
specify how the MAX determines which connections are tunnel ed.

Configuring systemwide L2TP LAC parameters

To configure systemwide L2TP LAC parameters on the MAX:
1 Open the Ethernet > Mod Config > L2 Tunneling Options menu.
2 SetL2TP Modeto LAC or to Both.

3 If you require tunnel authentication, set L2TP Auth Enabled to Yes.

You must configure both the LAC and LNS identically, to either require or not require
authentication.

4 Set L2TP RX Window to the number of packets that the MAX should receive before it
requests that the sending device stop transmitting packets.

The default is seven. Set the parameter to O (zero) to disable flow control in the receiving
direction. The MAX continuesto perform flow control for the sending direction regardless
of thevalue of L2TP RX Window.
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Enabling L2TP tunneling for an entire WAN line

If you want the LAC to create L2TP tunnels for every call received on a specific WAN line:
1 Open the Ethernet > Mod Config > L2 Tunneling Options menu.

2 For theline for which you are configuring LAC functionality (Line N) , set Line N Tunnel
Typeto L2TP. For example, if you want to tunnel al calls received on the first WAN port
(labeled WAN 1 on the MAX back panel), set Line 1 Tunnel Typeto L2TP.

3  Set Routeline n to the IP address of the LNS.

Enabling L2TP tunneling on a per-user basis

You can configure RADIUS to direct the MAX to create L2TP tunnels for specific users. To do
S0, you use three standard RADIUS attributes: Tunnel-Type, Tunnel-Medium-Type, and
Tunnel-Server-Endpoint. Table 9-3 describes them.

Table 9-3.RADIUS attributes for specifying L2TP tunnels

Attribute

Description

Possible values

Tunnel-Type (64)

Specifieswhich tunneling protocol
to use for this connection.

PPTP or L2TP. You must set
this attribute to L2TP to direct

the MAX to create an L2TP
tunnel.

Tunnel-Medium-Type (65)

Specifies the protocol type, or
medium, used for this connection.
Currently, the MAX supports IP
only. Future software releases will
support additional medium types.

Currently, the only supported
valueisIP. You must set this

attribute to IP.

Tunnel-Server-Endpoint (67)

Specifiesthe IP address or fully
qualified host name of the LNS, if
you set Tunnel-Typeto L2TP, or
PPTP Network Server (PNS), if
you set Tunnel-Typeto PPTP.

If aDNS server isavailable,
you can specify the fully
qualified host name of the
LNS. Otherwise, specify the

address of the LNS in dotted

decimal notation (n.n.n.n,
where n is a number from 0
255.) You must set this
attribute to an accessible IP
host name or address.

IP

to

Configuration of the MAX as an LNS

When the MAX actsas an LNS, it responds to requests by LAC unitsto establish tunnels. The
LNS does not initiate outgoing requests for tunnels, so configuration of the MAX issimple.

Proceed as follows:

1 Open the Ethernet > Mod Config > L2 Tunneling Options menu.
2  SetL2TP Modeto either LNS or Both.
3 If you require tunnel authentication, set L2TP Auth Enabled to Yes.
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You must configure both the LAC and LNS identically, to either require or not require
authentication.

4 Set L2TP RX Window to the number of packets that the MAX should receive before it
requests that the sending device stop transmitting packets.

The default is 7. Set the parameter to 0 (zero) to disable flow control in the receiving
direction. The MAX continuesto perform flow control for the sending direction regardless
of thevalue of L2TP RX Window.
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