MAX Diagnostic Command Reference

This guide provides all available information about the MAX Diagnostic commands. The
information is organized for quick reference, and does not include tutorials. All commands are
listed alphabetically.

Under most circumstances, Diagnostic commands are not required for correct operation of the
MAX, and in some circumstances might produce undesirable results. Please use the following
information with caution. Contact Ascend Technical Support with any questions or concerns.

Note: Every attempt has been made to confirm that this chapter correctly describes the

functionality and output of the MAX Diagnostic commands. But while Diagnostic mode can

be avery valuable troubleshooting tool for anyone, its primary focus is on the requirements of

Ascend’s development engineers. For this reason, Ascend does not guarantee the completeness
of list of commands or the cataloging of functionality from release to release.

Using MAX Diagnostic Commands

To be allowed access to Diagnostic mode, you must set the Field Service privilege to Yes in the
active Security Profile. (If you have any questions about how to activate Security Profiles,
refer to theMAX Security Supplement.)

Use one of two methods to access Diagnostic mode:

* From the MAX VT100 interface, display the DO menu by pressing Ctrl-D. Then press D
or select D=Diagnostics.

« From the MAX VT100 interface, type the following key sequence in rapid succession:
Esc [ Esc =
(Press the Escape key, then the left-bracket, then the Escape key, then the equals sign.)
You must type all 4 four keys within one second for the MAX to recognize the escape
sequence.

To display an abbreviated list of the most commonly used commands, enter a question mark:
MAX>?

To see a complete listing, typecend after the question mark:

MAX>? ascend

To exit Diagnostic mode, entqui t .
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Using combinations of commands

Since most commands are designed to give a devel oper information about specific portions of MAX
functionality, you might find it helpful to use commands in combination to troubleshoot different
problems.

For example, if you see problems with the initial connection of remote users, you might want to use a
combination of net wor ki , r out mgr and want oggl e to obtain a complete view of three functions
involved in establishing a call.

When troubleshooting modem-rel ated issues, you might want to use modemdrvstate, modemdiag and
mdialout (if modem outdial is supported on your MAX) to get all modem-related information for your
cals.

Using several commands simultaneously not only gives you a clearer picture of agiven scenario, it also
shows you a chronological timeline of the events that are happening.

Command reference

Following are the MAX Diagnostic commands in alphabetic order:

Description: Displaysan abbreviated list of the most commonly used Diagnostic commands and a
brief description of each command. Use the ascend modifier to see the complete list of commands.

Usage: ? [ ascend ]

Syntax element: Description:
ascend List all commands.
Example:

MAX> ?

? -> List all nonitor commands

clr-history -> Cear history |og

ConnLi st -> Display connection list information
et her-di splay -> ether-display <port #> <n>
fatal -history -> List history |og

fclear -> clear configuration fromflash
FiltUpdate -> Request update of a connection
frestore -> restore configuration fromflash
fsave -> save configuration to flash

help -> List all nonitor conmands

nsl ookup -> Perform DNS Lookup

pri Di splay -> priDisplay <n>

quit -> Exit fromnonitor to nenus

reset -> Reset unit

tl oadcode -> | oad code fromtftp host

trestore -> restore configuration fromtftp host
tsave -> save configuration to tftp host
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AddrPool

wanDi spl ay -> wanDi spl ay <n>

wanDSess -> wandsess <sess <n>> (di splay per session)

wanNext -> wanNext <n>

wanQOpeni ng -> wanOpeni ng <n> (di spl ays packets during openi ng/ negoti ati on)

Description: Displays messages related to dynamic address pooling. The command is atoggle that
alternately enables and disables the debug display.

Usage: Enter addr pool at the MAX prompt.

Example: Following are several examples of output displayed by addr pool .
With 18 addresses currently allocated from a pool addr pool might display:
ADDRPQOOL: | anAllocate index O inuse 18
The address 208.147.145.155 was just allocated:
ADDRPOOL: al |l ocate | ocal pool address [208.147.145. 155]

The address 208.147.145.141 is to be freed because the user of that address has hung up his call.
The Max must find the pool to which the pool belonged, then free the address so it is available for
another user:

ADDRPQOOL: found entry by base [208. 147. 145. 141] entry
[ 208. 147. 145. 129]
ADDRPOOL: free | ocal pool address [208.147.145.141]

A new pool is created. Under Ethernet > Mod Config > WAN Options, Pool #1 Start is set to
192.168.8.8, and Pool #1 Count is set to 4:

ADDRPQOOL: Del eti ng addr Pool
ADDRPOOL: New Addr pool rc =0
addrPool index 1 ip [192.168.8.8] count 4

The parameter Pool #1 Count of existing pool is changed from 4 to 3

ADDRPQOOL: Del eti ng addr Pool
ADDRPOOL: New Addr pool rc =0
addrPool index 1 ip [192.168.8.8] count 3

A second poal is created. Under Ethernet > Mod Config > WAN Options, Pool#2 Start is set to
192.168.10.8, and Pool #2 Count is set to 10:

ADDRPQOOL: Del eti ng addr Pool

ADDRPOOL: New Addr pool rc =0

addrPool index 1 ip [192.168.8.8] count 4
ADDRPOOL: New Addr pool rc =0

addr Pool index 1 ip [192.168.8.8] count 4
addr Pool index 2 ip [192.168.10.1] count 10

The second pool is deleted:

ADDRPQOQOL: Del eti ng addr Pool
ADDRPOOL: New Addr pool rc =0
addr Pool index 1 ip [192.168.8.8] count 4
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ARPTable

Description: Displaysthe Address Resolution Protocol (ARP) table on the MAX. The MAX uses the
ARP table to associate known | P addresses with physical hardware addresses.

Usage: Enter ar pt abl e at the command prompt.

Example:
MAX> ar pt abl e

i p address ether addr if rts pkt ref insert

DYN 206. 30. 33. 11 00AQ244CCEO4 0 O O 1 281379
DYN  206.30.33.254 00605C4CA220 0 O O 1 281303
DYN 206. 30. 33. 21 00059A403B47 0 O O 1 281179
DYN 206. 30. 33. 15 00A0247C2A72 0 0 O 1 281178

The ARP table displays the following information:

Column Name:  Description

First, unnamed column indicates how the address was learned,
dynamically (DYN) or by specification of a Bridge Address (STA).

ip address Network address contained in ARP requests.

ether addr Media Access Control (MAC) address of the host identified by
addr ess. This is also referred to as the hardware address.

if Interface on which the MAX received the ARP request.

rts Routes pointing to the address.

pkt Number of packets queued.

ref Number of times that the address was used.

insert Time at which this entry was inserted into the ARP table.

ARPToggle

Description: Displays messages related to ARP. The command is atoggle that alternately enables and
disables the debug display.

Usage: Enter ar pt oggl e at the command prompt.

Example: Following are two examples of ar pt oggl e nessages.
As ARP entries are added to the ARP cache, you'll see the following output:

ARP- 0: update cache for 208. 147. 154. 50/ 32.
ARP- 0: update cache for 206. 30. 33. 252/ 32.

As ARP entries are removed normally from the ARP cache, you see output similar to the following:
ARP: del ete A@0524080 208.147. 154. 39/ 32.
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Avm

Description: Displays areport on the status of the availability of modemsin the MAX. Each time you
type avm you get a snapshot look at current modem states and the recent history for each modem. This
command is particularly helpful in troubleshooting modem connection problems, for which you must
focus on the ahbility of individual modems to successfully connect with dial-in users.

A call is noted as successful if modem handshaking (training) and authentication are successful.

A call is noted as bad if modem handshaking fails at any point in the initial call set-up, or if the dial-in
user does not successfully log in.

Thedi r parameter indicates the direction of the last call into each modem:

1 - call direction unknown
2 - call was outgoing
3 - call wasincoming

A modem is moved to the suspect list if itsfirst four calls are bad, or if it experiences 8 bad callsin a
row. Modems on the suspect list may still be used if all free modems are in use. Any subsequent
successful call to a suspect modem places that modem back on the free list.

Note: A cal that has been categorized as bad does not necessarily indicate a modem problem with the
MAX. Poor line quality, software problems with the calling modem, wrong numbers, and forgotten
passwords all can generate calls that display as bad calls that have nothing to do with modems on the
MAX.

Usage: Enter avmat the command prompt.

Example: In the example below, an 8-mod modem card is located in slot 8 of the MAX. Modems 8:5
and 8:6 arein use. Modems 8:2, 8:3, 8:4, 8:7, and 8:8 areidle and available to accept calls. Modem 1
has been disabled viathe V.34 Modem > Modem Diag > Modem #1 parameter.

Looking at Modem 4 on slot 8 (designated 8:4 ), the eight digit hexadecimal number hasto be converted
to binary to indicate how many of the last 32 calls were successful.

ffdffbfc = 11111111110111111111101111111100
For modem 8:4, there have been 4 unsuccessful calls. The last two calls were unsuccessful.

dir=3 indicates that the last call was an incoming call.

MAX> avm
Modens on free |ist:

Modem 8:4, 70 calls, 6 bad, last 32 calls = ffdffbfc dir=3
Modem 8:8, 54 calls, 1 bad, last 32 calls = ffffffff dir=3
Mbdem 8: 3, 63 calls, 1 bad, last 32 calls = fffbffff dir=3
Modem 8: 2, 74 calls, 1 bad, last 32 calls = ffffffff dir=3
Modem 8:7, 64 calls, 2 bad, last 32 calls = ffbfffbf dir=3
Modens on suspect |ist:

Modem 8: 1, 57 calls, 0 bad, last 32 calls = ffffff00 dir=3

Modens on disabled |ist:
Modens on dead |ist:
Modens on busy list:
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fffffffd dir=3
ffffffff dir=3

Modem 8:5, 65 calls, 2 bad, last 32 calls
Modem 8: 6, 58 calls, 1 bad, last 32 calls

Bridge-Info
Description: Displaysthe bridge address table. This table can be helpful in troubleshooting particular
hosts that are having difficulty in reaching specific destinations. A bridge uses the MAC addressto
determine the side on which a particular frame should be sent.
The commands displays a snapshot of the bridging table at the current time.
Usage: Enter bri dge-i nf o at the command prompt.
Example:
MAX> bridge-info
Bucket ---Mac Address--- |F Prof LastUsed
7 00: 80: 5f : ba: 25: a7 0 0 d40d3
96 00: c0: 7b: 61: b7: 0d 0 0 d41c9
174 00: c0: 7b: 6b: c7: b9 0 0 d4ilce
175 00: c0: 7b: 61: 58: 2d 0 0 d4le2
213 00: 40: c7: 5a: 64: 6¢ 0 0 d41e3
246 00: c0: 7b: 54: 79: 60 0 0 d4lcc
The bridge-info table displays the following information:
Column Name: Description
Bucket A number used internally.
Mac Address The Media Access Control (MAC) address of aknown host. Also
referred to as the hardware address.
IF The interface number on which this host is located.
Prof The name of the associated Connection profile.
LastUsed The last time this entry was referenced.
BriDisplay
Description: Displays messages related to the D-channel signalling for any BRI slot cardsinstalled on
the MAX. This command is available only if you have loaded a version of MAX software that supports
BRI slot cards.
If you enter the command while traffic through your MAX is heavy, the resulting amount of output can
make it tedious to find the information you're looking for. The screen might even display the message -
---- data lost ----- , which just means that not all the output can be displayed on the screen.
You might prefer to use the BriDisplay command during a period of low throughpui.
Usage: bridisplay n
where n is the number of octets to display per frame. Specifying a value of zero disables the logging of
this data.
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BrouterDebug

BrouterLoad

Example:
MAX> bridisplay 4

BRI-XMT-7: : 4 octets @ BO4EE520
[0000]: 00 B3 01 01
BRI-RCV-7: : 4 octets @ B0539A80
[0000]: 02 B3 01 01
BRI-XMT-7: : 4 octets @ B0529560
[0000]: 02 B3 01 01
BRI-RCV-7: : 4 octets @ B05608A0

[0000]: 00 B3 01 01

Description: Displays messages related to the Bridge/Router functionality of the MAX. The command
isatoggle that alternately enables and disables the debug display.

You can use this command to give a genera view of the load on the MAX.
Usage: Enter br out er debug at the command prompt.
Example:

Typically there are very few messages logged with brouterdebug enabled. The following display
appeared over several minutes on a MAX with 40-45 users active:

MAX> br out er debug

BROUTER debug display is ON
BROUTER LOAD MSG time= 0
BROUTER LOAD MSG time= 1
BROUTER LOAD MSG time= 0
MAX> br out er debug

BROUTER debug display is OFF

The BROUTER_LOAD_MSG message is an indication of how busy the Bridge/Router function is. A low
number, asisillustrated here, indicates the Bridge/Router is not experiencing any problems.

Description: Reports Bridge/Router backlog time indicating whether the MAX is experiencing any
delay. Thetimeis shown in ticks. Multiply the number of ticks by ten to get the corresponding timein
milliseconds.

You can use this command to give a general view of the load on by the MAX.
Usage: Enter br out er | oad at the command prompt.

Example: The following message indicates no delays in the Bridge/Router.

MAX> brout er | oad
BROUTER |l oad tinme is 0 ticks (x10msec)
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Callback

CallRoute

Description: Displays messages related to the callback functionality of the MAX. You can use the
command to display, for example, sessions queued for callback. The command is atoggle that
aternately enables and disables the debug display.

When you enable the callback feature, the MAX hangs up after receiving an incoming call that matches
the one specified in the Connection Profile. The MAX then uses the Dial # specified in the Connection
Profile to call back the device at the remote end of the link.

You can use the callback command to tighten security, by ensuring that the MAX always makes a
connection with aknown destination. The command can also help you troubleshoot detailed areas of the
callback process.

Usage: Enter cal | back at the command prompt.

Example: Following are several examples of output displayed by cal | back.

MAX> cal | back
CALLBACK debug is now ON

The following message appears asthe MAX preparesto call back the remote end:
CALLBACK: processing entry entry
The MAX then dials the remote end:
CALLBACK: initiate call to entry
When the call has been made and is being negotiated:
CALLBACK: new state WAI TI NG
If callback failed and will be retried:
CALLBACK: new state FAILED

If callback is never successful, the call is marked for removal from the callback list and the
following message appears.

CALLBACK- FAI LED: entry marked as fail ed

After theremote end is called back, its entry isremoved from the Callback list so that the MAX can
reallocate and use the resources. The following message appears:

CALLBACK: deleting entry entry
To terminate the display:

MAX> cal | back
CALLBACK debug is now OFF

Description: Displays messages related to outbound call routing on the MAX. The output is different
from that of the callback diagnostic command, in that it displays output from the modul e that routes call
between the various WAN interface types. The command is atoggle that aternately enables and
disables the debug display.

This command will not log any messages if your MAX does not support outbound dialing.

Usage: Enter cal | r out e at the command prompt.
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ClockSource

Clr-History

Example: Following are several examples of output displayed by cal | r out e.

MAX> cal | rout e
CALLROUTE debug is now ON

When an outbound call is placed, the number is displayed:

CALLRQUTE: r out eQut boundCal | : phone nunber 912135551212
Then, another message displays the trunk group being used:

CALLROUTE: _mat chTrunkGroup: TG 9

When the link and channel have been validated, a message similar to the following shows that a
call can be placed:

CALLROUTE: _mat chTrunkGroup: natched T1 slot 1 DSL O

The MAX then routes the outgoing call to an available channel, and the call is placed. For the call
in this example, the following message appears:

CALLRQUTE: found a matching trunk group routing call to DSL O

Description: Displays the source of clocking for the MAX. Clock slips can cause connectivity
problems, particularly for analog users. If you use the Net/T1 > Line Config > Line # > Clock Source
parameter to move the clock source, you can use this Diagnostic command to validate your changes.

Note: You need to reboot the MAX to enable any changesto Clock Source. Also, if morethan oneline
has Clock Source=Yes, remember that clock source will be derived from thefirst line that syncs. If you
want to ensure that a particular line is the source, make sureit has Clock Source set to Yes, and that all
other lines have Clock Source=No.

Usage: Enter cl ocksour ce at the command prompt.

Example: Inthefollowing example, the clock sourceistaken from thefirst TL/PRI line, designated dis
0. bs| # indicates the maximum number of possible sources for clock. Source can be on Net/T1 slot
cards or Net/BRI dlot cards. This MAX has three TL/PRI lines configured, so there are three possible
external sourcesfor clock. LstSel isfurther validation that clock is being derived from Ds| #0. After
Now, a 2 indicates that layer 2 is up for that line and is available as clock source.

MAX> cl ocksource
Cl ock source is dsl O

Dsl # 01234567890123456789012345678901234567890123456789
LSt Sel  a??2?2?27272222222227222222227222222272222227227272222227277?7

Now .7

Description: Clearsthefatal error history log.

Usage: Enter cl r- hi st ory at the command prompt. To view the log before clearing it, enter the
fatal - hi st ory command.

Example:

MAX> fatal -history
OPERATOR RESET: |Index: 99 Load: ti.nm40 Revision: 5.0A
Date: 02/13/1997. Ti me: 04:22:47
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DEBUG Reset from unknown in security profile 1.
SYSTEM IS UP: Index: 100 Load: ti.nm40 Revision: 5.0A
Dat e: 02/ 13/1997. Ti me: 04:23:50
MAX> clr-history
Thelog is now empty:

MAX> fatal -history
MAX>

See Also: Fatal-History

ConnlList
Description: Displaysthe names of any users that have established outgoing MPP Bundle connections.
Usage: Enter connl i st at the command prompt.
Example:
MAX> connl i st
Current time: 227010598
Connection |ist
Connection: TestUser: 426 1 filters, pers=0x0, time=0
Dat aname: , Call nane:
0xb0389108
0x0
0x0
End of Connection |ist
CoreDump
Description: Enables or disables the ability of the MAX to send the contents of its memory (core) to a
specified UNIX host. When you use the function, the core file created can be several Megabytes large.
Also, the UNIX host must be running the ascendunp daemon, which is available by contacting Ascend
Technical Support.
CoreDump is a particularly useful tool for Ascend’s development engineering, and Technical Support
occasionally requests its use to help troubleshoot specific issues.
You can include theow option to instruct the MAX to dump its core immediately. You can include the
enabl e option to direct the MAX to dump its core when it has logged an entry to the fatal error log.
Warning: This command causes active connections to be disconnected and the MAX to reboot after
its memory (core) has been dumped. Do not use the command unless specifically requested to do so by
an Ascend representative.
Usage: coredump [ enable] [ disable] [ now] ipaddress
where:
e enabl e instructs the MAX to dump its core to the specified ip address when and entry is logged to
the fatal error log.
» di sabl e cancels the command if it has been enabled.
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CtCheck

CtDebug

DHCPToggle

e nowinstructs the MAX to dump its core immediately to the specified ip address.

Example: Following are examples of use of the coredump command with possible response messages.

MAX> coredunp enable 1.1.1.1
coredunp over UDP is enabled locally only with server 1.1.1.1

MAX> coredunp disable 1.1.1.1
coredunp over UDP is disabled locally only with server 1.1.1.1

MAX> cor edunp
coredunp over UDP is disabled locally only with server 1.1.1.1

MAX> coredunp enabl e 200. 200. 28. 193

corebDunp: Sending arp request...

corebDunp: Sending arp request...

corebDunp: Sending arp request...

corebDunp aborted: Can’t find ether address for first hop to
200. 200. 28. 193

Description: Analyzes the CIDR tree. The command displays general statistics about the quantity of
nodes and levels in the CIDR tree.

Usage: Enterct check at the command prompt.

Example:

MAX> ct check
active nodes: 101
total nodes: 201

active®n 50%
max | evel : 15
ave | evel: 11. 09

Description: Displays messages related to CIDR routing. The command is a toggle that alternately
enables and disables the debug display.

Usage: Enterct debug at the command prompt.

Example:

MAX> ct debug
CIDR tree debug is O

Description: Displays messages related to DHCP functionality. This command provides little
information, and is designed for developmental use only. The command is a toggle that alternately
enables and disables the debug display.

Usage: Enterdhcpt oggl e at the command prompt.
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DumpStackinfo

Ether-Display

Example: Following is sample output from dhcpt oggl e.
If the MAX receives a bad DHCP packet:
DHCP: bad magi ¢ cooki e
WHen the MAX receives a good DHCP packet:;
DHCP: packet received\n"));

Description: Displays asummarized report relating to MP+ stacking calls into the MAX.
Usage: Enter dunpst acki nf o at the command prompt.

Example: Thefollowing exampleisfrom aMAX with Stacking disabled:

MAX> dunpst acki nf o
_stacklnfoList =0
total number =0

Description: Displays the contents of Ethernet packets.

If you enter the command while traffic through your MAX is heavy, the resulting amount of output can
make it tedious to find the information you're looking for. The screen might even display the message -
---- data lost ----- , which just means that not all the output can be displayed on the screen.
You might prefer to use the Ether-Display command during a period of low throughput.

Usage: et her-display port_0-# n

Syntax element:  Description:

port O-# The range of Ethernet ports on which received or transmitted packets should be
displayed. Use 0 only to indicate that Ethernet packets for all ports should be
displayed.

n The number of octets to display from each Ethernet packet.

Example: To display the first 12 octets of each Ethernet packet for all ports:

MAX> et her-display 0 12

Di splay the first 12 bytes of ETHER nmessages
ETHER XM T: 105 octets @ BO7BE920

[0000]: 00 40 C7 5A 64 6C 00 CO 7B 0C 01 59
ETHER RECV: 64 octets @ BO77EE70

[0000]: OO0 CO 7B OC 01 59 00 40 C7 5A 64 6C
ETHER XM T: 219 octets @ BO7BE920

[0000]: 00 40 C7 5A 64 6C 00 CO 7B 0C 01 59
ETHER RECV: 64 octets @ B077F4C0

[0000]: 00 CO 7B OC 01 59 00 40 C7 5A 64 6C
MAX> et her-display 0 O

ETHER nmessage di splay term nated

12
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Ether-Stats

Description: Displaysall statistics and error counters maintained by the Ethernet driver.

Usage: etherstats port O-#

Example:

MAX> et her-stats O

TXx uni cast:
non- uni cast:
octets:

col l'i sions:
dna under:
cts | oss:

no carrier:
late coll:
dr ops:

Rx uni cast:
non- uni cast:
octets:

col i sions:
short frane:
dna over:

no resource:
Ali gnnent :
Unal i gns:
Length Errs:
Restarts:

20695704
12841
1958053023
78108

[cNeoNeoNeNo)

20414347
224846
1401213008

0

O WoOoOoOooOo

53

MAX> et her-stats 100
Port # must be in [0 - O]

MAX> et her-stats 10
Port # must be in [0 - 0]

MAX> et her-stats 0 - 10

TX uni cast:
non- uni cast:
octets:

col li sions:
dna under:
cts | oss:

no carrier:
|late coll:
dr ops:

Rx uni cast:

non- uni cast :

octets:
col i si ons:

short frane:

dma over:

no resource:

Ali gnnent:
Unal i gns:

20696397
12844
1958105927
78111

[cNeoNeoNeNe)

20415065
224913
1401828909

[PNeoNeoNeNeNo]
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Fatal-History

Length Errs: 0
Restarts: 53

MAX> ether-stats 10 - 100
Port # must be in [0 - 0] range

MAX> et her-stats 0 - 2000

Tx uni cast:
non- uni cast:
octets:

col i sions:
dnma under:
cts | oss:

no carrier:
late coll:
dr ops:

Rx uni cast:
non- uni cast:
octets:

col i sions:
short frane:
dna over:

no resource:
Al'i gnnent :
Unal i gns:
Length Errs:
Restarts:

20696941
12844
1958146763
78113

[cNeoNeoNeNo)

20415579
224956
1402266360

U‘IO(.éJOOOOO

w

Description: Displaysthe MAX fatal error log. Each time the MAX reboots, it logs a fatal-error
message to the fatal-error history log. The fatal-error log also includes Warnings, for which the MAX
did not reset. Development engineers use Warnings for troubleshooting purposes. A Warning indicates
that the MAX detected an error condition but recovered from it. The number of entriesin thislogis
limited by available flash space, and the errors rotate on a First-in, First-out (FIFO) basis. The log can
be cleared with the Clr-History command.

Note: If your MAX experiences afatal reset or warning, contact Ascend Technical Support
immediately.

Definitions of fatal errors:

The following reset is caused when an Assert is placed in the code. This problem can be either
hardware or software related. Contact Ascend Technical Support if you experience an FE1 reset.

FATAL ASSERT = 1
The following reset is an out-of-memory condition, sometimes termed a memory leak.

FATAL_POOLS_NO BUFFER =
FATAL_PROFI LE_BAD =
FATAL_SW TCH_TYPE_BAD =
FATAL_LI F_FATAL =
FATAL_LCD_ERROR =
FATAL_| SAC_TI MEOUT =

The following reset is caused by a processor exception error.

~NOoO b wWN
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FATAL_SCC SPURIOUS INT = 8
FATAL_EXEC | NVALID_ SWTCH = 9

The following reset occurs because the MAX tried to allocate a mail message, and there were none
left. A reset of thistypeisusually due to amemory leak.

FATAL_EXEC NO _MAI L_DESC = 10
FATAL_EXEC NO MAI L_POCOL = 11
FATAL_EXEC NO TASK = 12
FATAL_EXEC NO Tl MER = 13
FATAL_EXEC NO TI MER_POOL = 14
FATAL_EXEC WAIT_IN CS = 15
FATAL_DSP_DEAD = 16
FATAL_DSP_PROTOCOL_ERROR = 17
FATAL_DSP_| NTERNAL_ERROR = 18
FATAL_DSP_LOSS _OF_SYNC = 19
FATAL_DSP_UNUSED = 20
FATAL_DDD DEAD = 21
FATAL_DDD PROTOCOL_ERROR = 22
FATAL_X25_ BUFFERS = 23
FATAL_X25 INIT = 24
FATAL_X25_ STACK = 25
FATAL ZERO MEMALLOC = 27
FATAL_NEG MEMALLCC = 28
The following reset is caused by a software |oop.
FATAL_TASK LOCP = 29
FATAL _MEMCPY TOO LARGE = 30
FATAL_MEMCPY_NO MAG C = 31
FATAL_MEMCPY _WRONG MAG C = 32
FATAL_MEMCPY_BAD_START = 33
FATAL_| DEC TI MEQUT = 34
FATAL_EXEC RESTRI CTED = 35
FATAL_STACK_OVERFLOW = 36

Thefollowing entry islogged to the fatal -error table when the MAX has been manually reset, either
in Diagnostic mode (with the RESET or NVRAMCLEAR commands), through the user interface,
or through MIF.

Instead of a standard stack backtrace, the message includes the active security-profile index. The
numbering is one-based, with 0 indicating an unknown security profile. On the MAX the Default
profileis number 1, and the Full Access profileis number 9.

Thisreset islogged immediately before the MAX goes down.
FATAL_OPERATOR_RESET = 99

As acomplement to entry 99, the following entry islogged as the MAX is coming up. For a
normal, manual reset, you should see afatal error 99 followed by afatal error 100.

FATAL_SYSTEM UP = 100
Warning messages:

Note: Warnings are not the result of reset conditions. The MAX logs Warnings when it detects a
problem and recovers.
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ERROR _BUFFER | N_USE 101
ERROR_BUFFER_W\RONG_POOL 102
ERROR_BUFFER_WRONG_HEAP 103

The following warning can be logged under different conditions. For example, double freeing
memory or low memory conditions can both generate a Warning 104.

ERROR_BUFFER_NOT_MEMALLCC 104
ERROR_BUFFER_BAD_MEMALLCC 105
ERROR_BUFFER_BOGUS_POCL 106

Memory management code (or other modules) detected that the buffer header of what should have
been a free buffer had been corrupted by the previous overwrite.

ERROR_BUFFER BOGUS HEAP 107
The following warning is logged when a negative length request is made to the memory allocation
code.

ERROR_BUFFER_NEG MEMALLOC 108

The following warning is similar to Warning 108, except that the a zero length request is made to
the memory allocation code.

ERROR_BUFFER _ZERO MEMALLOC 109
ERROR_BUFFER_BOUNDARY 110

The following Warning occurs when a software routine has tried to alocate a block of memory
greater than 64K bytes.

ERROR_BUFFER_TOO Bl G 111
ERROR_BUFFER_NULL 112
ERROR_BUFFER_SEGCOUNT_ZERO 113
ERROR_BUFFER_TRAI LER_MAG C 114
ERROR_BUFFER_TRAI LER_BUFFER 115
ERROR _BUFFER_TRAI LER_LENGTH 116

ERROR _BUFFER_TRAI LER_USER MAGI C 117
ERROR BUFFER WRI TE_AFTER FREE 118

ERROR_BUFFER_NOT_| N_USE 119
ERROR_BUFFER_MEMCPY_MAG C 120
ERROR BUFFER_MEMCPY_MAG C_NEXT 121
ERROR _BUFFER_M N 101
ERROR_BUFFER_MAX 121

The following Warning is caused when a memory-copy routine was called, but the source buffer
was much larger than expected.

ERRCR LCD ALLOC FAI LURE 145
ERROR MEMCPY_TOO LARGE 150
ERRCR _MEMCPY_NO MAG C 151
ERRCR MEMCPY WRONG MAG C 152
ERROR MEMCPY_BAD START 153
The following warning is caused by and error in the WAN driver.
ERROR_ WAN BUFFER_LEAK 154
ERRCR_TERMSRV_STATE 160
ERRCR_TERMSRV_SEMA4 161
ERROR_STAC TI MEQUT 170

The following Warning is caused kernel temporarily does not have available memory to spawn a
task.
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ERROR_EXEC FAI LURE 175
The following warning is caused by a missing channel on a T1L/PRI line.

ERROR_CHAN_MAP_STUCK 180
ERROR_CHAN_DI SPLAY_STUCK 181

The following warning indicates that a Disconnect message to the Central Office (CO) was not
sent. The problem can be caused by conditions on the MAX or at the CO. When the MAX
encounters the condition, it assumes the CO is correct, and answers the call.

ERROR_NEW CALL_NO DI SC REQ 182
ERROR_NEW CALL_NO DI SC_RESP 183
ERROR_DI SC_REQ DROPPED 184
ERROR_SPYDER BUFFER 185
ERROR_SPYDER DESC 186
ERROR_TCP_SBCONT_TCO BI G 190
ERROR_TCP_SEQUENCE_GAP 191
ERROR_TCP_TOO MJCH_DATA 192
ERROR_TCP_TOO MUCH WRI TE 193
ERROR_TCP_BAD_OPTI ONS 194
ERROR_OSPF_BASE 200

Usage: Enter f at al - hi story at the command prompt.

Example:

MAX> fatal -history

OPERATOR RESET: Index: 99 Load: mhpelbip Revision: 4.6Cp22
Dat e: 02/ 24/ 1997. Time: 16:08:43

DEBUG Reset from unknown in security profile 1.

OPERATOR RESET: Index: 99 Load: ebiom nd0 Revision: 5.0A
Dat e: 02/ 24/ 1997. Time: 16:09: 35

NVRAM was rebuilt

SYSTEM IS UP: Index: 100 Load: ebiom mi0 Revision: 5.0A
Dat e: 02/ 24/ 1997. Time: 16:10:04

See Also: Clr-History

Fcat
Description: PerformsaUNIX cat on the configuration stored in Flash memory.
Usage: Enter f cat at the command prompt.

Example:

MAX> f cat

ReadProfile returned cnt = 512

0x53 ‘S’ 0x54 ‘T' 0x41 ‘A’ 0x52 ‘R’ 0x54 ‘T’ 0x3d ‘=" 0x53 ‘S’ 0x41 ‘A’ 0x50
P

0x46 ‘F’ 0x49 ‘I' Ox4c ‘L’ 0x54 ‘T’ 0x3d ‘=" 0x39 ‘9’ 0x30 ‘0’ 0x30 ‘0’ 0x3d

‘0Oxa "0’ Oxd *
‘0x45 ‘E’ 0x4e ‘N’ 0x44 ‘D’ 0x3d ‘=" 0x53 ‘'S’ 0x41 ‘A’ 0x50 ‘P’ 0x46 ‘F’ 0x49

‘Oxa‘ ‘L’ 0x54 ‘T' 0x3d ‘=" 0x39 ‘9’ 0x30 ‘0’ 0x30 ‘0’ 0x3d ‘=" 0x30 ‘0’ Oxd
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‘0x53 ‘S’ 0x54 ‘T' 0x41 ‘A’ 0x52 ‘R’ 0x54 ‘T’ 0x3d ‘=" 0x53 'S’ 0x41 ‘A’ 0x50

P’ 0x46 ‘F’ 0x49 ‘I' Ox4c ‘L’ 0x54 ‘T’ 0x3d ‘=" 0x39 ‘9’ 0x30 ‘0’ 0x30 ‘0
0x3d
‘Oxa ‘11 Oxd*

FClear

Description: Clears Flash memory on the MAX. When the MAX boots, it loads the code and
configuration from Flash memory into Dynamic Random Access Memory (DRAM). If you want to
return your MAX to its factory-set defaults, you'll need to perform an FClear.

Usage: Enterf cl ear at the command prompt.

Example:
MAX> fcl ear

See Also: FSave

FRDLState

Description: Displays information regarding the state of the Frame Relay connections, focusing
mostly on Data Link information. The command is a toggle that alternately enables and disables the
debug display.

Usage: Enterfrdl st at e at the command prompt.

Example:
MAX> frdl state
FRDLCALL state display is now ON

In the following example, an outgoing call is to be placed. A route to the destination is available
over a Frame Relay link.

FRDLCALL: Clear Call for route: 136
The following message indicates an outgoing call is connected.
FRDLCALL-136: call conplete, status 1, 0 channels

Either the MAX or the far end device has destroyed a route. The MAX updates its table to reflect this
routing change.

FRDLCALL- 136: dead call
FRDLCALL-136: route destroyed

FRDump

Description: Displays a snapshot of the Frame Relay Interface table. The display shows data for each
DLCI assigned to a Frame Relay link. The command The command has little practical use other than as
a tool for developmental engineering. Most practical information is available through the Terminal
Server SHOW commands.

18 MAX Diagnostic Command Reference



FRINARP

FRestore

FRLinkState

Usage: Enter f r dunp at the command prompt.

Example:

MAX> frdunp

* Frnanme State DLinkAddr routelD.id frngrLink dlIfNumdlIfSpeed
FR-1 CONNECTED b04c0480 20 b04fbd40 6 O

*dlci Addr ifNumroutel D enaps dat aLi nk state

b04dc760 19 19 b05102e0 b04c0480 ACTI VE
Encaps state mmu fragOifset frag dlciAddr xmit seq recv seq
ACTI VE 1530 0 NO FRAG b04dc8e0 0 0
I p Routing

Description: Performsan Inverse ARP test over the specified Frame Relay link and DLCI. frinarp can
be used to help troubleshoot connectivity and routing problems over a Frame Relay link.

Usage: frinarp Frame Relay Profile Name DLCI _#

Example:

MAX> frinarp FR-1 38

frinArp: frinarp frnane dlci

Inverse Arp op 2304 hw type 3840 prot type 8 hwlen 2 prot len 4
Source Hw address 0401 Target Hw address 0000

Source Protocol address cd933401 Target Protocol address cd930005

Description: Restores a configuration from Flash memory and loads it into DRAM on the MAX.

Note: The MAX performs an FRestore when it boots. This command needs to be performed if you've
made changes to the current configuration and want to restore to the configuration stored in Flash
memory.

Usage: Enterfrest or e at the command prompt.

Description: Displays Frame Relay control messages. The command is a toggle that alternately
enables and disables the debug display.

Usage: Enterf rl i nkst at e at the command prompt.

Example:

MAX> frlinkstate
FR control nsg display is ON

The following message indicates the MAX sent a Frame Relay Status Enquiry. The Send sequence
number is 135. The Receive sequence number is 134.

FRVAIN: tinme 67192300, send status enquiry (135, 134)

DLCI 16 is being processed. This is a normal message, and you should peecwss message
for each DLCI.
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process pvc dlci 16

FRLMI
Description: Displays Frame Relay Link Management Interface (LM1) information. The commandisa
toggle that alternately enables and disables the debug display.
Usage: Enterfr | m at the command prompt.
Example:
MAX> frlm
FRVAIN: Lm display is ON
FRVAI N: Setting tinmer DTE
The following message validates the consistency of sequence numbersin LMI messages. The 144
after want indicates the original sequence number the MAX sent. The two numbers after got
indicate the Switch’s Send sequence number and the Switch'’s report of the last sequence number it
received from the MAX, respectively. The original sequence number should match the Switch’s
report of the last sequence number it received.
FRVAI N: Time 67201400, got link report: want (*,144), got (144, 144)
FRMgrDump
Description: Displays the Frame Relay link and DLCI information including states and counters. This
information is also available through the Terminal Server SHOW commands.
Usage: Enterf r ngr dunp at the command prompt.
Example:
MAX> frmgr dunp
Data Link Info
St at us
BO4FBD40 ACTIVE  B04C0480 1532 19759603 19530429
St at us
enq sent = 66710 rsp rcvd = 66763
upd rcvd = 53 ti meouts = 1
Errors
u field = 0 PD field = 0
CR field = 0 nmsg type = 0
stat rsp = 0 | ock shf = 0
inv info = 0 rpt type = 0
Last Error
type = 5
time = 6100
Fr Type O val ue: 20 octets @ BO4FBE26
[0000]: 04 91 03 CC 45 00 00 3A 4B OE 00 00 7F 11 54 D7
[0010]: CD 93 08 07
LM type = AnnexD
DTE Monitor n391 = 6, t391 = 10, n392 = 3, n393 = 4
Event: recv seq 155 send Seq 155 Index = 0, cycles left = 4
KK KKOKKKXKXKK
DCE Monitor 1392 = 15,n392 = 3, n393 = 4
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FRSCert

FRState

FSave

Event: dce send seq O index =0
K K OKOKOK K K &K &K K

DLCl info

--addr-- dlci --state- userHndl n201 --check- -pkt xmt- -pkt recv-
B04C09A0 0 ACTI VE 0 1532 NO CHECK 66710 66763
---DE--- --FECN-- --BECN-- -crTine- chgTine pending

0 0 0 100 100 FALSE

Description: Toggles between Sprint and Frame Relay Forum LMI checks. The default is the Sprint
certification policy. In most cases, the default setting is correct and should not be changed.

The command is atoggle, so each time you type frcert will switch between the two possible selections.
Usage: Enterfrscert at the command prompt.

Example:

MAX> frscert
frSCert is FRFCert
MAX > frscert
frSCert is SCert

Description: Displays messages related to Frame Relay state changes. The command is atoggle that
alternately enables and disables the debug display.

Usage: Enter f r st at e a the command prompt.

Example: Below, datais received from the Frame Relay interface and processed:

MAX> frstate

FRrly state display is ON

FRRLYIF: Calling frifRecv routeld 20
FR1490 dataFrom wan entry state 2
FRRLYI F: Send up stack ifnum1
FRRLYIF: Calling frifRecv routeld 20
FR1490 dataFrom wan entry state 2
FRRLYI F: Send up stack ifnum?7
FRRLYIF: frifSend ifNum 1

FR1490 data to wan entry state 2
FRRLYI F: dat at oWan dat al i nk B04C0480

Description: Stores the current configuration into its Flash memory.

Note: When you load code with thet | oadcode command, an FSave is performed automatically
before the code is uploaded. When the box boots after the upload, the MAX will load the configuration
stored in Flash rather than be reset to factory default settings.

Usage: Enter f save at the command prompt.
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Heartbeat

Help

Example:
MAX> fsave

Description: Displaysinformation related to multicast heartbeat functionality. The command is a
toggle that alternately enables and disables the debug display.

Usage: Enter heart beat at the command prompt.

Example: Following are several examples of output displayed by hear t beat .

HB:
HB:
HB:
HB:
HB:
HB:
HB:
HB:

Sendi ng SNMP Al ar m count

Checki ng Nunmber of HeartBeats received

Heart Beats received x

Changing to Al arm Mbde, HeartBeats Received x Expected y
Heart Beat group address changed

Heart beat received with invalid UDP port

Heart beat received frominvalid source

Recei ved Heart Beat packet

Description: Displaysalist of the most commonly used Diagnostic commands and a brief description
of each command. You can usethe[ ascend ] modifier to see the complete list of commands.

Usage: hel p [ ascend ]

Syntax element: Description:

ascend List all commands.

Example:

MAX> hel p

? -> List all nonitor commands

clr-history -> Clear history |og

ConnLi st -> Display connection list information
et her-display -> ether-display <port #> <n>
fatal -history -> List history | og

fclear -> clear configuration fromflash
FiltUpdate -> Request update of a connection
frestore -> restore configuration fromflash
fsave -> save configuration to flash

help -> List all nonitor commands

nsl ookup -> Perform DNS Lookup

priDisplay -> priDisplay <n>

qui t

-> Exit fromnmonitor to nenus

reset -> Reset unit
tl oadcode -> | oad code fromtftp host

22
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trestore -> restore configuration fromtftp host

tsave -> save configuration to tftp host

wanDi spl ay -> wanDi spl ay <n>

wanDSess -> wandsess <sess <n>> (display per session)

wanNext -> wanNext <n>

wanQOpeni ng -> wanOpeni ng <n> (di spl ays packets during opening/
negoti ati on)

SeeAlso: ?
IPAdrCfg
Description: Displays messages from aroutine on the MAX that is used for initial 1P address
assignment on an unconfigured MAX.
The command is atoggle that alternately enables and disables the debug display.
Example: Following are examples of output you'll receive when using ipadrcfg:
| PADRCFG sending reply via ip
| PADRCFG sending reply direct ethernet
The following message indicates a request is received for this MAX from another TCP/IP host on
the ethernet LAN:
| PADRCFG Probe Req from1.1.1.1
IPXRipDebug

Description: Displays incoming and outgoing IPX RIP traffic. The command is a toggle that
alternately enables and disables the debug display.

Usage: Enteri pxri pdebug at the command prompt.

Example:
MAX> i pxri pdebug
IPX-RIP state display is ON
The following message appears as the MAX sends an IPX RIP packet announcing its route
| PXRI P: 10000al7 announced O routes on interface 1000:
A P50 has dialed this MAX. The MAX receives a RIP route from the P50.
| PXRI P: received response from aclb0001: 00c07b5e04c0 (1 nets).

The following message indicates the MAX is delaying sending a RIP packet to prevent the
interpacket arrival time from being closer than busy/slow boxes can handle. An IPX router should
not ever violate the minimum broadcast delay.

I PX-RI P: too soon to send on interface 1000.

| PXRI P. 10000a81 announced O routes on interface 1000:
| PXRI P: received response from aclb0001: 00c07b6204c0 (1 nets).
| PXRI P. 10000aa6 announced O routes on interface 1000:
| PXRI P: received response from aclb0001: 00c07b5504c0 (1 nets).
| PXRI P: 10000abc announced O routes on interface 1000:
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IPXSpoof

LANVal

LifDebug

Description: Displays messages related to the IPX spoofing functionality of the MAX. When aWAN
link goes down and the parameter Ethernet > Connections > IPX Options > Netware t/o has avalue
other than 0.

Usage: Enteri pxspoof at the command prompt.
Example: Following are several examples of output displayed by | PXSpoof .

In the following message, a watchdog packet was received by the MAX from its Ethernet interface:
| PX_SPOCF: wat chdog packet detected:

| PX_SPOCF: tineout for record

| PX_SPOCF: CONN:

| PX_SPOCF: al ready have a connection record

| PX_SPOCF: creating a connection record.

| PX_SPOCOF: don’'t have a record of this connection.
| PX_SPOCF: del eting connection record.

Description: Displays messages relating to external validation requests. You can use this command in
conjunction with r adi f to troubleshoot authentication issues.

Usage: Enter| anval at the command prompt.

Example:

MAX> | anval

LANVAL state display is ON

LANVAL: radius auth, id B054AD60

LANVAL: radius callback, id B0O54AD60, auth SUCCESS
LANVAL: | anvFreelnfo: freeing iprof @05A9360

Description: DisplaysISDN layer 2 and layer 3 information. The command is atoggle that alternately
enables and disables the debug display.

Usage: Enterli f debug at the command prompt.

Example: Following are several examples of output displayed by Li f Debug.

MAX> | i f debug
LI F debug i s now ON

A packet is being sent over the wan. The packet is constructed:

LI F_SendPkt (): DSL 0, source 0x400, destination 0x300,
event 0x340, SAPI 0, CES 1, Call Id 77, Chan_Id O

The following message displays the contents of the packet:

PACKET:
Header (4): a0 50 59 b0 Info (9): 08 02 00 00 84 08 02 80 90 01
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L3 _Go: source 0x400, event 0x340, DSL 0, call _id 77, ces 1
L3 _ProcessUserEvent(): State 0x9, Event 0x84, |ndex 6,
DSL 0, CallID 77

Another packet is sent:

LI F_SendPkt (): DSL 0, source 0x300, destination 0x205,
event 0x240, SAPI 0, CES 1, Call Id 77, Chan_Id O
PACKET:

Header (4): a0 50 59 b0 Info (9): 08 02 83 fe 45 08 02 80 90 00
L3_Co(): end of L3 task, NLCB State 10

L2 _Go(): DSL_Id=0, SAPI=0, CES=1, TEl=0, Event=240
L2_ProcessEvent(): DSL 0, index 13, state 7
L2_ProcessEvent(): DSL 0, index 19, state 7

L2 _Go(): DSL_1d=0, SAPI=0, CES=1, TEI=0, Event=1
L2_ProcessEvent(): DSL O, index 1, state 7

L2 Go() end: DLCB->State 7

Mdb Str

Description: Modfies the default modem AT command strings used by the modems on the MAX both
for incoming and for outgoing calls. Previously, you could not modify the AT command for modems on
the MAX. You could affect the string in minor ways by modifying the V42/MNP, Max Baud and MDM
Trn Lvl parameters located in Ethernet > Mod Config > TServe Options.

The mdbstr command also alows you to return the string to its factory default settings.

The modem chip in the MAX supports AT commands up to 56 charactersin length, so to fully support
all possible functionality, it is sent as two separate strings. You can modify one or both strings.

Note: The AT command string initializes the modems it supports. When you change the AT command
string, you are changing the functionality of the modems. Please use this command with caution.

Here are the two default strings for the MAX:
1 AT&F0&C1VOW1X4
2 AT%C3\N3S2=255505=44591=10+M S=11,1,300,33600A

Usage: mdbstr[O][1][ 2] [ AT command string ]
Example: Below shows you how to modify the each portion of the AT command string:

Thiswill override the existing first string with a new string:
mdbstr 1 AT&FO0&CLVIWL

Thiswill override the second portion of the AT command string:
ndbstr 2 AT%C3\ N3S2=255S95=44S91=10+M5=11, 1, 300, 14400A

Thiswill return both strings to their factory default settings:
nmdbstr O
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ModemDiag

Description: Displays diagnostic information about each modem asits call is cleared. The command is
atoggle that alternately enables and disables the debug display.

The command initiates an AT& V1 call at the end of each modem call.
Usage: Enter nodendi ag at the command prompt.

Example: modemdiag displays the following information:

Variable: Description

TERMINATION REASON  LINK DISCONNECT (The remote side disconnected the call.)
LOCAL REQUEST (The MAX initiated a disconnect because of poor
line quality.)

CARRIER LOSS

GSTN CLEARDOWN (Global Switched telephone network (GSTN)
initiated the disconnect)

NO ERROR CORRECTION

INCOMPATIBLE PROTOCOL

EXCESSIVE RETRANSMISSIONS

DTRLOSS

INACTIVITY TIMEOUT

INCOMPATIBLE SPEEDS

BREAK DISCONNECT

KEY ABORT
LAST TX datarate The last data rate that the modem on the MAX was transmitting.
HIGHEST TX datarate The highest data rate that the modem on the MAX was transmitting.
LAST RX datarate The last data rate that the modem on the MAX was receiving.
HIGHEST RX datarate The higest data rate that the modem on the MAX was receiving.
Error correction PROTOCOL The negotiated error correction protocol.
Data COMPRESSION The negotiated data compression protocol.
Line QUALITY Probes are sent by each modem to determine the quality of theline and

the connection. The range for thisvariableis 0 to 128. The lower the
number, the better the perceived line quality.

Receive LEVEL Thisis arepresentation of the attenuation (weakening) of the modem
signal, which is measured in decibels. The decibel rating is translated
into anumber between 0 and 128 for inclusion in this report. The lower
the number, the lower the attenuation of the modem signal.

Highest SPX Receive State  This number relates to an internal DSP state machine in the modem
code. Thereis no practical use of it for most users.

Highest SPX Transmit State  This number relates to an internal DSP state machine in the modem
code. Thereis no practical use of it for most users.

Following is an example of output displayed by nodendi ag:
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TERM NATI ON REASON. .........
LAST TX data rate...........
H GHEST TX data rate........
LAST RX data rate...........
H GHEST RX data rate........
Error correction PROTOCOL. ..
Data COWPRESSION............
Line QUALITY................
Receive LEVEL...............
Hi ghest SPX Receive State...
Hi ghest SPX Transmit State..

TERM NATI ON REASON. .........
LAST TX data rate...........
H GHEST TX data rate........
LAST RX data rate...........
H GHEST RX data rate........
Error correction PROTOCOL. ..
Data COWPRESSION............
Line QUALITY................
Receive LEVEL...............
Hi ghest SPX Receive State...
Hi ghest SPX Transmit State..

LI NK DI SCONNECT
26400 BPS
26400 BPS
24000 BPS
24000 BPS
LAPM
V42Bi s
032

017

67

67

LI NK DI SCONNECT
28800 BPS
31200 BPS
28800 BPS
28800 BPS
LAPM
V42Bi s
032

017

85

87

MDialout

Description: Displays messages related to modem dialout. It can used in conjunction with the
Diagnostic command nodendr vst at e to get detailed information of outbound modem calls.

The command is atoggle that alternately enables and disables the debug display.

Usage: Enter ndi al out at the command prompt.

Example: Inthefollowing example, amodem on the MAX prepares to make an outbound modem call,
but never receives adialtone.

MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
VDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- ?/ ?:

>> CURR st ate=Awai t _Of f _Hook, NEW event=Event _Of f _Hook
connected to DSP!

rgst tone (14) via channellndex O

tone generation started.

>> CURR st at e=Awai t _Di al _Tone, NEW event =Event _Di al t one_On
decode timer started.

<< NEWstate=Await_1st_Digit

enabl i ng tone search, channel index=0, tineslot=0

<< NEWstate=Await_1st Digit

>> CURR state=Await_1st _Digit, NEW event=Event_On_Hook
st oppi ng decode ti ner.

rgst tone (15) via channel I ndex 0O

di sabl i ng tone search, channel index=0

di sconnected from DSP.

<< NEW st ate=Awai t _O f _Hook

>> CURR state=Awai t _Of f _Hook, NEW event =Event _C ose_Rqgst
<< NEW st at e= <DELETED>
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MDialSess

Description: Displaysall the active modem dialout sessions.
Usage: Enter ndi al sess at the command prompt.

Example:
MAX> ndi al sess

No nodem outdi al entries.

MAX> ndi al sess

entry slot:mdmroute port hookDetect DSP:tone:tinr:decode state

1 6.4 145 16 poll ForOFf n: n : n : n Awai t O f Hook

ModemDrvDump

Description: Displaysinformation about the status of each modem.
Usage: Enter nodendr vdunp at the command prompt.

Example: Following is amessage about modem O (the first modem) in the modem card in slot 3 on the
MAX. The numbers in brackets indicate number of calls with unexpected open requests, unexpected
Rcode events, unexpected release events and unexpected timeouts:

MODEMDRV- 3/ 0: Unexp Open/ Rcode/ Rl sd/ Ti nout =[ 0, 0, 0, 0]

ModemDrvState

Description: Displays communication to and from the modem driver onthe MAX. You can see buffers
allocated and what AT command strings are being used to establish modem connections.

You can also see that datais received from the modem in an understandable format. If line quality is
poor, the modem driver will attempt to parse incoming data from the modem, but may not be successful.

The command is atoggle that alternately enables and disables the debug display.

Note: Once aconnection is negotiated, a series of numerical result codes are passed between the
modems. You can see and decipher these result codes to see the negotiated connection rate and error
correction/compression protocols. Below isalist of several result codes and their meanings:

0- K
- CONNECT (300 bps)
- RING

- NO CARRI ER

- ERROR

CONNECT 1200

- NO DI ALTONE

- BUSY

- NO ANSVER

- CONNECT 0600

10 - CONNECT 2400

11 - ONNECT 4800

12 - CONNECT 9600

13 - CONNECT 7200

14 - CONNECT 12000

©CoOoO~NOOUTDWNPE
1
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15 - CONNECT 14400

16 - CONNECT 19200

17 - CONNECT 38400

18 - CONNECT 57600

22 - CONNECT 1200/75 (Models with v.23 support only)
23 - CONNECT 75/1200 (Mbodels with v.23 support only
24 - DELAYED

25 - CONNECT 14400

32 - BLACKLI STED

33 - FAX
34 - FCERROR
35 - DATA

40 - CARRI ER 300

43 - CONNECT 16800 (V.34 ON\LY)

44 - CARRI ER 1200/75 (Models with v.23 support only)
45 - CARRI ER 75/1200 (Models with v.23 support only)
46 - CARRI ER 1200

47 - CARRI ER 2400

48 - CARRI ER 4800

49 - CARRI ER 7200

50 - CARRI ER 9600

51 - CARRI ER 12000

52 - CARRI ER 14400

66 - COVPRESSI ON: CLASS 5 (MNP 5)

67 - COVPRESSI ON: V.42BIS (BTLZ)

69 - COVPRESSI ON: NONE

70 - PROTOCOL: NONE

77 - PROTOCOL: LAP-M (V.42)

80 - PROTOCOL: ALT ( MNP)

81 - PROTOCOL: ALT - CELLULAR (MNP 10) +FC +FCERROR
85 - CONNECT 19200 (V.34 ONLY)

91 - CONNECT 21600 (V.34 ONLY)

99 - CONNECT 24000 (V.34 ONLY)

103 - CONNECT 26400 (V.34 ONLY)

107 - CONNECT 28800 (V.34 ONLY)

151 - CONNECT 31200 (V.34 ONLY)

155* - CONNECT 33600 (V.34 ONLY)

Usage: Enter nodendr vst at e at the command prompt.

Example: Following are examples of amodem call coming into the MAX, and amodem call clearing
from the MAX.

MAX> nodendrvst at e
MODEMDRV debug display is ON

Modem 1 on the modem card in slot 3 has been assigned to answer an incoming modem call.
MODEMDRV- 3/ 1: nodenpen nodenHandl e BO4E3898, hdl cHandl e B026809C, orig O
The modem isidle, so it is available to answer the call.
MODEMDRV- 3/ 1: _processOpen/ | DLE

The next two lines indicate the MAX modem sending the first string.
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MODEMDRV: Answer String, Part 1 - AT&FOEO
A buffer needs to be allocated to send the command out the WAN.
MODEMDRV- 3/ 1: _hdl cBuf Sent Fnc: buffer = 2E12EAEQ, status = SENT

Buffers are allocated for data being received from the WAN.

MODEMDRV- 3/ 1: _hdl cBuf RevdFnc: dat a=2E13ADFO, | en=8, parseState[n,v]=[0,0],
st at us= RCVD
MODEMDRV- 3/ 1: _hdl cBuf RecvdFnc: dat a=2E13BA20, | en=5, parseState[n,v]=[0, 0],
status= RCVD

The MAX modem receives “OK” from the calling modem.
MODEMDRV- 3/ 1: data =CK
The same process is followed for strings 2 and 3

MODEMDRV- 3/ 1: _processTi neout/ DI AL_STR2

MODEMDRV: Answer String, Part 2 - AT&C1IVOWLX4

MODEMDRV- 3/ 1: _hdl cBuf Sent Fnc: buffer = 2E12EAEQ, status = SENT

MODEMDRV- 3/ 1: _hdl cBuf RcvdFnc: dat a=2E13C038, |en=2, parseState[n,v]=[0,0],
status= RCVD

MODEMDRV- 3/ 1: data = 0

MODEMDRV- 3/ 1: _processTi neout/ DI AL_STR3

MODEMDRV: Answer String, Part 3 -

ATYC3\ N3S2=255595=44S91=10+M5=11, 1, 300, 33600A

Now result codes are processed to clarify the characteristics of the connection.

The MAX modem sends a result code of 52, or CARRIER 14400 and the MAX modem receives
the same speed from the calling modem.

MODEMDRV- 3/ 1: _hdl cBuf Sent Fnc: buffer = 2E12EAEQ, status = SENT

MODEMDRV- 3/ 1: data = 5

MODEMDRV- 3/ 1: _hdl cBuf RevdFnc: dat a=2E13ADFO, | en=2, parseState[n,v]=[5, 0],
status= RCVD

MODEMDRV- 3/ 1: data = 2

MODEMDRV- 3/ 1: decode= 52

Result codes 77 and 67 indicate that V.42 error correction and V.42bis error compression has been

successfully negotiated.

MODEMDRV- 3/ 1: _hdl cBuf RcvdFnc: dat a=2E13B408, |en=1, parseState[n,v]=[2,0],
status= RCVD

MODEMDRV- 3/ 1: data = 7

MODEMDRV- 3/ 1: _hdl cBuf RcvdFnc: dat a=2E13BA20, | en=8, parseState[n,v]=[5,0],
status= RCVD

19DEMDRV- 3/ 1: data = 7

MODENMDRV- 3/ 1: decode= 77

MODENMDRV- 3/ 1: decode= 67

At this point the modem call is up, and the modem driver is done. The call will be passed to
ethernet resources from here.

MODEMDRV- 3/ 1: _processRcodeEvent/ AWAI TI NG RLSD, nilype=5, RLSD=0
MODEMDRV- 3/ 1: _processRl sdChange/ AWAI TING RLSD = 1

Following is the normal sequence of steps for a modem call that is cleared (by either modem).
Modem 5 on the modem card in slot 7 of the MAX is freed from the previous call, and it is
reinitialized (so it is available for the next call).
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MODEMDRV- 7/ 5: nodenCl ose nodenHandl e BO4E6F38
MODEMDRV- 7/ 5: _cl oseConnecti on: ONLI NE, event =3
MODEMDRV- 7/ 5: _processTi meout/ I NI T

MPCMToggle

Description: Displaysinformation related channel addition with Multilink Point-to-Point connections.
This does not relate toM P+ or BACP connections. This command displays only information from
connections established as MP (RFC1717) connections.

The command is atoggle that alternately enables and disables the debug display.
Usage: Enter npcnt oggl e at the command prompt.

Example:

MAX> npcnt oggl e
MPCM debug i s now ON
MPCM 432: adding 1 channels

MPEnNtry

Description: Displaysinformation for specified, active MP or MP+ connection. The negotiated
options are shown for the connection. This command can be extremely helpful when researching MP or
MP+ compatibility issues.

Note: The MplID number that must be entered is an internally generated number. To get alist of all
currently assigned MplD numbers on your MAX, go to the Terminal Server and enter

SHOW USERS
Usage: Enter npent ry at the command prompt.

Example: The following example shows an MP+ call (noted as MPP). The End Point Discriminator
(used to bundle the channels together) is shown under “bundle id”. In this case, it is the hardware MAC
address of the calling device.

MAX > npentry

Mol D required

MAX> npentry 28

MP entry 28 @ BO55DE60

Mol D 28, Flags: delete No, renote No, ncp Yes, npp Yes bacp No
bundl e id: 15 octets @ BO558BEO

[0000]: 03 00 CO 7B 53 97 07 73 65 63 61 2D 68 73 76

vj I nfo @B0562060

startTime 227521989, nrru: |ocal 1524, peer 1524

send: iflx 1, count 0, seq 77268 / recv: seq 75046

IF 50, send idle O, recv idle 1, last seq 75045 node 0 #chans 1
Head:

Tai |

Reassenbe packet cnt 0 bad Irg pkts O
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MPPCM

Description: Displays MP+ call management information. You can use it in conjunction with

npt oggl e, since each command logs debug from a different place in code, but both display information
based on multi-channel connections. The command is atoggle that alternately enables and disables the
debug display.

Usage: Enter nppcmat the command prompt.

Example:

MAX> nppcm
MPPCM debug i s now ON

The following 8 messages indicate a second channel is added to a 1-channel MP+ connection:

MPP-5: Event = Uilization, CurrentState = IdlelA
MPP-5: check dynam ¢ says: current = 1, recomended = 2
MPP-5: requesting 1 additional channel (s)

MPP-5: 1 call (s) posssible.

MPP-5: new state is: Add/C

MPP-5: Event = RxAddConplete, CurrentState = Add/C
MPP-5: enterldl eA AddLock = Yes, RenoveLock = No
MPP-5: new state is: Idle/A

The following 12 messages indicate a remote management session is brought up for the MP+ user
with MpID 28. You can open aremote session to an MP+ user from the Terminal Server.

MPP-28: Event = StartRM CurrentState = ldle/A
MPP-28: start renote nmanagenent

MPP-28: new state is: ldle/A

MPP-28: Event = RxRnRsp, CurrentState = Idle/A
MPP- 28: renpte managenent response (0)

MPP-28: new state is: ldle/A

MPP- 28: Event = RxRniTxReq, CurrentState = Idle/A
MPP-28: new state is: ldle/A

MPP-28: Event = RecvRWMM CurrentState = ldle/A
MPP-28: new state is: ldle/A

MPP-28: Event = StopRM CurrentState = Idlel/A
MPP-28: stop renote nmanagenent

MAX> nmppcm

MPPCM debug i s now OFF

MPToggle
Description: Displaysinformation about MP and M P+ connections. You can useit in conjunction with
nmppcm since each command logs debug from a different place in code, but both display information
based on multi-channel connections. The command is atoggle that alternately enables and disables the
debug display.
Usage: Enter npt oggl e at the command prompt.
Example:
MAX> npt oggl e
MP debug is now ON
MP-26: sending control nessage 191
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MP-5: sending control nessage 76
MAX> npt oggl e
MP debug is now OFF

Networkl

Description: Displaysinformation about calls that arefirst presented to the MAX. From here, the calls
will be assigned numerical tags to monitor the connection. After acall passes through this section of
code, it typically movesto a call route manager, monitored with the routmgr diagnostic command.

The command is atoggle that alternately enables and disables the debug display.
Usage: Enter net wor ki at the command prompt.

Example:

MAX> net wor Ki
NETWORKI debug is now ON

The following messages indicate a new call comesinto the MAX. Thisisanormal string of
messages for most calls:

** CALL 30 RI NG NG gl obDsl 0, channel 23, session 999

The call isassigned acalllD of 23 and aroutel D of 123:
NETWORKI : cached call 1D 30, routel D 123

Resources have been allocated for the call. The MAX then begins the process of answering the call:
NETWORKI : answering incoming call for route 123

A check ismade in the call route table to verify the MAX has an entry for this new call:

NETWORKI : found callID 30 for route
NETWORKI : found session for route 123
NETWORKI : cl ear Sessi onDat a

NETWORKI : answer Cal | Request ( 30, 123 )

With this next message, the call has been answered. The MAX determines where to route the call
from here:

** CALL 30 CONNECTED gl obDsl 0, channel 23, session 26
NETWORKI : call state connected, callid: 30

networ ki :: pending call, checking for session conpl et eness

NETWORKI : conpl et eTransaction, route 123

NETWORKI : First call conpleted. Got base profile, service 1, type O
NETWORKI : acti vat eChannel Li st for route 123

clear enter NETWORKI: cl ear Sessi onDat a

clear exit clear done

At this point, the call is passed to another function, and networki is no longer in use by this call.
In the following messages, a call is cleared. Thisisanormal string of messages:

NETWORKI : cl ear Sessi on

NETWORKI : Aborting transaction, route 102

NETWORKI : clearing retries

NETWORKI : callid 6 added to pending clear |ist

** CALL 6 I NACTI VE gl obDsl 0, channel 23, session 999

MAX Diagnostic Command Reference 33



NSLookup

NVRAMClear

OSFPAvVITree

Description: Similar to the UNIX nslookup command. When you specify a host name, a DNS request
isforwarded, and if the host is found, the corresponding ip address is displayed.

Usage: nslookup host _name

Example:

MAX> nsl ookup host1
Resol vi ng host host 1.
| P address for host drawbridge is 1.1.1.1.

MAX> nsl ookup 198.4.92.1
Resol vi ng host 198.4.92. 1.

MAX> nsl ookup
M ssi ng host nane.

MAX> nsl ookup nohost
Resol vi ng host nohost.
Unabl e to resol ve nohost!

Description: Clearsnon-volatile random access memory (NV RAM). The current system configuration
isstoredin NVRAM.

Note: A copy of the configuration may also be stored in Flash memory. If you clear NVRAM, the
MAX will reset and initialize itself with the configuration it detects in Flash memory. To return your
MAX to itsfactory default settings, you must first clear the configuration in Flash, by using the fclear
command, then use nvramclear.

Usage: Enter nvranctl ear at the command prompt.

See Also: FClear

Description: Displays the entire OSPF AVL tree.

Note: Previously, issuing this command caused the MAX to reset. Do not use this command unless
your MAX isrunning 5.0Apl or later software.

Usage: Enter ospf avl t r ee at the command prompt.

Example:

MAX> ospfavltree

dest mask Lptr Rptr Myaddr

nT kedDel

Ox 1c88cO Ox ffffff 0x 0 0x 0 0xb0582dc0
Ox1
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Pools

Description: Displays a snapshot of alarge selection of memory pools, the size of each pool and
specific status about each pool. At the end of the list is a summarization of the total memory allocation
inthe MAX.

Memory isdynamically allocated to support various tasks. Memory should be freed when it a particular
task has been completed. Taking pools snapshots over an extended period of time may help troubleshoot
aproblem with amemory leak. That is, memory is allocated for atask but never freed.

You should never see the entire quantity of allocated memory (or even any single pool) increase over
several snapshots over an extended period of time.

Usage: Enter pool s at the command prompt.

Example: The number of pools displayed isvery large. Sizeisindicated in Kilobytes. Limit, inUse and
hiWat parameters are listed in bytes. The following list gives you sample data. Si ze isthe size of each
buffer (in bytes). Li mi t isthe maximum number of buffers that may be allocated to apoal. i nUse is
the current state of the pool. hi Wat isthe highest amount of pools that have been allocated to a pool
since the MAX was brought up.

MAX> pool s

Pool Nane size limt inUse hiWat heapAdrs
AlM 6 Lcd Menu 8 0 0 0 B044EBOO
AlM 6 Status Menu 2 0 0 0 BO44EBOO
Acct Evnt 14 0 160 160 BO44EBOO
Async V120 Buffer 3056 0 0 2 BO30C710
Async X75 Buffer 3056 0 0 0 BO30C710
printf buffers 172 200 133 133 BO44EBCO
total pools: 295

total buffers in use: 6007

total nemall oc: 902086

total nenfree: 901161

menmal | oc i n use: 925

menmal | oc fail ures: 0

menfree failures: 0

menmal | oc hi gh wat er: 942

Hi stogram of nemall oc’d nmenory bl ock sizes:

1088 buffers in range [64, 127]

299 buffers in range [128, 255]

2 buffers in range [256, 511]

11 buffers in range [512, 1023]

2 buffers in range [1024, 2047]

2 buffers in range [2048, 4095]

1 buffers in range [32768, 65535]

1 buffers in range [65536,131071]

Total nenory in use: 249440 bytes in 1406 buffers

Hi stogram of free nmenory bl ock sizes

14 buffers in range [64, 127]

57 buffers in range [ 128, 255]

1 buffers in range [512,1023]

2 buffers in range [2048, 4095]

1 buffers in range [8192, 16383]
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PPPDump

PPPFSM

1 buffers in range [1048576, 2097151]
Total free nenory: 1515200 bytes in 76 buffers

Description: Very similar to the diagnostic command WANDi spl ay. pppdunp strips out escape
characters that are present for asynchronous ppp users (who are dialing in with modems). The escape
characters are necessary because of the asynchronous nature of the data stream. Stripping them out
simply clarifies the presentation of the data.

If you enter the command while traffic through your MAX is heavy, the resulting amount of output can
make it tedious to find the information you're looking for. The screen might even display the message -
---- data lost ----- , which just means that not all the output can be displayed on the screen.

You might prefer to use the PPPDump command during a period of low throughput.
Usage: pppdump n

where n is the number of octetsto display per frame. Specifying avalue of zero will disable the logging
of this data

Example: Following are two examples of display of an asynchronous call, with wandi spl ay and
pppdunyp.
The following frames are logged using wandisplay 64. To get the data stream without escape
characters, the 0x7D bytes need to be stripped, and the byte following each 0x7D byte needs to be
decremented by 0x20

With wandi spl ay, the raw data stream is displayed as:

7E FF 7D 23 C0 21 7D 21 7D 21 7D 20 7D 37 7D 22 7D 26 7D 20 7D 2A 7D
20 7D 20 2D 7D 23 7D 26 3A AA 7E

7E FF 7D 23 C0 21 7D 21 7D 21 7D 20 23 7D 20 7D 24 7D 20 7D 20 7D 22
7D 7E

Using pppdunp, the datais automatically converted and displayed:

7E FF 03 CO 21 01 01 00 17 02 06 00 OA 00 00 2D 03 06 3A AA 7E 7E
FF 03 CO 21 01 01 00 23 00 24 00 00 02 7E

See Also: wandi spl ay, wannext , wanopen

Displays changes to the ppp state machine as ppp users connect. The command is atoggle that
alternately enables and disables the debug display.

Usage: Enter pppf smat the command prompt.

Example: Following isacomplete establishment of a ppp session.

MAX> pppfsm

PPPFSM st ate display is ON

PPPFSM 97: Layer O State I NI TI AL Event OPEN...
PPPFSM 97: ... New State STARTI NG

PPPFSM 97: Layer O St at e STARTI NG Event UP...
PPPFSM 97: ... New State REQSENT
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PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:

Layer 1 State I NI TI AL
...New State CLOSED
Layer 2 State I NI TI AL
...New State CLOSED
Layer 3 State I NI TI AL
...New State CLOSED
Layer 4 State I NI TI AL
...New State CLOSED
Layer 5 State I NI TI AL
...New State CLOSED
Layer 6 State I NI TI AL
...New State CLOSED
Layer 7 State I NI TI AL
...New State CLOSED
Layer 8 State I NI TI AL
...New State CLOSED
Layer 9 State I NI TI AL
...New State CLOSED
Layer O St at e REQSENT

PPPFSM irc_new scr 4

PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:

... New St at e REQSENT
Layer O St at e REQSENT
...New State ACKRECD
Layer O St at e ACKRECD
... New State ACKRECD
Layer O St at e ACKRECD
Layer 1 State CLOSED
... New St at e REQSENT

... New State OPENED

PPPFSM PAP Packet

PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:

Layer 6 State CLOSED
... New St at e REQSENT
Layer 4 State CLOSED
... New State REQSENT
Layer 4 St at e REQSENT
... New St at e REQSENT

PPPFSM ccp Packet code 1

PPPFSM 97:
PPPFSM 97:

Layer 6 St at e REQSENT
... New St at e REQSENT

PPPFSM ccp Packet code 2

PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:

PPPIF

Layer 6 St at e REQSENT
... New State ACKRECD
Layer 4 St at e REQSENT
... New St ate ACKRECD

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event
Event

Event

Event

Event

Event

Event

Event

UP. ..

up. ..

UP. ..

up. ..

up. ..

UP. ..

upP. ..

UP. ..

upP. ..

RCONFRE]. . .

RCONFACK. . .
RCONFREQ . .

RCONFREQ. . .

OPEN. . .

OPEN. . .

OPEN. . .

RCONFREQ . .

RCONFREQ. . .

RCONFACK. . .

RCONFACK. . .

Description: Displays messages relating to each ppp connection. This command is particularly useful

in troubleshooting negotiation failures. To help in troublshooting ppp issues, you might want to use

pppi f in conjunction with pppdunp.

Usage: Enter pppi f at the command prompt.
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Example:
MAX> pppi f

PPPI F debug is ON
PPPI F: open: routeid 285, incomng YES

The following message indicates thisis a modem call.

PPPI F- 110:

ASYNC npde

Link Compression Protocol (LCP) is negotiated.

VJ Header conpression is enabl ed.

PPPI F- 110:

Vj conp on

PAP authentication is configured on the MAX and required for access.

PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:

_initAuthentication
auth node 1

PAP aut h, incom ng
bypassi ng async | ayer

L CP has been successfully negotiated and established. Authentication is next.

PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:

Link I's up.

pppMoNegUnt i meout

pppMoNegUnt i meout

LCP Opened, | ocal
openAut henti cati o

last O layer O
last O layer O

" Answer ',
n

renot e

Bppl\/pl\legUnti nmeout |last O layer 1

Aut h Opened

Renot e hostNane is 'nmy_nane’

PAP Authentication was successful. Compression Control Protocol (CCP) is negotiated next, along
with IP Network Control Protocol (IPNCP).

PPPI F- 110:
PPPI F- 110:
PPPI F- 110:

openi ng CCP
pppMaSendNeg Pkt

pppMoNegTi neout | ayer 6

The user will be given the address 1.1.1.1 from pool 0

PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:
PPPI F- 110:

usi ng address from pool O

Al l ocat ed address
openi ng | PNCP:
pppMoSendNeg Pkt

[1.1.1.1]

pppMpNegTi neout | ayer 4

pppMoSendNeg Pkt
pppMoSendNeg Pkt
pppMoNegUnt i neout
pppMoNegUnt i nmeout
pppMoSendNeg Pkt
pppMoSendNeg Pkt
pppMoNegUnt i neout
| PNCP Qpened to
pppMoSendNeg Pkt
pppMoNegUnt i neout
CCP (Opened

last O | ayer 6
last O | ayer 4

last O | ayer 4

last O | ayer 6

IPNCP and CCP have been successfully negotiated. The ppp session has been completely

established.
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PPPInfo

PPPState

Description: Displaysinformation about established ppp sessions. The command has little practical
use other than as atool for devel opmental engineering.

Usage: ppinfo index [ all ]

Example:

Syntax element:
index
al

index selects a particular entry ppp information table

al | displaysinformation on embedded structures

Example:

MAX> pppinfo 1
Nep[ LCP]

Nep[ AUTH]

Nc p[ CHAP]

Nep[ LQM

Ncp[ | PNCP]

Ncp[ BNCP]

Ncp[ CCP]

Necp[ | PXNCP]

Nc p[ ATNCP]

Nc p[ UNKNOAN]
Mbde

nOpen pendi ng
Local AsyncMap
Renot eAsyncMap
Peer Name

Rnt Auth State
ai buf

i pcp

vJinfo

| ocal VjInfo
bnecpl nfo

i pxInfo

renot e

Bad FCS

Displays the state of a ppp connection. PPP calls can route (call routing, as opposed to IP or IPX

Description:
Selects a particular ppp information table.

Displays information on embedded structures

B02B396C
B02B39BC
BO2B3A0C
BO2B3A5C
BO2B3AAC
BO2B3AFC
B02B3B4C
B02B3B9C
BO2B3BEC
B02B3C3C
async

0

0

0

N A
RMTI_NONE
0
BO3E502C
0

0
BO3E559C
BO3E55DC
no

a

routing) through aMAX differently. The command is atoggle that alternately enables and disables the

debug display.
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PPTPCM

PPTPData

The command has little practical use other than as atool for developmental engineering.
Usage: Enter pppst at e at the command prompt.

Example: The following message indicate data is moved directly from the WAN to the Ethernet seg-
ment. WAN data can be redirected to other resources (X.75 handler or V.120 handler) before it is ready
to be sent to the Ethernet segment.

PPP-116: Redirect async wan direct

Description: Displays messages relating to the call management layer of PPTP. You will see messages
as calls are routed to the PPTP server by the MAX. The command is atoggle that alternately enables
and disables the debug display.

Usage: Enter ppt pcmat the command prompt.

Example: Following are messages from a successful connection.

PPTPCM Connecting to host [1.1.1.1]
PPTPCM [1.1.1.1]: Event = Local-Start-Request
PPTPCM[1.1.1.1]: Starting |ocal session

In the following message, st at us = 0 indicates this was a successful connection.

PPTPCM[1.1.1.1]: Started local session; status = 0

PPTPCM [1.1.1.1]: _receiveFunc called

PPTPCM[1.1.1.1]: Event = Renote-Start-Reply

PPTPCM [1.1.1.1]: Session state changed from Local -Start to Up

Following are messages from an unsuccessful connection:;

PPTPCM [ 2.2.2.2]: Event = Local -Start-Request
PPTPCM[2.2.2.2]: Starting | ocal session
PPTPCM[0.0.0.0]: Started local session; status = -4
PPTPCM[0.0.0.0]: EC Start failed

Displays the data flowing between the PPTP client and PPTP server. The command is atoggle that
alternately enables and disables the debug display.

Usage: Enter ppt pdat a at the command prompt.

Example: Following are some samples of pptpdata output;

In the following message, the MAX received a positive acknowledgement from the NT server:
PPTPDATA-[1.1.1.1]: Received GRE ACK

The MAX received datafrom the NT server that needs to be forwarded out the WAN port.
PPTPDATA-[1.1.1.1]: _dataFronLan

The MAX receives a packet from the wan with a good Frame Check Sequence. It is sent to the
PPTP server to be processed.

PPTPDATA-[1.1.1.1]: Good FCS. Sending packet to peer
This message is aresult of an unsuccessful attempt at connecting to an NT PPTP server.
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PPTPDATA-[ 2. 2. 2. 2] :

PPTPEC

ppt pDat aSessi onDown, Sessi on not found

Description: Displays control link messages between the PPTP client and the PPTP server. The
command is atoggle that alternately enables and disables the debug display.

Usage: Enter ppt pec at the command prompt.

Example: Following are messages from a successful connection and an unsuccessful attempt.

Successsful connection:
PPTPEC-[1.1.1.1]:

ppt pECSend cal | ed

PPTPEC-[1.1.1.1]: New state = Running

PPTPEC-[1.1.1.1]: Event = Send, current state = Running
PPTPEC-[1.1.1.1]: New state = Runni ng

PPTPEC-[1.1.1.1]: Receive callback called
PPTPEC-[1.1.1.1]: Event = Receive, current state = Running
PPTPEC-[1.1.1.1]: New state = Runni ng

PPTPOutCalls

PPTPSend

Unsuccessful attempt:

PPTPEC-[2.2.2.2]: pptpECStart called-
PPTPEC-[2.2.2.2]: Event = Start, current state = Stopped

Description: Enablesthe MAX to make outbound PPTP calls. The command is atoggle that
alternately enables and disables the feature.

The default value is ENABLED.
Usage: Enter ppt pout cal | s at the command prompt.

Example:

MAX> ppt poutcal | s
PPTPCM outgoing calls are now DISABLED

MAX> ppt pout cal | s
PPTPCM outgoing calls are now ENABLED

Description: Sends an Echo Request to the specified NT PPTP server.
Usage: pptpsend ip_address of PPTP_server

Example:

MAX>pptpsend 1.1.1.1
PPTPCM: Sending Echo Request to host [1.1.1.1]
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PPTPStart

Description: StartsaPPTP sessionwith an NT PPTP server with this command. Typically, you will not
need to use this command, since sessions are set up and torn down automatically through the MAX
configuration menus.

Usage: pptpstart ip_address of NT PPTP_server

Example:

MAX> pptpstart 1.1.1.1
PPTPCM Connecting to host [1.1.1.1]

PPTPStop
Description: StopsaPPTP session with an NT PPTP server with this command. Typically, you will not
need to use this command, because sessions are set up and torn down automatically through the MAX
configuration menus.
Usage: pptpstop ip_address of NT_PPTP_server
MAX> pptpstop 1.1.1.1
PPTPCM Di sconnecting fromhost [1.1.1.1]

PRIDisplay
Description: Displays the contents of WAN packets.
If you enter the command while traffic through your MAX is heavy, the resulting amount of output can
make it tedious to find the information you're looking for. The screen might even display the message -
---- data lost ----- , which just means that not all the output can be displayed on the screen.
You might prefer to use the PRIDisplay command during a period of low throughput.
Usage: pridisplay n
where n isthe number of octetsto display from each WAN packet.
Example: The following sample displays the first 64 bytes from each packet sent to or received from
the WAN.
MAX> pridisplay 64
Di splay the first 64 bytes of PR nessages
PRI - RCV-0(task: B0479C00, time: 83251.39) 4 octets @ B0539620
[0000]: 02 01 01 61
PRI - XM T- O(t ask: B04B3A40, tine: 83251.39) 4 octets @B050C340
[0000]: 02 01 01 49
PRI - RCV-0(task: B0479C00, time: 83261.64) 4 octets @ BO52AF60
[0000]: 02 01 01 61
PRI - XM T- O(t ask: B04B3A40, tine: 83261.65) 4 octets @ B051EFAO
[0000]: 02 01 01 49
PRI - RCV-0(task: B0479C00, time: 83269.98) 27 octets @B0539620
[0000]: 02 01 48 60 08 02 1A 7B 05 04 03 80 90 A2 18 04
[0010]: E9 82 83 88 70 05 C1 34 39 39 30

42 MAX Diagnostic Command Reference



Quit

RadAcct

RadlF

pridisplay 0
PRI nessage di splay term nated

Description: Exitsyou from Diagnostic mode.

Usage: Enter qui t at the command prompt.

Description: Displays RADIUS accounting information. RadAcct displays very few messages if
RADIUS Accounting is functioning correctly. The command is atoggle that alternately enables and
disables the debug display.

RADI F displays more detailed information for troubleshooting RADIUS-rel ated issues.
Usage: Enterradacct at the command prompt.

Example:

MAX> radacct
RADACCT debug display is ON

A user hangs up and a stop record is generated.
RADACCT- 147: st opRadAcct

The following message indicates there is some load on the network, and the sending of a stop
record is delayed. Thisis not necessarily an indication of a problem.

RADACCT- 147: _endRadAcct: STOP was del ayed

Description: Displays RADIUS-related messages. Thisis a powerful diagnostic command, since it
displays RADIUS messages the MAX receives aswell as sends. Output from Radl F in conjunction
with running your RADIUS daemon in debug mode (using the - x option) gives you virtualy all the
information you need to focus issues relating to user authentication.

You can also validate IP port that you have configured (or think you have configured), aswell asthe
user name that is being sent by the client.

The command is atoggle that alternately enables and disables the debug display.
Usage: Enterradi f at the command prompt.

Example: Following are messages you might see for a successful RADIUS authentication:

RADI F: aut henticating <8:ny_name> w th PAP
RADI F: _radiusRequest: id 41, user nane <9:my_nane>
RADI F: _radi usRequest: challenge len = <0>

The IP address and RADIUS DaemonA uthentication port are displayed:

RADI F: _radi usRequest: socket 5 len 89 ipaddr 01010101 port 65534-
>1645
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RadServDump

RADI F; _radcCal | back
RADI F: _radCal | back, buf = BO5BBFAQ

The response is sent back from RADIUS. In this case, the user my_name has successfully
authenticated. Below is alist of the most common responses:

1 - Authentication Request

2 - Positive acknow edgenent

3 - Rejection

4 - Accounting request

5 - Accounting response

7 - Password change request

8 - Password change positive acknow edgenent
9 - Password change rejection
11 - Access chal l enge

29 - Password - next code

30 - Password New PIN

31 - Password Term nate Session
32 - Password Expired

RADI F: _radCal | back, authcode = 2
RADI F: Aut henti cation Ack

After auser has successfully authenticated, the RADIUS daemon sends the attributes from the user
profile to the MAX. The MAX creates the user’s connection profile from these attributes. See the
MAX RADIUS Supplement for a complete list of attribute numbers.

RADI F. attribute 6, len 6, 00 00 00 02
RADI F: attribute 7, len 6, 00 00 00 01
RADI F. attribute 8, len 6, ff ff ff fe
RADI F. attribute 9, len 6, ff ff ff 00
RADI F: attribute 11, len 12, 73 74 64 2e
RADI F: attribute 12, len 6, 00 00 05 dc
RADIF: attribute 10, len 6, 00 00 00 00
RADI F: attribute 13, len 6, 00 00 00 01
RADI F: attribute 244, len 6, 00 00 11 94
RADI F: attribute 169, len 6, 00 00 11 94
RADI F: attribute 170, len 6, 00 00 00 02
RADI F: attribute 245, len 6, 00 00 00 00
RADI F. attribute 235, len 6, 00 00 00 01

A RADIUS Accounting Start packet is sent to the RADIUS Accounting Server (using port 1646).

RADI F: _radi usAcct Request: id 42, user nanme <9:ny_nanme>

RADI F: _radi usAcct Request: socket 6 len 82 |IP cf9e400b port 1646,
| D=42

RADI F: _radCal | back

RADI F: _radCal | back, buf = B05433C0

RADI F: _radProcAcct Rsp: user:<9:ny_nane>, |D=42

Description: Displays the configuration you have configured on the MAX in the Ethernet > Mod
Config > RADIUS Server menu.

Usage: Enterr adser vdunp at the command prompt.
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This does not display any information relating to your configuration of either your RADIUS
Authentication server or RADIUS Accounting server.

Example: For the following example, the MAX has been configured with two RADIUS servers,
1.1.1.1 and 2.2.2.2. The port has not been changed from its default of 1700.

MAX> radser vdunp
Rad serv vars: port=1700, sockl d=8
0) clients=1010101
1) clients=2020202
2) clients=0

3) clients=0

4) clients=0

5) clients=0

6) clients=0

7) clients=0

8) clients=0

RadSessDump

Description: Displaysthe state of all RADIUS Accounting sessions.
Usage: Enter r adsessdunp at the command prompt.

Example: The RadSessDunp command displays the following information:

Column Name: Description

START RADIUS Start record. Stop records are not displayed.

route Internal route ID.

sessID Session ID. Thisistied with route ID.

nasPor t Thisindicates statistics about the call. Thefirst two digits indicate the

type of call. 1indicates adigita call. 2 indicates an analog call. The
next two digits indicate the line on which the call was received. The
last two digits indicate the channel on which the call was received.

aut hM Method of authentication.

evTi me Event time. Thisisatime stamp.

MAX> radsessdunp
RadAct Sess: state route sesslD nasPort authM evTi ne
START 00033 227745759 020106 RADI US 47030

RadStats

Description: Displays acompilation of RADIUS Authentication and Accounting statistics.
Usage: Enter r adst at s at the command prompt.

Example:
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Reset

MAX> radst at s
RADI US aut hen st ats:

In the following message, A denotes Authentication. O denotes Other. There were 612
authenti cation requests sent and 612 Authentication responses received.

0 sent[A Q=[612,15], rcv[A Q=[612, 8]
602 were authenticated successfully and 18 were not.
timout[ A, J=[0,6], unexp=0, bad=18, authOK=602

IP address of the RADIUS server is 1.1.1.1 and the cur Ser ver Fl ag indicates whether or not this
RADIUS server is the current authentication server. You can have several configured RADIUS
servers, but only one is current at any one time. 0 indicates no. 1 indicates yes.

| pAddress 1.1.1.1, curServerFlag 1
RADI US accounting stats:

The MAX sent 1557 Accounting packets and received 1555 responses (ACKs from the Accounting
server). Thisresultsin unexp displaying 2. Thisis not necessarily an indication of a problem, but
might be the result of the MAX timing out a particular session before receiving an ACK from the
RADIUS server. Momentary traffic load might cause this condition. Bad indicates packets that
were formatted incorrectly either by the MAX or by the RADIUS server.

0 sent=1557, rcv=1555, tinout=0, unexp=2, bad=0

Note the Accounting server is different from the Authentication server. The Accounting server and
Authentication do not need to be running on the same host, although they can be.

| pAddress 2.2.2.2, curServerFlag 1
Local Rad Acct Stats:

The following messages can be used to look for traffic congestion problems or badly formatted
Accounting packets. Under typical conditions, you may see afew packets whose acknowledgments
fail.

The following message indicates if any RADIUS requests have been dropped by the MAX. With
this particular message, no requests were dropped. 1557 were sent successfully.

nSent [ OK, fail]=[ 1557, 0], nRcv=1557, nDrop[ Qrul |, Qther]=[0, 0]

The following message indicates if any RADIUS responses were not received, causing a session
timeout. Also, responses that are received by the MAX but do not match any expected responses.
The MAX keeps alist of sent requests and expects a response for each request. In the following
message, one response was received from the RADIUS server that did not match any of the
requests that the MAX had sent out. This might be caused by a corrupted response packet, or
because the MAX timed out the session before the response was received.

nRsp[ Ti nOut , NoMat ch] =[ 0, 1], nBackof f [ new, nor sp] =[ 0, 0]
The following messages display a summarized list of RADIUS server statistics.
Local Rad Serv Stats:

unkd i ent =0
index 0 #Sent = 0, #SendFail =0 badAut hRcv = 0, badPktRcv = 0

Description: Resetsthe MAX. It restarts and al active connections are terminated. All users are
logged out and the default security level isreactivated. In addition, a system reset causes all WAN lines
to be temporarily shut down due to loss of signaling or framing information. Asthe MAX boots, it runs
its POST (power-on self tests).
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Revision

RoutMgr

Usage: Enterreset at the command prompt.

Example: To reset the unit:
MAX> reset

See Also: NVRAM

Description: Displaysthe serial number of the box.
Usage: Enter r evi si on at the command prompt.

Example: In the following message, 6363077 isthe serial number of the MAX.

MAX> revi sion
revision = 0 1 10 6363077

Description: Displays information regarding how incoming calls are routed to the Inverse
MUItipleXer (IMUX), ethernet or modem ports. Rout Myr, when used in conjunction with net wor ki
can show valuable call routing information. If you have problems with users not connecting, and the
incoming calls disconnect within one or two seconds of being presented to the MAX, user out ngr and
net wor ki to look for possible clues.

The command is atoggle that alternately enables and disables the debug display.
Usage: Enter r out ngr at the command prompt.

Example:

MAX> r out ngr

ROUTMGR debug is now ON

ROUTMGR:  bui | dl ncom ngRout e, port 0, phone <4990>
ROUTMGR: rout Mgr Task routel D=106, port=0, phone=4990
ROUTMER- 106: __nmat chPhoneNunber

There are no port limitations configured under Net/T1 > Line Config > Line # parameters.
ROUTMGR- 106: _mat chAnyPor t

The Bearer Capability in the ISDN setup message for the call indicatesit isavoice cal. The call is
routed to an available modem:

ROUTMER- 106: voi ce call
ROUTMGR: giving call to I an/hostif

At this point, the call is passed to other MAX functions to continue the connection setup.
Following is output from r out ngr when acall is cleared.

ROUTMGR: destroyRoute routel D = 106, cause = CLEAR
ROUTMGR- 106: port is 59

ROUTMGR: deal | ocat eCapabi | i tyrout el D=106, capability=ALL
ROUTMER route 106 destroyed
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SaveArea

Description: Displaysaportion of NVRAM. It is used in conjunction with either the fatal-history log
or the coredump utility. The command has little practical use other than as atool for developmental
engineering.

Note: To enable the capture to the savearea buffer, you must first type br out er save. After areset,
you must type br out er save again to continue to capture data.

Usage: Enter savear ea at the command prompt.

Example:

MAX> br out er save
BROUTER save data is ON

MAX> savear ea

Date: 03/21/1997. Tinme: 13:53:05

Save Area: 256 octets @ DCO47A14

[0000]: 03 00 00 00 OO0 OO OO OO0 OO OO 00 00 CO BE 78 BO
[0010]: 40 00 00 00 00 0O 00 00 EO F1 OA BO 00 00 00 00
[0020]: 00 OO 0O 00 40 00 00 00 00 CO 7B OC 01 59 00 40
[0030]: C7 5A 64 6C 08 00 45 00 00 2B 4D E9 00 00 3B 06
[0040]: C6 DE CE 41 D4 OA CO A8 08 11 04 7A 00 17 36 C8
[0050]: 6A 7E 00 00 4F C3 50 18 10 00 EO CD 00 00 1B 5B
[0060]: 43 00 6A 64 66 61 3B 6C 73 66 6A 00 00 01 00 01
[0070]: 03 65 6E 67 06 61 73 63 65 6E 64 03 63 6F 6D 00
[0080]: 00 06 00 01 00 OO OE 10 00 22 04 77 6F 70 72 Q0
[0090]: 1E 04 72 6F 6F 74 CO 38 00 00 00 2B 00 00 OE 10
[00a0]: 00 00 07 08 00 OD 2F 00 00 00 OE 10 00 1B 36 DF
[00bO]: 00 1B 36 BC FF FF FF FF FF FF FF FF FF FF FF FF
[00cO]: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[00dO]: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[00e0]: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[oOf0O]: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

SlotMod

Description: Reflects changes made to the configuration of individual modems or individual modem
slot cards. The command is atoggle that alternately enables and disables the debug display.

Usage: Enter sl ot nod at the command prompt.
Example: In the following examples, severa changes are configured under V.34 Modem > Modem
Diag, and the changes are displayed by the Sl ot Mod command.

V.34 Modem > Modem Diag > Modem#5 isset to di s nodem

SLOTMOD: sl ot Profil eChanged slot 8
SLOTMOD: di s/ enabl eModenBy Sl otltem sl ot 8 noden# 5=

V.34 Modem > Modem Diag > Modem#5 isset to di s nodem+chan.

SLOTMOD: sl ot Profil eChanged slot 8
SLOTMOD: di s/ enabl eMbdenBySl otltem sl ot 8 nodem# 5

V.34 Modem > Modem Diag > Modem#5 is set to enabl e nbdem
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SNTP

StackLimit

T1Link

SLOTMOD: sl ot Profil eChanged slot 8
SLOTMOD: di s/ enabl eModenBySl otltem sl ot 8 nodem# 5

V.34 Modem > Modem Diag > ModemSlotissettodi s sl ot
SLOTMOD: sl ot Profil eChanged slot 8

V.34 Modem > Modem Diag > Modem#5 is set to enabl e sl ot
SLOTMOD: sl ot Profil eChanged slot 8

V.34 Modem > Modem Diag > Modem#5 isset todi s sl ot +chan
SLOTMOD: sl ot Profil eChanged slot 8

Description: Displays messages related to Simple Network Time Protocol (SNTP). The command isa
toggle that alternately enables and disables the debug display.

Usage: Enter snt p at the command prompt.

Example: Below are samples of messages you'll see with sntp enabled.

The MAX accepts time from a configured NTP server. The following message displays when the
MAX does not accept a supplied time:

Reject:li= x stratunr y tx= z

The following message indicates that the MAX accepts the time from a specified NTP server.
Server= 0 Time is b6dd82ed d94128e

The stored time is off by more than one second, it is adjusted.
SNTP: x Diffl= y Diff2= Zz

Description: Enables a checking routine that will log a warning to the Fatal-History log whenever any
MAX function usage gets within 128 bytes from the end of the stack. The command is a toggle that
alternately enables and disables the debug display.

Usage: Enterstacklinit atthe command prompt.

Description: Displays messages for the the call control link management functionality for the t1
interface(s).

Usage: Entert 11 i nk at the command prompt.

Example:

MAX> t 110 nk

T1LI NK debug is now ON
MAX> t 11 nk

T1LI NK debug is now OFF
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TCPBind

TelnetDebug

Description: Displays TCP-related messages. The command is atoggle that alternately enables and
disables the debug display.

Usage: Entert cpbi nd at the command prompt.

Example: In the following example, a user opens a TCP-Clear connection to alocal host address:
TCPBI ND: bind |ocal port 15004 to 1.1.1.1-23, if O

Description: Displays messages as telnet connections are attempted or established. The Telnet
protocol negotiates several options as sessions are established, and Tel net Debug displays the telnet
option negotiations.

The command is atoggle that alternately enables and disables the debug display.
Usage: Entert el net debug at the command prompt.
Example: Thefollowing session shows a successful Telnet connection from the Terminal Server on the

MAX to another UNIX host.

MAX> t el net debug
TELNET debug is now ON

The far end unix host has been contacted.
TELNET-4: TCP connect

For this Telnet session, the MAX will support options 24 and 1. The UNIX host should respond
with either DO or WONT:

TELNET-4: send WLL 24
TELNET-4: recv WLL 1

The UNIX host will support option 1:
TELNET-4: repl DO 1

The MAX receives arequest to support option 3:
TELNET-4: recv WLL 3

The MAX will support option 3:
TELNET-4: repl DO 3

The UNIX host will support option 3:
TELNET-4: recv DO 3

The UNIX host will not support option 24:
TELNET-4: recv DONT 24

The MAX will not do option 24:
TELNET-4: repl WONT 24

The UNIX host will support options 1 and 3:

TELNET-4: recv WLL 1
TELNET-4: recv WLL 3
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TLoadCode

TRestore

Description: Loads software from a UNIX host into Flash memory of the MAX using Trivial File
Transfer Protocol (TFTP). The TFTP host can be accessed from the Ethernet interface or across the
WAN. The MAX needs to be reset to load the the upl oaded code, since the MAX must load the code
from Flash memory into DRAM.

Although the MAX may experience a small performance degradation during the file transfer, it will be
fully functional during the file download process.

When using TLoadCode, the current configuration of the MAX will be saved to Flash memory . This
means that manual reconfiguration should not be necessary, which is a requirement when loading
software through the serial connection.

You'll see a sequence of dots printed to the screen indicating progress of the transfer. Each dot indicates
approximately 512 bytes of data has transferred.

Note: If the TFTP transfer is interrupted or the checksum of the uploaded file is incorrect, the new
code does not load when the MAX is rebooted. The MAX reloads its previous version of code. Also, if
the new codés uploaded at boot time, an FRESTORE is performed to load the configuration stored in
Flash memory. If this occurs, the MAX reboots again to properly initialize the configuration.

Usage: tloadcode name or_ip_address of tftp_server filename

Example:

MAX> t | oadcode

usage: | oadcode host file

> tloadcode 1.1.1.1 nmhptl.bin
saving config to flash

| oadi ng code from1l.1.1.1
file mhptl.bin...

Description: Restores a saved configuration from a TFTP host to Flash memory on the MAX. You
need to manually reboot the MAX to load the restored configuration from Flash memory into dynamic
RAM.

Usage: trestore name or_ip_address of tftp_server filename

Example:

MAX> trestore 1.1.1.1 config.txt
restoring configuration from1.1.1.1:69
file config.txt...
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TSave

Description: Savesthe MAX configuration in Flash memory to a TFTP server. You need to perform
the FSAVE command if you want to save your currently running configuration. FSAVE will save your
configuration to Flash memory.

Usage: tsave name or_ip_address of tftp_server filename

Example:

MAX> tsave 1.1.1.1 config.txt
saving configuration to 1.1.1.1:69
file config.txt...

TSShow
Description: Displays uptime and revision information of the MAX. The Terminal Server commands
Show upt i me and Show r evi si on display the same information.
Usage: tsshow [ ? ] [ uptime ] [ revision ]
Syntax element: Description:
? List all options.
uptime Display system uptime.
revision Display software and version currently running.
Example: Following are some samples of output you'll see by using tsshow:
MAX> t sshow
Show what ? Type 'tsshow ?’ for help.
MAX> t sshow ?
t sshow ? Di splay help information
t sshow upti me Di spl ay system upti me.
t sshow revi si on Di spl ay system revi sion.
MAX> t sshow upti ne
systemuptinme: up 36 days, 9 hours, 59 ninutes, 27 seconds
MAX> t sshow revi sion
max7 systemrevision: ti.nd0 5. 0Ap4
Update
Description: Modifies optional functionality of the MAX. To enable some options, you need to be
given a set ohash codes (supplied by an Ascend representative) that will enable the functionality in
your MAX. After each string is entered, you see the veordplete displayed to indicate the hash code
was successfully accepted into the MAX
If you enterupdat e without a text string modifier, the MAX displays a list of current configuration
information.
Usage: update[ text_string |
Example:
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WANDisplay

MAX> updat e

Host interfaces: 4
Net interfaces: 4
Port 1 channels: 255
Port 2 channels: 255
Port 3 channels: 255
Port 4 channel s: 255
Field features 1: 182
Field features 2: 33
Field features 3: 54
Protocols: 1

MAX> update 5 1023 12321312312312321
The following two messages indi cates the text strings were entered incorrectly.

update command: invalid arg 3!
updat e command: di sal |l owed

The following message indicates the MAX accepted the update string.
updat e command: conmmand conpl et e.

Description: Displaysall packets received from and sent to all WAN interfaces. Thisinformation
might be very helpful in ppp negotiation problems since WANDI spl ay outputs raw data displaying what
the MAX isreceiving from the remote device and what the MAX is sending to the remote device.

If you enter the command while traffic through your MAX is heavy, the resulting amount of output can
make it tedious to find the information you're looking for. The screen might even display the message -
---- data lost ----- , which just means that not all the output can be displayed on the screen.

You might prefer to use the WANDisplay command during a period of low throughput or to use
wandsess, wanopen or wannext to focusthe display and depending on the types of information you
need to gather.

Usage: wandi spl ay number_of octets to display from each packet
Enter wandi spl ay 0 to disablethe logging of thisinformation.

Example: Following are several examples of outpu displayed by WANDI spl ay. Note the bytes are dis-
played in hexadecimal format.

MAX> wandi spl ay 24

Display the first 24 bytes of WAN nessages

> RECV-272:: 1 octets @5E138F74

[0000]: OD

RECV-272:: 13 octets @5E13958C

[0000]: OA 41 63 63 65 70 74 3A 20 69 6D 61 67

XM T-276:: 1011 octets @ 2E12D8A4

[0000]: 7E 21 45 00 03 EE 54 2B 40 00 37 06 BA 09 CF 2B
[0010]: OO0 86 DO 93 91 90 1A OA

MAX> wandi splay 0O
WAN nessage di splay term nated

See Also: wandsess, wanopen, wannext

MAX Diagnostic Command Reference 53



WANDSess

WANNext

WANOpening

Description: Similar to WANDI spl ay, but WANDSes's displays only incoming and outgoing packets for
aspecific user. WANDSesss is particularly helpful for troubleshooting aMAX with several simultaneous
active connections, which makes the volume of output from commands like WANDI spl ay not as
effective for troubleshooting issues for particular users. WANDSesss is afilter to let you focus your
troubleshooting.

If you enter the command while traffic through your MAX is heavy, the resulting amount of output can
make it tedious to find the information you're looking for. The screen might even display the message -
---- data lost ----- , which just means that not all the output can be displayed on the screen.

You might prefer to use the WAND Sess command during a period of low throughput.
Usage: wandsess user_name _or_profile_name number_of octets to_display from each _packet
Enter wandsess user_nanme_or_profil e _nanme 0 to disable thelogging of thisinformation.

Example: Notice that the only difference in output between WANDSess and WANDI spl ay isthat the
user is displayed in messages when using WANDSess. The dataisidentical in content. WANDSesss dis-
plays no data from any other sessions. In the following example, only datafromgzol | er 's session is
displayed.

MAX> wandsess gzoller 24

RECV-gzol  er: 300:: 1 octets @3E13403C

[0000]: 7E 21 45 00 00 3E 15 00 00 00 20 7D 31 C2 D2
RECV- gzol | er: 300:: 15 octets @ 3E133A24

[0000]: DO 7D B3 7D B1 B3 DO 7D B3 90 02 04 03 00 35
XM T-gzol l er: 300:: 84 octets @ 3E12D28C

[0000]: 7E 21 45 00 00 4E C4 63 00 00 1C 7D 31 17 5F DO
[0010]: 93 90 02 DO 93 91 B3 00

MAX> wandsess gzoller O

MAX>

Description: Similar toWANDI spl ay, but the MAX displays only incoming and outgoing packets for
the next user to successfully authenticate after you @Akdext . As withWANDSesss, the output is the
same as WANDisplay, but is filtered to show you only data from a single user.

If you enter the command while traffic through your MAX is heavy, the resulting amount of output can
make it tedious to find the information you're looking for. The screen might even display the message
---- data lost ----- , Which just means that not all the output can be displayed on the screen.

You might prefer to use the WANNext command during a period of low throughput.
Usage: wannext number_of octets to display from each packet

EnterWANNext 0 to disable the logging of this information.

Description: Similar toWANDI spl ay, but this command shows only the opening incoming and
outgoing packets for all users during the establishment of their ppp sevgigQseni ng is
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WANToggle

particularly helpful if you are troubleshooting connection problems where users seem to connect to the
MAX, but are disconnected within afew seconds. Again, the output from this command is very similar
to WANDI spl ay, but only displays packets for sessions to the point where the connection has been
completely negotiated.

If you enter the command while traffic through your MAX is heavy, the resulting amount of output can
make it tedious to find the information you're looking for. The screen might even display the message -
---- data lost ----- , which just means that not all the output can be displayed on the screen.

You might prefer to use the WANOpening command during a period of low throughput.
Usage: wanopening number_of octets to display from each_packet

Enter WANOpeni ng 0 to disable the logging of this information.

Description: Displays messages from the WAN drivers on the MAX. It displays the state of calls that
have been passed from the MAX call routing routines. The connection is prepared to be passed to the
Ethernet drivers.

If you enter the command while traffic through your MAX is heavy, the resulting amount of output can
make it tedious to find the information you're looking for. The screen might even display the message -
---- data lost ----- , which just means that not all the output can be displayed on the screen.

You might prefer to use the WANToggle command during a period of low throughput.
The command is atoggle that alternately enables and disables the debug display.
Usage: Enter want oggl e at the command prompt.

Example: Following shows you typical output from a modem call into the MAX. After the incoming
call is determined to be an analog call, amodem is directed to answer it.

WAN- 389: wanQOpenAnswer

WAN- 389: npdem redirected back to wan
WAN- 389: Startup franme received

WAN- 389: Det ect ed unknown nessage
WAN- 389: Det ected ASYNC PPP nessage
WAN- 389: wanRegi sterData, |/F 58

When the call is cleared, the following two messages are displayed.
WAN- 389: wanCl oseSession, |/F 58

The modem clears the call a split second before the software released its resources.The software
does a check on the modem, which has already been released. This message is not an indication of
aproblem.

WAN- ??: no nodem assoc w Wanl nfo
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WDDialout

Description: Displays the specific packet that caused the MAX to dial out. Thisis aparticularly
helpful if you are seeing the MAX dial out when it shouldn’t. You canwii al out information to
design a filter to keep the MAX from dialing out because of this packet.

The command is a toggle that alternately enables and disables the debug display.
Usage: Enterwddi al out at the command prompt.

Example: In the following message, the output dislays a date/time stamp, the phone number being
dialed, as well as the packet that caused the MAX to dial out.

Date: 01/01/1990. Time: 00:51: 56
Cause an attenpt to place call to 18185551234
WD DI ALQUT_DI SP: chunk D7BA6 type OLD- STYLE- PADDED.

60 octets @ F3050
[0000]: 09 00 07 ff ff ff 00 05 02 e8 14 0d 00 24 aa aa
[0010]: 03 00 00 00 80 f3 00 01 80 9b 06 04 00 01 00 05
[0020]: 02 e8 14 0d 00 ff 00 f7 00 00 00 OO 00 00 OO ff
[0030]: 8e 01 00 00 00 OO OO OO0 OO 0O 0O 0O
MAX> wddi al out
WANDATA di al out display is OFF

PPP Decoding Primer

Many of the diagnostic commands display raw data. This Primer is designed to assist you in decoding

PPP, MP, MP+ and BACP negotiations. The negotiations can be logged with the Diagnostic commands
PPPDunp, WANDI spl ay, WANDSess, WANNext or WANOpen. For more detailed information than this

guide provides, refer to specific RFCs. A partial list of pertinent RFCs appears at the end of this guide.

Breaking down the raw data

An important concept to keep in mind is that each device negotiates PPP independently, so the options
might be identical for each direction of the session.

During PPP negotiation, frame formats in the various protocols are very similar. THey share the
following characteristics:

* FF 03 indicating it is a PPP frame.

* Atwo-byte Protocol Identifier.

* A one-byte Packet Format ID number

e A one-byte ID number.

* Atwo-byte length.

*  Options for the protocol.
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Below is a table of the most common protocols you'll see in Ascend diagnostic traces:

I dentifier: Description:

@ 21 Link Control Protocol (LCP)

@ 23 Password Authentication Protocol (PAP)

c2 23 Challenge Handshake Authentication Protocol (CHAP)
80 21 Internet Protocol (IP)

80 29 Appletalk Protocol

80 2B Novell's Internetwork Packet Exchange (IPX)

80 31 Bridging PDU

80 FD Compression Control Protocol (CCP)

Following are the packet formats:

Packet Format ID  Description

01 Configure Request

02 Configure Acknowledgment
03 Configure Non-Acknowledgment
04 Configure Reject

05 Terminate Request

06 Terminate Acknowledgment
07 Code Reject

08 Protocol Reject

09 Echo Request

0A Echo Reply

0B Discard Request

Note: If a packet received from the wan fails the Cyclic Redundancy Check (CRC) the display is
similar to the following, wher@BAD denotes Received BAD:

RBAD- 27:: 8712 octets @ 26CFE8

[0000]: fe dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
[0010]: dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
[0020]: dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
[0030]: dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
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Annotated Traces

Use the following traces as guides to help you decode other traces.

L CP Configure Request - MP+, MRU of 1524, MRRU of 1524 and End Point Discriminator using
the device’'s MAC address:

XMT-3:: 29 octets @ 2C2E94
[0000]: ff 03 cO 21 01 01 OO 19 OO0 04 00 00 O1 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 4c e0 4c

This is a second LCP Configure Request from the same device. Everything in the packet is
identical to the previous packet, except the ID number has incremented from 01 to 02:

XMT-3:: 29 octets @ 2C2E94
[0000]: ff 03 cO 21 01 02 00 19 00 04 00 00 O1 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 4c e0 4c

LCP Configure Request - CHAP authentication, Magic number

RECV-3:: 19 octets @ 2BEBSC
[0000]: ff 03 cO 21 01 60 00 Of 03 05 c2 23 05 05 06 4e
[0010]: 36 c9 05

LCP Configure Acknowledgment - This device will authenticate using CHAP. The Magic number
is also acknowledged:

XMT-3:: 19 octets @ 2C2E94
[0000]: ff 03 cO 21 02 60 00 Of 03 05 c2 23 05 05 06 4e
[0010]: 36 c9 05

LCP Configure Reject - MP+, MRU of 1524, MRRU of 1524 and End Point Discriminator.

This rejection shows two things. It shows that the remote side does not support MP+ or MP, since
MP+ and the MRRU were rejected. This will have to be a PPP connection. Also, since the MRU of
1524 was rejected, the default of 1500 is assumed. There needs to be an MRU, so a rejection of a
given value only means to use the default value.

At this point, this device will need to retransmit another LCP Configure Request, removing all the
rejected options.

RECV-3:: 29 octets @ 2BF1A4
[0000]: ff 03 cO 21 04 02 00 19 00 04 00 00 O1 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 4c e0 4c

LCP Configure Request - Note all values that were previously rejected are no longer in the packet:

XMT-3:: 8 octets @ 2C2E94
[0000]: ff 03 cO 21 01 04 00 04

LCP Configure Acknowledgment -

RECV-3:: 8 octets @ 2BF7BC
[0000]: ff 03 cO 21 02 04 00 04

At this point, since both sides have transmitted LCP Configure Acknowledgments, LCP is up and
the negotiation moves to the authentication phase.

This device receives a CHAP challenge from the remote end:
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RECV-3:: 21 octets @ 2BFDD4
[0000]: ff 03 c2 23 01 01 00 11 04 4e 36 c9 5e 63 6¢C 63
[0010]: 72 34 30 30 30

This device transmits its encrypted user name and password:

XM T-3:: 36 octets @ 2C2E94
[0000]: ff 03 c2 23 02 01 00 20 10 49 b8 e8 54 76 3c 4a
[0010]: 6f 30 16 4e cO 6b 38 ed b9 4c 26 48 5f 53 65 61
[0020]: 74 74 6c 65

The remote device sends a CHAP Acknowledgment:

RECV-3:: 8 octets @ 2CO03EC
[0000]: ff 03 c2 23 03 01 00 04

At this point, the negotiation moves from authentication to negotiation of Network Control
Protocols (NCPs). Ascend supports Bridging Control Protocol (BCP), IPCP, IPXCP and ATCP.

IPCP Configure Request - Van Jacobsen Header Compression, IP addressof 1.1.1.1

RECV-3:: 20 octets @ 2C0A04
[0000]: ff 03 80 21 01 e3 00 10 02 06 00 2d Of 00 03 06
[0010]: 01 01 01 01

BCP Configure Request -

RECV-3:: 8 octets @2Cl101C
[0000]: ff 03 80 31 01 55 00 04

IPCP Configure Request - IP address of 2.2.2.2

XMT-3:: 14 octets @ 2C2E94
[0000]: ff 03 80 21 01 01 00 Oa 03 06 02 02 02 02

IPCP Configure Reject - Van Jacobsen Header Compression. The remote device should send
another |PCP Configure Request and remove the request to do VJ Header Compression:

XMT-3:: 14 octets @ 2C2E94
[0000]: ff 03 80 21 04 e3 00 Oa 02 06 00 2d Of 00

BCP - Protocol Reject. Thislocal device is not configured to support bridging.

XMT-3:: 8 octets @ 2C2E94
[0000]: ff 03 80 31 08 55 00 04

IPCP Configure Acknowledgment

RECV-3:: 14 octets @2Cl1634
[0000]: ff 03 80 21 02 01 00 Oa 03 06 01 01 01 01

IPCP Configure Request - Note VJ Header Compression is not requested this time.

RECV-3:: 14 octets @2ClC4C
[0000]: ff 03 80 21 01 e4 00 Oa 03 06 02 02 02 02

IPCP Configure Acknowledgment

XM T-3:: 14 octets @ 2C2E94
[0000]: ff O3 80 21 02 e4 00 Oa 03 06 01 01 01 01

At this point, a PPP connection has been successfully negotiated. The caller was successfully
authenticated by means of CHAP and IPCP was the only successfully configured NCP. IPX,
Appletalk and bridging will not be supported during this session.

Below are two packets used in determining link quality:
L CP Echo request packet
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RECV-3:: 16 octets @ 2BEB8C
[0000]: ff 03 cO 21 09 01 00 Oc 4e 36 c9 05 00 00 00 00

L CP Echo Response

XMT-3:: 16 octets @ 2C2E94
[0000]: ff 03 cO 21 Oa 01 00 Oc OO0 0O 00 00 OO 0O 00 0O

Example of MP+ call negotiation

L CP Configuration Request - MP+, MRU of 1524, MRRU of 1524, End Point Discriminator using
the device’s MAC address:

XM T-31:: 29 octets @ D303C
[0000]: ff 03 cO 21 01 01 00 19 00 04 00 00 O1 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 5c d3 71

LCP Configure Request - MP+, MRU of 1524, PAP authentication is required. MRRU of 1524,
End Point Discriminator using the device’s MAC address:

RECV-31:: 33 octets @ D4FBC

[0000]: ff 03 cO 21 01 01 00 1d 00 04 00 00 01 04 05 f4
[0010]: 03 04 cO 23 11 04 05 f4 13 09 03 00 cO 7b 53 fO
[0020]: 7a

LCP Configuration Acknowledgment -

RECV-31:: 29 octets @ D55CC
[0000]: ff 03 cO 21 02 01 00 19 00 04 00 00 01 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 5¢c d3 71

LCP Configuration Acknowledgment -

XM T-31:: 33 octets @DB03C

[0000]: ff 03 cO 21 02 01 00 1d 00 04 00 00 01 04 05 f4
[0010]: 03 04 cO 23 11 04 05 f4 13 09 03 00 cO 7b 53 fO
[0020]: 7a

At this point, LCP is up. Next is the authentication phase. The local device agreed to authenticate
using PAP, so it should transmit its user name and password. Note that it is not encrypted, and user
name and password can be decoded very easily:

PAP Authentication Request - User name is shown in hexadecimal and must be converted to ascii.
User name is Ox6a 0x73 0x6d 0x69 0x74 0x68 (jsmith) and password is 0x72 0x65 0x64 (red):

XM T-31:: 20 octets @ D803C
[0000]: ff 03 cO 23 01 01 00 10 06 6a 73 6d 69 74 68 03 72
[0010]: 65 64

PAP Authentication Acknowledgment -
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RECV-31:: 9 octets @ D5BDC
[0000]: ff 03 cO 23 02 01 00 05 0O

Authentication is successful. Final negotiation determines protocols to be supported over the link.

Note: MP+ was negotiated, and both devices begin sending MP+ packets from here. The data
portion of the packet isidentical to PPP, but there is an 8-byte MP+ header instead of the 2-byte
PPP header:

In the following packet, 00 3d isthe designation for aMultilink packet. The next byte designates
whether this packet is fragmented. The next three bytes are the sequence number. You'll see them
increment by one for each packet sent or received.

Next, the 80 31 01 designates this as a BCP Configure Request:

RECV-31:: 20 octets @ D61EC
[0000]: ff 03 00 3d cO 00 00 00 80 31 01 01 00 Oa 03 03
[0010]: 01 07 03 00

BCP Configure Request:

XM T-31:: 20 octets @ D803C
[0000]: ff 03 00 3d cO 00 00 00 80 31 01 01 00 0Oa 03 03
[0010]: 01 07 03 00

BCP Configure Acknowledgment:

XM T-31:: 20 octets @ D864C
[0000]: ff 03 00 3d cO 00 00 01 80 31 02 01 00 0Oa 03 03
[0010]: 01 07 03 00

BCP Configure Acknowledgment:

RECV-31:: 20 octets @D67FC
[0000]: ff 03 00 3d cO 00 00 01 80 31 02 01 00 Oa 03 03
[0010]: 01 07 03 00

BCP is up and the session begins sending bridged traffic. No routed protocols were negotiated.

The following packets are sent as part of the MP+ protocol. They are sent at one-second intervals.
These packets are used by each unit to validate the existence of the link. It gives the devices a
secure way to determine whether the link is still up, even if there is no data traffic passing between
the devices.

RECV-31:: 8 octets @ D5BDC
[0000]: ff 03 00 3d cO 00 00 05
XM T-31:: 8 octets @ D803C
[0000]: ff 03 00 3d cO 00 00 04
RECV-31:: 8 octets @D61EC
[0000]: ff 03 00 3d cO 00 00 06
XM T-31:: 8 octets @ D803C
[0000]: ff 03 00 3d cO 00 00 05

The following RFCs provide more detail about the subjects listed in their titles:

Identifier  Title
RFC1378 PPP AppleTalk Control Protocol (ATCP)
RFC1552 PPP Internetwork Packet Exchange Control Protocol (IPXCP)
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| dentifier
RFC1638
RFC1661
RFC1934
RFC1962
RFC1974
RFC1989
RFC1990
RFC1994

Title

PPP Bridging Control Protocol (BCP)
Point-to-Point Protocol (PPP)

Ascend’s Multilink Protocol Plus (MP+)

PPP Compression Control Protocol (CCP)

PPP Stac LZS Compression Protocol

PPP Link Quality Monitoring

PPP Multilink Protocol (MP)

PPP Challenge Handshake Authentication Protocol
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